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Foreword

The Trade Secret Case Management Judicial Guide is a collaborative effort between the
Federal Judicial Center, the Berkeley Center for Law & Technology, and the Berkeley Judicial
Institute of the University of California at Berkeley School of Law. This collaboration began in
1998 when Professor Peter Menell organized the first multi-day intellectual property seminar for
federal judges in cooperation with the Federal Judicial Center. That seminar was structured to
provide district judges with a background and understanding of the many areas of intellectual
property law. From that initial program has evolved an annual intellectual property seminar for
judges at Berkeley as well as a range of innovative intellectual property programs at the Federal
Judicial Center’s national and local workshops.

As a means of more widely disseminating the insights of those programs, Professor Menell
orchestrated the development of a series of in-depth intellectual property guides, beginning with
the Patent Case Management Judicial Guide in 2009, now in its third edition. That guide has been
immeasurably helpful to many federal judges handling complex patent and has aided the federal
judiciary in developing and harmonizing patent case management practices.

With the passage of the Defend Trade Secrets Act of 2016 (DTSA), Professor Menell proposed
the development of an analogous guide for federal judges. The Trade Secret Case Management
Judicial Guide reflects over three years of work by Professor Menell, David Almeling, Victoria
Cundiff, James Pooley, Professor Elizabeth Rowe, Peter Toren, and Professor Rebecca Wexler—
leading trade secret law practitioners and scholars—and a distinguished group of judicial advisors.
I believe that this guide will be a valuable aid to judges handling the complex and growing field
of federal trade secret litigation.

John Cooke
Director, Federal Judicial Center
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Preface

As the knowledge economy expanded and concerns about trade secret misappropriation
mounted in the digital age, federal policymakers undertook efforts to reinforce trade secret
protection a decade ago. These efforts came to fruition with passage of the Defend Trade Secrets
Act of 2016 (DTSA). This landmark legislation, modeled on the Uniform Trade Secrets Act,
elevated and expanded trade secret law’s role in the federal intellectual property system. DTSA
fully opened the federal courts to trade secret litigation as well as added several new features,
including an ex parte seizure remedy and whistleblower immunity.

DTSA added to the large and growing federal caseloads. It has also exposed more federal
judges, relatively few of whom studied or litigated trade secret cases prior to their judicial
appointments, to the distinctive challenges of trade secret litigation.

As with patent litigation, federal judges have implemented innovative approaches to managing
trade secret litigation based on the distinctive features of these intangible resources. As with patent
litigation, with its pretrial claim construction process, courts have developed practical strategies
for identifying the protected trade secrets at issue. This task is complicated by the need to insulate
trade secrets from public disclosure. Moreover, trade secret law often involves requests for pre-
trial equitable relief, which demands additional intensive case management. Furthermore, unlike
patent law, federal trade secret law includes criminal law provisions. The interplay of civil and
criminal trade secret cases further complicates case management.

Drawing on the Patent Case Management Judicial Guide (3d ed. 2016)—with chapters
organized in the stages of litigation and guided by an early case management checklist—the Trade
Secret Case Management Judicial Guide provides judges with a comprehensive resource for
surveying trade secret law and managing trade secret litigation.
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1.1 The Emergence and Salience of Federal Trade Secret Litigation

For much of American history, trade secret protection was solely based on common law. It
emerged before and during the Industrial Revolution as an amalgam of tort, contract, and property
principles aimed at maintaining commercial morality and promoting technological innovation. It
provided a complement to patent law for protecting know-how, business strategy, processes, and
product innovations that were kept secret and were not readily ascertainable. By the early twentieth
century, courts came to recognize a distinct body of trade secret law, which the American Law
Institute synthesized in §§ 757-59 of the Restatement of Torts (1939).

In 1968, the National Conference of Commissioners on Uniform State Law recognized the
growing importance of trade secret protection and interest in the development of a uniform state
law for consideration by state legislatures. That effort led to the promulgation of the Uniform Trade
Secrets Act (UTSA), approved in 1979 and amended in 1985. Since then, every state (and the
District of Columbia), with the exception of New York, has enacted some version of the UTSA.

Notwithstanding its state law character, many civil trade secret cases were brought in federal
courts through diversity and pendent jurisdiction.

Congress enacted the Economic Espionage Act (EEA) in 1996. The EEA dealt exclusively
with criminal liability for trade secret misappropriation, although it followed the broad language
of the UTSA to define its scope. Congress did not adopt a corresponding federal civil trade secret
statute at that time, citing a lack of time to develop consensus on an appropriate framework.

In the two decades following the passage of the EEA, trade secrets became increasingly
valuable to U.S. industry. Increased digitization and other techniques for clandestinely accessing
and transporting trade secrets out of organizations including across state and international borders
posed growing risks to trade secrets. The lack of a fully national trade secret regime posed
challenges in securing evidence and remedies for some claims of misappropriation. Victims of
misappropriation did not always have reliable access to federal courts to pursue civil claims for
misappropriation, since absent a federal trade secret statute, federal jurisdiction over trade secret
claims required either a closely related claim under federal law or complete diversity of citizenship.
The EEA’s criminal remedies were not a practical solution for many misappropriation cases.

These and other concerns prompted Congress to pass the Defend Trade Secrets Act in 2016.
For the most part, the DTSA amended the EEA to add a non-preemptive private civil right of action
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for trade secret misappropriation in federal courts, “modeled on the Uniform Trade Secrets Act,”
H.R. Rep. No. 114-529, at 5 (2016). It defines trade secret misappropriation using substantially the
language of the UTSA. Hence, federal courts often look to the rich body of state law trade secret
jurisprudence in construing the DTSA, even as a growing body of federal law is developing
construing the DTSA.

The DTSA augmented the UTSA by providing for an ex parte seizure remedy in “extraordinary
circumstances” and immunizing whistleblowers from trade secret liability when they share confi-
dential information in the course of reporting suspected illegal activity to law enforcement or when
filing a lawsuit.

With the growth of digital technology, bioscience, and other information- and innovation-
based economic sectors, trade secret protection has become increasingly important, as has federal
trade secret litigation. Passage of the DTSA has produced a wave of federal trade secret claims in
district courts, which are frequently filed in conjunction with supplemental claims under applicable
state trade secret law.

The goal of this treatise is to provide federal judges, judicial clerks, practitioners, and litigants
with a practical guide for managing trade secret litigation. We also hope that this treatise will be
valuable for intellectual property and civil procedure scholars and their students, as they learn and
study this salient area of federal law. This chapter summarizes distinctive features of trade secret
litigation and explains how the treatise is organized.

1.2 Distinctive Features of Trade Secret Litigation

Trade secret litigation has both similarities with and significant differences from other types
of civil and criminal litigation. It also parallels and differs from other types of intellectual property
litigation—patent, copyright, and trademark. Three such differences stand out: (1) the tensions
surrounding protecting trade secrets over the course of litigation in public tribunals; (2) the high
emotional level in many trade secret litigations; and (3) the potentially complex interplay between
civil and criminal trade secret actions.

1.2.1 The Challenge of Identifying Trade Secrets and Then Protecting Them
Throughout the Litigation

Perhaps the key difference relates to the subject matter: secrets. The secret nature of the
information at issue poses significant challenges for case management because of the public nature
of federal litigation and freedom of expression. Patent cases also involve aspects of secrecy—such
as unpublished patent applications that might bear on validity and business strategy related to
damages—but secrecy in trade secret litigation goes to the very heart of the cause of action: that
the allegedly misappropriated information was not known or readily ascertainable.

Unlike a patent, which affords an exclusive right against the public at large, trade secrets are
relative rights. While the trade secret owner will necessarily need to disclose the secret to some
third parties, such as employees or commercial partners, to exploit it, once a trade secret is
disclosed by the trade secret owner without restriction or is broadly revealed by third parties
without authorization, it cannot be a secret. Those who learn of the secret through publicly
accessible websites or publications are free to use that knowledge. The bell cannot be unrung.
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Moreover, those who independently develop information claimed by another as a trade secret are
free to use and disclose it—so long as their development was in fact independent.

Trade secret disputes also present an early “identification” problem that makes them different
from disputes arising over other forms of intellectual property. In patent, copyright, and trademark
cases, the intangible resource has already been identified and registered with a regulatory body (or,
in the case of unregistered trademarks, made public through use), and therefore can be publicly spe-
cified in the pleadings. The protected information claimed to be at issue in a trade secret case cannot
be disclosed in public filings, however, without destroying the very subject matter of the plaintiff’s
legal claim. Yet defendants need to know what the secrets are that they have allegedly misap-
propriated, and the court needs to know what the case is all about to be able manage and decide it.

This produces three interrelated quandaries at the outset of a trade secret case:

(1) Do the pleadings adequately set forth a cause of action under the familiar 7wombly and
Igbal standards?

(2) When, how, with what level of specificity, and subject to what protective order
provisions will the trade secret owner be required to reveal its trade secrets to the
defendant?

(3) What is the boundary between protectable trade secrets and general knowledge and
skill?

The first of these questions requires the plaintiff to provide more than vague, conclusory
statements that restate the elements of a trade secret to survive a motion to dismiss. The second
quandary often requires the court to assist the parties in customizing the discovery process to
ensure that the trade secrets stay protected during the course of litigation while facilitating the
exchange of sensitive information, often to competing business enterprise defendants. This
typically entails fashioning an appropriate protective order that takes into consideration the
trustworthiness of the various players in the litigation drama: counsel, litigants, employees,
experts, and possibly others. Plaintiffs will understandably be concerned that the very effort to
enforce their trade secrets could result in the loss of what may be their most valuable business
assets. At the same time, defendants will want to know what they are accused of misappropriating.
And the public (including journalists) will be interested in what may be high profile disputes
affecting important industries. Consequently, courts will often be called upon to tailor and enforce
protective orders and oversee the trade secret identification process.

The third question is primarily a question on the ultimate merits, although it may inform
management of the first two. Its resolution will require the court and the ultimate factfinder to
delve into the thorny question of where general knowledge and skill end and protectable trade
secrets begin. This assessment inevitably involves an appreciation of the technologies or
information at issue, which may be beyond the general knowledge of the court. The court and
factfinder may need the assistance of experts to sort out these issues to determine liability and
frame the contours of any ultimate relief.

Compounding these challenges, trade secret owners often seek immediate equitable relief to
prevent the defendant and third parties from using or disclosing a trade secret before trial. Yet, for
the reasons noted above, the contours of the alleged trade secrets and any improper encroachment
upon them will often be difficult to assess with precision before there has been sufficient discovery
to reveal what information is at risk and to fully test claims of misappropriation. And defendants
will fear that early equitable relief on an incomplete record will interfere with their business
operations.
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Moreover, the secrecy imperative runs through the entire litigation process, not simply the
pleading stage. The court must take care to ensure that hearings and filings with the court during
the pretrial and trial stages do not disclose trade secrets to the general public. In enacting the EEA,
of which the DTSA is now a part, Congress recognized that victims of trade secret thefts could
face a dilemma between reporting the matter to law enforcement and concerns that the trade secret
will be disclosed during discovery or during a criminal trial. To alleviate this concern, the Act
authorizes the court “to enter such orders and take such other action as may be necessary and
appropriate to preserve the confidentiality of trade secrets.” 18 U.S.C. § 1835(a). At the same time,
the court must balance the public’s interest in knowing about civil and criminal proceedings
against the trade secret owner’s right to limit access to the trade secrets.

1.2.2 High Emotional Quotient

Complicating all of these issues is the fact that many trade secret cases are hotly contested
battles that have the emotional intensity of child custody cases. Many trade secret cases pit a
business enterprise against business partners, former employees, and contractors who have left the
business to form or work for a competing enterprise. In some cases, the former associates are actual
family members. But even if not related by blood or marriage, the ties between the plaintiffs and
defendants can run deep. Co-founders of companies often have deep and continuing personal,
financial, and social bonds. And the alleged misappropriation represents not just a competitive
injury but a betrayal of sacred trust. The trade secrets are the product of countless hours devoted
to a shared enterprise. They are the intellectual offspring of a joint relationship. The departure of
a business associate or former employee can be like the dissolution of a marriage. And where the
former colleague competes with the prior business, it can feel like extreme disloyalty.

Trade secret protection can become intertwined with noncompetition agreements and other
contractual restraints on the activities of former business associates and employees. The
enforceability of such restraints on trade varies according to state law. Even where permitted, such
restraints are typically required to be narrowly tailored to protect only legitimate interests,
including trade secrets. Absent enforceable noncompetition agreements, employees are generally
free to take their general knowledge and skill with them, even to competing enterprises. But therein
lies one of the difficulties alluded to above: distinguishing protectable trade secrets from general
knowledge and skill.

A second challenging tension may arise if an employee or contractor believes that an employer
is engaged in unlawful activity. The employee might plan to or be reporting sensitive information
to the government as part of a False Claims Act case or other whistleblower action. In such cases,
there is a risk that the plaintiff may use a trade secret claim to attempt to silence the whistleblower
and gain backdoor discovery of what the government might be investigating. To guard against this
overreach, the DTSA immunizes whistleblowers from liability under federal and state trade secret
law for disclosure, in confidence, of trade secrets to government officials and attorneys solely for
the purpose of reporting or investigating a suspected violation of law.

Another sensitive and difficult pattern relates to economic espionage cases in which the claim
i1s made that an organization, potentially backed by a foreign government, has embarked upon a
scheme, sometimes years in duration, to acquire trade secrets to assist development of a competing
business or industry. These concerns can lead to both civil and criminal cases and have become
more common and salient with growing concerns about international, sometimes state-backed,
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espionage. These cases can be especially difficult to investigate and prosecute as a result of the
discovery and jurisdiction impediments posed by international borders and the challenges posed
by encrypted digital files. Some may pose concerns relating to sovereign immunity as well as
diplomatic issues.

As a result of these patterns, judges in such cases may have to deal with especially high levels
of distrust and willingness to escalate the litigation for business, personal, and criminal liability
reasons.

1.2.3 The Interplay of Civil and Criminal Proceedings

Criminal trade secret investigations or suits are often known or anticipated to be underway
during the pendency of a civil proceeding involving trade secrets. Both the government and the
defendant in a civil case may have reasons for seeking a stay of the civil proceedings pending
resolution of the criminal case. The government may seek a stay of the civil proceeding or of
discovery in the civil proceeding to prevent interference with its investigation. The defendant may
seek a stay to avoid having to invoke the Fifth Amendment during an active criminal investigation.
On the other hand, the plaintiffin a civil case may want to pursue its claim expeditiously. Although
most “garden variety” trade secret disputes do not include a criminal component, these are just
some of the tensions that courts and litigants need to navigate when dealing with potentially
parallel civil and criminal proceedings.

1.3 Using this Guide

Unlike conventional federal law treatises, which typically emulate the structure of the pertinent
federal statute, this Trade Secret Case Management Judicial Guide is organized around the stages
of trade secret litigation. It provides busy federal judges with the key issues to focus upon for each
phase of a trade secret case. It follows the same structure as the Patent Case Management Judicial
Guide, which is familiar to many federal judges.

Trade Secret Primer. Chapter 2 provides a comprehensive overview of trade secret law, tracing
its legal sources, history, requirements, whistleblower immunity, defenses, and remedies. It then
contrasts trade secrets with other forms of intellectual property, surveying common coincident
claims and international aspects.

Early Case Management. Building upon chapter 2’s survey of trade secret law, chapter 3
frames the critically important early case management phase and sketches a flexible plan for the
initial case management conference. As § 1.2 previewed, trade secret litigation typically unfolds
quickly, often with the trade secret owner seeking preliminary equitable relief. The court must be
ready to assist the parties in crafting a protective order, a trade secret identification process, and a
discovery plan. Chapter 3 offers a detailed checklist for guiding early case management and a
suggested case management order that will anticipate common litigation challenges and facilitate
the exchange of information, scheduling of trial stages, and promotion of efficient resolution of
the case through litigation or settlement.

Trade Secret Identification. Chapter 4 guides the court through the nuanced process of
identifying the trade secrets: the nature of the identification process (a procedural rule, not a merits
determination), the timing of identification, the format for trade secret identification, the
particularity of identification, access to the identification, and amending the identification. This
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issue is unique to trade secret law and thus this chapter focuses on a process that may be new to
those adjudicating or litigating a trade secret case for the first time.

Preliminary Relief. Chapter 5 discusses the legal standards for evaluating requests for pretrial
equitable relief and expedited discovery in furtherance of such requests, provides examples of
evidence that has been found to weigh in favor of or against pretrial equitable relief, and offers
guidance in framing orders granting equitable relief and in managing the entire process, including
conducting post-hearing case management conferences following resolution of requests for
preliminary equitable relief. It includes templates, tables illustrating relevant evidence, and
illustrative orders.

Discovery. Chapter 6 presents the distinctive challenges of discovery in trade secret cases. It
examines common discovery mechanisms, protective orders, dealing with the particular types of
records that often arise in trade secret cases (such as forensic images of devices, source code,
employee records, and personal vs. work accounts and devices), management of disputes
(including requests to seal documents), discovery from international sources, and common
discovery motions. It also discusses the challenging question of how to balance the presumption
of open access to the courts and court record with the need for owners of trade secrets to protect
the secrets from public disclosure to avoid their destruction.

Summary Judgment. Chapter 7 addresses the summary judgment phase of trade secret
litigation. Recognizing that many of the core issues in trade secret litigation are fact-intensive, it
addresses burdens of proof, the amenability of particular substantive issues to summary
adjudication, expert declarations, and useful ways of managing and streamlining the summary
judgment process and conducting summary judgment hearings.

Experts. Chapter 8 explores the role of experts in trade secret litigation. It first examines the
principal areas in which experts are used and then discusses the court’s gatekeeper role in
preventing unreliable expert testimony from being considered by the jury.

Pretrial Case Management and Trial. Chapter 9 assists courts in managing the lead-up to trial,
covering the pretrial conference. Chapter 10 then maps out the distinctive issues that frequently
arise in trade secret cases, including late pretrial motions, jury pre-instruction, burdens of proof
and persuasion, managing confidentiality in the courtroom, motions for judgment as a matter of
law, jury instructions and verdict form, injunctions after trial, exemplary damages, and attorney’s
fees.

Criminal Trade Secret Case Management. Chapter 11 presents substantive law and case
management issues associated with criminal trade secret prosecutions. It includes detailed dis-
cussion of the elements of proof, identification of the trade secrets, venue, defenses, confidentiality
(including protective orders, trade secret owner participation, and cooperation between the
government and the victim), extraterritorial application, whether to stay a parallel civil case, and
sentencing and penalties.

1-6
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2.1 Introduction

Trade secret law emerged through the synthesis of tort, contract, and property common law
principles in the nineteenth century, evolved into a distinct branch of intellectual property law in
the twentieth century, and was comprehensively but not preemptively federalized in the twenty-
first century. Trade secret protection is increasingly intertwined with employment law and the
rapidly emerging field of privacy law. Nearly every business and public enterprise, from high
technology companies to universities and government institutions, uses trade secret protection to
some extent. Nonetheless, trade secret law was rarely taught as a distinct subject until relatively
recently, even though it has long been the most widely used form of intellectual property protection.

This chapter traces the development of trade secret law in § 2.2 before summarizing its
requirements, immunity, defenses, and remedies in §§ 2.3-2.6. Due to the wide adoption of the
Uniform Trade Secrets Act (UTSA) and the patterning of the Defend Trade Secrets Act (DTSA)
on the UTSA, U.S. trade secret law has become a relatively uniform body of national law. Hence,
we present trade secret law as a largely cohesive, harmonized national regime. We distinguish
distinctive rules, such as the ex parte seizure provision and significant variations in state
implementation of the UTSA. The chapter also examines trade secret law’s interplay with other
intellectual property modalities (§ 2.7) and common coincident claims (§ 2.8). The final section
explores international aspects (§ 2.9).

2.2 Sources of Authority

Today, every state and the federal government protect trade secrets. Unlike the patent and
copyright systems, and like trademark protection, trade secret protection emerged in the United
States principally through common law development. It was not until the late twentieth century
that most state legislatures adopted and harmonized statutory trade secret protection. The UTSA,
hammered out in the late 1960s and 1970s, established a unifying framework that most states
adopted in the 1980s. Every state except for New York has since adopted some form of the UTSA.
A number of states have established criminal trade secret laws since the 1960s, but it was not until
1996 that the U.S. Congress enacted federal criminal trade secret legislation, the Economic
Espionage Act (EEA). In 2016 Congress substantially augmented the EEA through the DTSA by
adding civil remedies for misappropriation.

Also unlike the federal patent and copyright regimes, federal trade secret law does not preempt
state statutory and common law trade secret protection. Thus, trade secret claimants can assert both
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state and federal protection. Since passage of the DTSA, there has been a significant increase in
federal trade secret claims.

2.2.1 Historical Development: From Common Law Roots to Restatements of the
Law and State Statutes

The Industrial Revolution brought about vast advances in technological progress as well as
innovation in legal regimes for promoting such progress. Patent law played a central role in
enabling inventors to appropriate a return on their investment in research and development.
Nonetheless, patent protection was too costly, unwieldy, and limited to protect the full range of
technological and business innovations and know-how. Factory owners and other innovative
businesses came to use physical security around their facilities, nondisclosure agreements, and
other techniques to secure protection for the broader range of technological advances and strategic
information driving their competitive advantage. Courts gradually recognized and reinforced these
practices through the development of trade secret law built on two core principles: maintaining
commercial morality (preventing commercial espionage) and promoting technological innovation.

In contrast to patent protection, trade secret law could not protect those product features and
techniques that were evident from publicly available information, including the products and
services themselves. Nonetheless, it provided an effective means for protecting many process and
product innovations and business strategies that were not readily ascertainable by the public.

The common law of trade secret protection expanded upon the norms of the mercantilist era
trade guilds. In these preindustrial economies, craftsmen passed along their trade knowledge to
their apprentices with the understanding that the know-how would be kept secret during the
apprenticeship period. After this training, the apprentice was free to practice the trade. These trust-
based protections were reinforced by custom, guild rules, and close-knit communities.

This informal system, governed principally through social norms, eroded as industrialization
shifted production to factories and labor mobility increased. Factories operated on a far larger scale
than traditional craft enterprises and without the social and guild constraints on the dissemination
of proprietary techniques and know-how. Whereas patents afforded protection for larger, discrete
advances, smaller-bore, incremental know-how was more vulnerable to misappropriation in the
impersonal, specialized factory setting. By the early nineteenth century, factory owners in England
pressed for a broader form of protection for workplace trade secrets. The know-how behind
industrial processes gradually gained recognition in and protection from common law courts. See
Newbery v. James, 35 Eng. Rep. 1011, 1011-12 (Ch. 1817); Catherine L. Fisk, Working
Knowledge: Trade Secrets, Restrictive Covenants in Employment, and the Rise of Corporate
Intellectual Property, 1800-1920, 52 Hastings L.J. 441, 450-88 (2001). The practice spread to the
United States by the mid-nineteenth century and developed rapidly. See Vickery v. Welch, 36 Mass.
(19 Pick.) 523, 525-27 (1837) (granting specific performance of a contractual agreement regarding
the “exclusive use” of a secret method for making chocolate); Melvin F. Jager, Trade Secrets Law
§ 2:3(2013).

Trade secret law has long been justified on two distinct grounds: property rights and unfair
competition grounded in tort. Courts routinely characterize trade secrets as “property.” See, e.g.,
Tabor v. Hoffman, 118 N.Y. 30, 23 N.E. 12 (1889) (holding that “independent of copyright or
letters patent, an inventor or author has, by the common law, an exclusive property in his invention
or composition, until by publication it becomes the property of the general public”). They routinely



Trade Secret Case Management Judicial Guide Chapter 2: Trade Secret Law Primer

granted injunctive relief to prevent disclosure. The nature of the “property” interest is, however,
limited by the relational character of trade secrets. See Robert G. Bone, 4 New Look at Trade
Secret Law: Doctrine in Search of Justification, 86 Calif. L. Rev. 241, 251-60 (1998). As the court
in Peabody v. Norfolk, 98 Mass. 452, 458 (1868), noted, if a party “invents or discovers and keeps
secret a process of manufacture, whether a proper subject for a patent or not, he has not indeed an
exclusive right to it as against the public, or against those who in good faith acquire knowledge of
it, but he has property in it which a court of chancery will protect against one who, in violation of
contract and breach of confidence, undertakes to apply it to his own use, or to disclose it to third
persons.” The court explained that courts of equity would intervene to “prevent such a breach of
trust, when the injury would be irreparable and the remedy at law inadequate.” Id. Thus,
injunctions were available for breaches of trust “in the course of his said confidential
employment.” /d.

An alternate explanation for much of trade secrets law is what might be described as a “duty-
based” theory, or what Melvin Jager calls “the maintenance of commercial morality.” 1 Melvin
Jager, Trade Secrets Law §1.03 (2013), at 1-4. Justice Oliver Wendell Holmes questioned the
“property” view of trade secrets in E.I. du Pont & Co. v. Masland, 244 U.S. 100 (1917), preferring
to characterize these rights in relational terms.

[T]he word “property” as applied to . . . trade secrets is an unanalyzed expression of certain
secondary consequences of the primary fact that the law makes some rudimentary
requirements of good faith. Whether the plaintiffs have any valuable secret or not, the
defendant knows the facts, whatever they are, through a special confidence that he
accepted. The property may be denied, but the confidence cannot be. Therefore, the starting
point for the present matter is not property or due process of law, but that the defendant
stood in confidential relations with the plaintiffs.

Id. at 102.

Closely related to Masland’s theory of “breach of confidence” is the contract basis for trade
secret law. While not always applicable, many trade secret cases arise out of a “duty” explicitly
stated in a contract, such as a technology license or an employment agreement. In those cases, the
tort-based breach of duty theory merges with a standard common law action for breach of contract.

The Eastman case illustrates these principles in action. See Eastman Co. v. Reichenbach, 20
N.Y.S. 110, 116 (N.Y. Sup. Ct. 1892), aff’d sub nom. Eastman Kodak Co. v. Reighenbach, 29
N.Y.S. 1143 (N.Y. Gen. Term 1894). In the late nineteenth century, Eastman (Kodak), a pioneering
developer of photographic technology, brought suit against former high-level employees who
departed to start a competing business using secret information that they helped to develop at
Eastman. They had executed assignment agreements covering all inventions, discoveries, and
improvements in photography that they might make, discover, or invent while at Eastman and
agreed to maintain company secrets in strict confidence and not to disclose or make improper use
of them. The court enjoined defendants’ competing venture on the ground that “[t]his is not
legitimate competition, which it is always the policy of the law to foster and encourage, but it is
contra bonos mores [against good morals], and constitutes a breach of trust which a court of law,
and much less a court of equity, should not tolerate.” 20 N.Y.S. at 116.

Trade secret protection could encompass information that was not generally known to the
public so long as the employer undertook reasonable precautions to preserve secrecy. This latter
requirement brought nondisclosure agreements (NDAs) into common practice. Failure to guard
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against disclosure of trade secrets by employees and contractors would jeopardize trade secret
protection.

Published by the American Law Institute (ALI) in 1939, the Restatement of Torts was the first
major synthesis of the developing U.S. trade secrets law. Three sections were devoted to this area
of law: § 757 defined the scope of protectable trade secrets and the act of misappropriation; § 758
dealt with acquisition of a secret by mistake; and § 759 defined liability for acquisition of business
information that does not qualify as a trade secret. In 1979, the Restatement of Torts was melded
into the UTSA, described further in § 2.2.2. The UTSA emerged as the primary source of trade
secret law as a result of its wide adoption by state legislatures. This led the ALI to abandon
coverage of trade secrets in Restatement of Torts, Second. Nonetheless, courts continue to
reference the classic first Restatement of Torts encapsulation of trade secret law.

In 1995, the ALI once again covered trade secret law in the Restatement (Third) of Unfair
Competition. This Restatement defines a trade secret as “any information that can be used in the
operation of a business or other enterprise and that is sufficiently valuable and secret to afford an
actual or potential economic advantage over others,” § 39, thereby maintaining consistency with
the UTSA. Similar to the UTSA, this definition contrasts with that in the earlier Restatement of
Torts in the following ways: (1) information does not have to be “in use”; (2) information can have
“potential value,” such as, most notably, “negative secrets” (that is, information about what does
not work or works less well); and (3) any valuable information qualifies, even though it might
relate to a single or “ephemeral” event (such as a bid).

Although trade secret law developed through state common law evolution, the U.S. Supreme
Court has made some of the most important pronouncements regarding the principles and contours
of trade secrecy protection and its interplay with patent law. In the companion cases of Sears,
Roebuck & Co. v. Stiffel Co., 376 U.S. 225 (1964), and Compco Corp. v. Day-Brite Lighting, Inc.,
376 U.S. 234 (1964), the Supreme Court held that state unfair competition laws protecting against
confusion as to the source of goods could not be used to protect lamp designs that were determined
to be unpatentable and hence in the public domain. The Court held that the Constitution granted
Congress the exclusive power to legislate in the field of patents and copyrights, preempting any
state law that “touches upon the area of these federal statutes.” Stiffel, 376 U.S. at 229. Conse-
quently, the imposition of state law liability for copying of an unpatented article, freely available
to the public, impermissibly “interfere[d] with the federal policy, found in Art. I, § 8, cl. 8, of the
Constitution and in the implementing federal statutes, of allowing free access to copy whatever
the federal patent and copyright laws leave in the public domain.” Compco, 376 U.S. at 237.

The Supreme Court laid to rest any concern that trade secret laws were similarly vulnerable to
federal preemption in Kewanee Oil Co. v. Bicron Corp., 416 U.S. 470 (1974). In this landmark
ruling, the Court traced the underpinnings of trade secret law in finding that it had long served as
an independent means of protection that is consistent with the patent system and hence posed no
conflict justifying preemption. The Court emphasized that trade secret law played an important
role in the sharing of knowledge and innovation while also allowing for efficient business
practices. The Court recognized that trade secret law promotes commercial ethics and encouraged
innovation, noting the fundamental, perhaps counterintuitive, principle that enforceable secrecy
enables sharing and dissemination of technology. The Court reaffirmed that state trade secret
protection has coexisted harmoniously with federal patent protection in Bonito Boats, Inc. v.
Thunder Craft Boats, 489 U.S. 141, 155-56, 161, 166 (1989).
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In Ruckelshaus v. Monsanto Co., 467 U.S. 986 (1984), the Supreme Court held that trade
secrets are a form of property, noting that they “have many of the characteristics of more tangible
forms of property. A trade secret is assignable. A trade secret can form the res of a trust, and it
passes to a trustee in bankruptcy.” Id. at 1002-04.' Based on this determination, the Court held
that trade secrets are subject to the Taking Clause of the Fifth Amendment.

2.2.2 Uniform Trade Secrets Act and State Variations

By the mid-twentieth century, “the body of state and federal law that ha[d] traditionally coped
with [industrial espionage] languish[ed] in a deepening maze of conflict and confusion.” See Note,
Theft of Trade Secrets: The Need for a Statutory Solution, 120 U. Pa. L. Rev. 378 (1971).
Recognizing this doctrinal muddle and the growing economic importance of trade secret
protection, the American Bar Association (ABA) established in 1968 a special committee to
investigate the drafting of a uniform trade secret act to harmonize protection among the states.
Over the course of the next decade, that committee drafted and refined the UTSA, which the
National Commission on Uniform State Laws promulgated in 1979. After resistance within the
profession and ABA, the Commissioners amended the UTSA in 1985, which made changes to the
Act’s provisions on injunctions, damages, and the effect of the legislation on other state laws. 14
U.L.A. 433, 436.

The major drawback of the UTSA is that it is not uniform. As noted above, there were two
versions promulgated by the National Conference of Commissioners, one in 1979 and another in
1985. Some states adopted the first, some the second, some a combination of the two. And many
states have customized the statute quite a bit. For example, California has dropped the “readily
ascertainable” language from its definition of a trade secret, and requires a plaintiff to describe
its trade secrets “with reasonable particularity” before discovery can begin. Cal. Civ. Code
§ 3426.1(d)(1); Cal. Code. Civ. Pro. § 2019(d). Illinois also eliminates the “readily ascertainable”
requirement, prohibits royalty injunction orders, imposes a five-year limitations period and allows
permanent injunctions. S.H.A. 765 ILCS §§ 1065/1-1065/9. See generally Jager, Trade Secrets
Law § 3.04 (2000). Idaho requires that computer programs carry a “copyright or other proprietary
or confidential marking” to be protected. Idaho Code § 48-801(4). Georgia has a five-year statute
of limitations, and limits protection of customer lists to physical embodiments, effectively
permitting an employee to use whatever can be carried in (human) memory. See Porex Corp. v.
Haldopolous, 284 Ga. App. 510, 644 S.E.2d 349, 352 (2007) (explaining Georgia’s divergence
from UTSA on statute of limitations).

Only New York has not yet adopted the UTSA, electing to protect trade secrets under common
law and applying the Restatement of Torts framework. Because of the UTSA’s importance, we
reproduce its primary provisions here.

Uniform Trade Secrets Act, with 1985 Amendments
§ 1. Definitions
As used in this [Act], unless the context requires otherwise:

113

1. The Court distinguished Justice Holmes’s “confidential relationship” dictum in E.I. duPont de Nemours
Powder Co. v. Masland, 244 U.S. at 102, noting that “Justice Holmes did not deny the existence of a property interest;
he simply deemed determination of the existence of that interest irrelevant to the resolution of the case.” See Monsanto,
467 U.S. at 1004 n.9.
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(1) “Improper means” includes theft, bribery, misrepresentation, breach or inducement
of a breach of a duty to maintain secrecy, or espionage through electronic or other means;

(2) “Misappropriation” means:
(1) acquisition of a trade secret of another by a person who knows or has reason to
know that the trade secret was acquired by improper means; or

(11) disclosure or use of a trade secret of another without express or implied consent
by a person who

(A) used improper means to acquire knowledge of the trade secret; or

(B) at the time of disclosure or use, knew or had reason to know that his
knowledge of the trade secret was

(I) derived from or through a person who had utilized improper means to
acquire it;

(IT) acquired under circumstances giving rise to a duty to maintain its
secrecy or limit its use; or

(IIT) derived from or through a person who owed a duty to the person
seeking relief to maintain its secrecy or limit its use; or

(C) before a material change of his [or her] position, knew or had reason to
know that it was a trade secret and that knowledge of it had been acquired by
accident or mistake.

(3) “Person” means a natural person, corporation, business trust, estate, trust,
partnership, association, joint venture, government, governmental subdivision or agency,
or any other legal or commercial entity.

(4) “Trade secret” means information, including a formula, pattern, compilation,
program, device, method, technique, or process, that:

(1) derives independent economic value, actual or potential, from not being
generally known to, and not being readily ascertainable by proper means by, other
persons who can obtain economic value from its disclosure or use, and

(11) 1s the subject of efforts that are reasonable under the circumstances to maintain
its secrecy.

2.2.3 Federal Economic Espionage Act and State Criminal Laws

Over half of the states have enacted criminal laws directed specifically at trade secret theft.
Although a number of states have patterned their laws on New York’s and New Jersey’s, limiting
coverage to embodiments of technical information, others (for example, Ohio and California) have
chosen to employ a broader definition akin to the civil definition of trade secrets, which includes
various forms of business data, such as customer lists and marketing plans. The debate concerning
appropriate state law coverage has diminished somewhat with the passage of the federal EEA,
which followed the broad language of the UTSA to define its scope.

Prompted by concerns about international espionage and the applicability of various statutes
concerning the theft of “property,” the EEA imposes heavy criminal fines and prison sentences for
individuals or corporations convicted of engaging in trade secret theft. See 18 U.S.C. §§ 1831—
1839. The EEA distinguishes between two classes of trade secret misappropriation: (1) foreign
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espionage, prohibiting misappropriation that benefits any foreign government, foreign
instrumentality, or foreign agent, governed by § 1831; and (2) general trade secret
misappropriation, governed by § 1832. Although relatively broad, § 1831 does not encompass
foreign companies unless they are “substantially owned, controlled, sponsored, commanded,
managed or dominated by a foreign government.” 18 U.S.C. § 1839(1).

Unlike the UTSA and the subsequent DTSA, the EEA prohibits attempted violations of the
Act. See 18 U.S.C. §§ 1831(4); 1832(4). In United States v. Pin Yen Yang, 281 F.3d 534, 540-544
(6th Cir. 2002), the Sixth Circuit, analogizing the EEA to federal drug laws, held that a defendant
who intends to steal a trade secret and commits an overt act towards acquiring what the defendant
believes to be the trade secret can be guilty of attempted trade secret misappropriation even if the
information that the defendant acquires was not actually a trade secret. While agreeing with the
general thrust of this interpretation, the Seventh Circuit questioned whether the sale of information
already known to the public could be deemed a substantial step toward the offense, a requirement
for an attempt crime. See United States v. Lange, 312 F.3d 263,268—69 (7th Cir. 2002) (referencing
Spectrum Sports, Inc. v. McQuillan, 506 U.S. 447 (1993) for the proposition that a criminal attempt
requires that the prosecutor establish a “dangerous probability” of success and observing that
“selling a copy of Zen and the Art of Motorcycle Maintenance is not attempted economic espio-
nage, even if the defendant thinks that the tips in the book are trade secrets”). Another distinctive
feature of the EEA is its potential application beyond the boundaries of the United States.

Chapter 11 delves into the details of the Economic Espionage Act.

2.2.4 Defend Trade Secrets Act

In the two decades following the passage of the EEA, U.S. industry became increasingly
concerned about a fundamental increase in trade secret exposure and the lack of a fully national
trade secret regime. Along with rapid advances in electronic storage and communication of data
came increased risks to information security. Federal court filing was often not possible, since it
required either a closely related claim under federal law or complete diversity of citizenship. Also,
the EEA’s criminal remedies were not a practical solution, with an average of only seven to eight
prosecutions each year. See James Pooley, Trade Secrets § 2.05[1]. Trade secret holders therefore
began to push Congress to provide for a federal trade secret misappropriation cause of action.

These concerns prompted Congress to pass the Defend Trade Secrets Act in 2016. For the most
part, the DTSA amended § 1836 of the EEA to provide a non-preemptive private civil right of
action for trade secret misappropriation in federal courts, “modeled on the Uniform Trade Secrets
Act,” H. Rep. No. 114-529, 114th Cong., 2d Sess., Defend Trade Secrets Act of 2016 (2016). It
defines trade secret misappropriation using the language of the UTSA. The DTSA augments the
UTSA by defining “improper means”:

(A) includes theft, bribery, misrepresentation, breach or inducement of a breach of a
duty to maintain secrecy, or espionage through electronic or other means; and
(B) does not include reverse engineering, independent derivation, or any other lawful
means of acquisition.
Hence, federal courts look to the rich body of state law trade secret jurisprudence in construing the
DTSA.

The DTSA augmented the UTSA by providing for an ex parte seizure remedy in “extraordinary
circumstances” and immunizing whistleblowers from trade secret liability when sharing
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confidential information in the course of reporting suspected illegal activity to law enforcement or
when filing a lawsuit.

2.3 Sources of Authority

A trade secret plaintiff must show both the existence of a trade secret and that the defendant(s)
misappropriated or threatened to misappropriate the trade secret in order to prevail. UTSA §§ 2, 3.

2.3.1 Existence of Trade Secret

The existence of a trade secret claim can be broken down into three essential elements: (1) the
subject matter involved must qualify for trade secret protection, meaning information, such as “a
formula, pattern, compilation, program, device, method, technique, or process,” UTSA § 1(4); (2)
the information must derive “independent economic value from not being generally known to, or
not being readily ascertainable by proper means by, other persons who can obtain economic value
from its disclosure or use,” UTSA § 1(4)(1); and (3) the holder of the trade secret must have taken
“reasonable efforts” “under the circumstances to maintain secrecy,” UTSA § 1(4)(i1).

2.3.1.1 Information Not Generally Known, Readily Ascertainable, or Part of
the “Employee’s Tool Kit”

The UTSA defines the scope of information potentially protectable as a trade secret broadly.
As the Iowa Supreme Court has explained, “there is virtually no category of information that
cannot, as long as the information is protected from disclosure to the public, constitute a trade
secret. We believe that a broad range of business data and facts which, if kept secret, provide the
holder with an economic advantage over competitors or others, qualify as trade secrets.” Economy
Roofing & Insulating Co. v. Zumaris, 538 N.W.2d 641, 647 (Iowa 1995).

Trade secret information can range from highly complex and inventive industrial processes to
soft drink formulas, customer lists, employee salaries, licensing rates, and marketing plans. The
information need not be novel nor non-obvious to be protectable, and thus is far broader than the
scope of patentable subject matter. See CVD, Inc. v. Raytheon Co., 769 F.2d 842, 850 (1st Cir.
1985). The information can also be known to competitors, but it cannot be “generally known.”
USTA § 1. But if the principal entity that could obtain economic benefit from the information is
aware of it, there is no trade secret. See UTSA § 1 (Commissioners’ cmt.).

Although some early cases imposed a use element, courts in many jurisdictions and the UTSA
renounced such requirement as unduly restricting protection for valuable research and
development. See Restatement (Third) Unfair Comp. § 39 cmt. e (1995); UTSA § 1(4)(1) (defining
“trade secret” as information that derives independent economic value, “actual or potential,” from
not being generally known (emphasis added)). The classic example of information that has value
even though it is not in actual use is “negative know-how,” or knowledge of what does not work.
See Gillette Co. v. Williams, 360 F. Supp. 1171, 1173 (D. Conn. 1973) (acknowledging trade
secrets in “research avenues [] not worthy of pursuit” (emphasis in original)); Courtesy Temp.
Serv., Inc. v. Camacho, 222 Cal. App. 3d 1278, 1287-88, 272 Cal. Rptr. 352, 357-58 (1990)
(extending protection to list of customers that had not purchased the plaintiff’s services). Such
information derives independent economic value because its disclosure to a competitor could

2-10
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potentially allow the competitor to avoid fruitless research approaches and shorten the com-
petitor’s time to market with a competing product.

A trade secret may include elements that are in the public domain if the trade secret itself
constitutes a unique, “effective, successful and valuable integration of the public domain
elements.” Rivendell Forest Prods., Ltd. v. Ga.-Pac. Corp., 28 F.3d 1042, 1046 (10th Cir. 1994);
see also Metallurgical Indus., Inc. v. Fourtek, Inc., 790 F.2d 1195, 1202 (5th Cir. 1986) (“[A] trade
secret can exist in a combination of characteristics and components, each of which, by itself; is in
the public domain, but the unified process, design and operation of which in unique combination,
affords a competitive advantage and is a protectible secret.”) (quoting Imperial Chem. Indus. v.
Nat’l Distillers & Chem. Corp., 342 F.2d 737, 742 (2d Cir. 1965)).

Information may be protectable as a trade secret even if it can be reverse engineered provided
that the reverse engineering cannot be accomplished easily, quickly, or inexpensively. See § 2.4.2.
If the information could be reverse engineered easily, it would be “readily ascertainable by proper
means” by persons who could obtain economic value from its disclosure or use and therefore
would not qualify as a trade secret. The point at which the effort required to reverse engineer the
alleged secret is so trivial that the information is no longer protectable defines the zone of ready
ascertainability. See Restatement (Third) Unfair Comp. § 39, cmt. f: “Self-evident variations or
modifications of known processes, procedures or methods . . . lack the secrecy necessary for
protection as a trade secret.” Although the plaintiff trade secret owner bears the burden of proof to
show that the information is not readily ascertainable in all states except California, the question
of whether information claimed is readily ascertainable typically arises as a defense to trade secret
misappropriation. Therefore, we explore this issue further in § 2.4.3.

One of the fundamental policies that informs and constrains trade secret decisions is the interest
of the public and of individual employees in the individual’s freedom to move from one job to
another. As the Seventh Circuit has explained:

That is not to say that [a former employee] may not have derived some benefit from his
access to the collective experience of [his employer] (experience to which [the employee]
himself doubtless contributed significantly during the course of his employment). It is
rather to say such information comprises general skills and knowledge acquired in the
course of employment. Those are things an employee is free to take and to use in later
pursuits, especially if they do not take the form of written records, compilations or analyses.

Any other rule would force a departing employee to perform a prefrontal lobotomy on
himself or herself. It would disserve the free market goal of maximizing available resources
to foster competition. . . . It would not strike a proper balance between the purposes of trade
secrets law and the strong policy in favor of fair and vigorous business competition.

AMP, Inc. v. Fleischhacker, 823 F.2d 1199, 1205 (7th Cir. 1987) (quoting Fleming Sales Co.
v. Bailey, 611 F. Supp. 507, 514 (N.D. I1l. 1985)) (citations omitted)).

Thus, every employee has a personal tool kit that they can take with them as their career
develops. The kit includes general knowledge, personal skill, and “tricks of the trade” that increase
productivity and ability to create, some of which are learned and developed at the employer’s cost.
Such skills make employee more valuable to the employer; but nonetheless belong tothe employee,
who is free to take them to the next job.

Given the importance of these competing interests and principles in a free society, the boundary
between that which belongs to the employee and that which is a protectable secret of the employer
can be very difficult to define. There are no bright lines, only factors that suggest how the

N
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circumstances of a given case might point in one direction or the other. If the employee had a great
deal of experience in the industry before joining the company, for example, a court might be more
skeptical that the employee’s knowledge falls on the trade secret side of the line. If the claimed secret
is specialized or unique to the plaintiff’s business, it is more likely to qualify as a trade secret.
Similarly, information that is easily distinguished from matters of skill is more likely to be viewed
as a trade secret than that which is closely related to or enmeshed with an employee’s skills.

2.3.1.2 Economic Value from Secrecy

Mirroring the common law doctrine that a trade secret reflect “competitive advantage,”
Restatement (Third) Unfair Comp. § 39, Reporters’ Note, the UTSA requires that a plaintiff prove
that the claimed secret “derives independent economic value, actual or potential, from not being
generally known.” § 1(4)(1), as does the DTSA, 18 U.S.C. § 1839(3)(B). Thus, the value derived
from the secret must be independent of the value that is intrinsic to the good or service, or that
derived from other factors. See Bellwether Cmty. Credit Union v. Chipotle Mexican Grill, 2018
U.S. Dist. LEXIS 182717 at *28 (D. Col. Oct. 24, 2018) (holding that credit card data that was
hacked is not a trade secret because the data have no independent value apart from their connection
to an underlying financial account); Epicor Software Corp. v. Alt. Tech. Sols., Inc., 2013 U.S. Dist.
LEXIS 109278 at *4 (C.D. Cal. May 9, 2013) (dismissing trade secret counterclaim based on
alleged misappropriation of Internet Protocol address and port number of defendant’s cloud server
because defendant did not allege information had independent economic value and did not claim
data on server had been taken).

The quantum of economic value must be more than trivial. For example, slight variations on
similar processes used throughout an industry might not be sufficient. It is also not enough that the
secret is merely different, unique, or unorthodox. See Dynamics Rsch. Corp. v. Analytic Scis.
Corp., 400 N.E.2d 1274, 1286 (Mass. App. 1980) (observing that “[u]niqueness without more is
not commensurate with possession of a trade secret”). However, the incremental value of the secret
need not be great, just not trivial. See Learning Curve Toys, Inc. v. PlayWood Toys, Inc., 342 F.3d
714, 728 (7th Cir. 2003) (creating “clickety-clack” sound on wooden train track that took less than
a half hour and a dollar’s worth of material was sufficient; value lay in the “intuitive flash of
creativity”). Thus, it is not necessary to show an enormous investment in research; significant
value can derive from a lucky discovery.

The trade secret owner has the burden of proving that the information, by virtue of its secrecy
from the competition, provides an advantage. Proving this directly, however, is often impractical,
particularly if the trade secret plaintiff must prove what its competition is doing. This is especially
the case where the plaintiff’s secret consists of a combination of elements, some of which are in
the public domain. See Boeing Co. v. Sierracin Corp., 108 Wash. 2d 38, 738 P.2d 665, 675 (1987)
(noting that a “trade secrets plaintiff need not prove that every element of an information
compilation is unavailable elsewhere. . . . Trade secrets frequently contain elements that by
themselves may be in the public domain but together qualify as trade secrets.” (citations omitted)).

Thus, courts allow plaintiffs to prove economic value by circumstantial evidence, such as
investment in research and development, extent of security precautions taken, use of similar
information by competitors, and the fact that others have been willing to pay for access to the
information. See Bernier v. Merrill Air Eng’rs, Inc., 770 A.2d 97, 106 n.6 (Me. 2001) (listing the
following factors to consider in assessing independent economic value: “(1) the value of the
information to the plaintiff and to its competitors; (2) the amount of effort or money the plaintiff
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expended in developing the information; (3) the extent of measures the plaintiff took to guard the
secrecy of the information; (4) the ease or difficulty with which others could properly acquire or
duplicate the information; and (5) the degree to which third parties have placed the information in
the public domain or rendered the information ‘readily ascertainable’ through patent applications
or unrestricted product marketing” (citation omitted)). If a plaintiff fails to offer testimony showing
economic value, a court may reject efforts to claim value based on the trivial usefulness of the
information. See Yield Dynamics, Inc. v. TEA Sys., Inc., 154 Cal. App. 4th 547, 566—69, 66 Cal.
Rptr. 3d 1 (2007) (affirming finding that minor software code “segments” lacked sufficient value
to qualify as trade secrets; plaintiff submitted only “vague” evidence that routines could be helpful
when writing new code, failed to show that experienced engineers could not have written the same
code, and failed to offer evidence of the relative value of the code segments as a proportion of
defendant’s software; court found code of value only to the parties to the lawsuit, rather than to
competitors).

2.3.1.3 Reasonable Efforts to Maintain Secrecy

The plaintiff must prove as part of its prima facie case that it has undertaken “reasonable
efforts” “under the circumstances” to maintain the information as a secret. See UTSA § 1(4)(i1);
DTSA, 18 U.S.C. §1839(3)(A). Through this requirement, trade secret law protects a class of
information against even nontrespassory or other lawful conduct. See Rockwell Graphic Sys., Inc.
v. DEV Indus., Inc., 925 F.2d 174, 178 (7th Cir. 1991). It does so by requiring that the trade secret
claimant show it has engaged in reasonable efforts to maintain the secrecy of such information.
This requirement also guards against competitors acquiring the information. There must be
reasonable efforts preventing trade secret information about products and operations from flowing
freely or easily to competitors. At the same time, such efforts need not be impregnable. They need
to be reasonable under the circumstances, implying a form of cost-benefit analysis.

To establish the right, one must be diligent in protecting information, but absolute security is
not required. The “reasonable[ness]” standard ensures that there will be some close cases that will
entail difficult line-drawing. “[I]f the value and secrecy of the information are clear, evidence of
specific precautions taken by the trade secret owner may be unnecessary.” Restatement (Third)
Unfair Comp. § 39 cmt. g. The defendant will find it challenging to persuade a trial judge that the
plaintiff’s efforts to protect the secrecy of its information were unreasonable as a matter of law.
What is “reasonable” is usually a fact determination reserved for the jury. See Surgidev Corp. v.
Eye Tech., Inc., 828 F.2d 452, 455 (8th Cir. 1987) (summary judgment may be granted on the basis
of lack of reasonable efforts “only in an extreme case”); Rockwell Graphic Sys., 925 F.2d at 179—
80 (explaining that (“[i]f trade secrets are protected only if their owners take extravagant
productivity-impairing measures to maintain their secrecy, the incentive to invest resources in
discovering more efficient methods of production will be reduced, and with it the amount of
invention”; and that “perfect security is not optimum security’); see also § 7.1.2.4 (discussing the
standard for summary judgment standard regarding reasonable efforts).

There is no bright-line test to determine what amount or types of safeguards are reasonable to
protect the secrecy of proprietary information. The Seventh Circuit has said that such a
determination “requires an assessment of the size and nature of [the plaintiff’s] business, the cost
to it of additional measures, and the degree to which such measures would decrease the risk of
disclosure.” See In re Innovative Constr. Sys., Inc., 793 F.2d 875, 884 (7th Cir. 1986); see also
Niemi v. NHK Spring Co., Ltd., 543 F.3d 294, 301-304 (6th Cir. 2008) (reasonable measures
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depend on circumstances and reasonableness may differ for large and small businesses). The
guiding principles focus on a cost-benefit analysis. Within a very wide band of discretion, the trade
secret owner is to consider the value of the secret, the nature of the threat to disclosure, and the
cost of any particular security mechanism.

Although the trade secret owner must act reasonably, neither perfect nor “heroic” measures are
necessary. In E.I. duPont de Nemours & Co. v. Christopher, 431 F.2d 1012, 1016 (5th Cir. 1970),
the defendant learned secrets about DuPont’s process technology by aerial photography of a plant
under construction. The court held that “we need not require the discoverer of a trade secret to
guard against the unanticipated, the undetectable, or the unpreventable methods of espionage now
available . . . To require DuPont to put a roof over the unfinished plant to guard its secret would
impose an enormous expense to prevent nothing more than a school boy’s trick.”

If evidence of a confidential relationship and secrecy is strong, courts may relax the
requirement to show reasonable precautions. “When other evidence establishes secrecy and the
existence of a confidential relationship, courts are properly reluctant to deny protection on the
basis of alleged inadequacies in the plaintiff’s security precautions.” Restatement (Third) Unfair
Comp. § 39, cmt. g, Reporters’ Note.

29 ¢¢

The types of safeguards that have been held sufficient to establish “reasonable efforts” “under

the circumstances” include:

* having a written trade secret protection plan and following it, see Vacco Indus., Inc. v.
Van Den Berg, 5 Cal. App. 4th 34, 42, 6 Cal. Rptr. 2d 602, 605 (1992);

* educating employees as to which documents contained trade secrets and keeping those
documents in a locked room, 4. H. Emery Co. v. Marcan Prods. Corp., 268 F. Supp.
289, 300 (S.D.N.Y. 1967), aff’d, 389 F.2d 11 (2d Cir. 1968);

» closing to outsiders a clean room where the secret was practiced, educating employees
as to the confidential nature of the information and requiring them to sign nondisclosure
agreements, see Micro Lithography, Inc. v. Inko Indus. Inc.,20 U.S.P.Q.2d (BNA) 1347,
1349-51 (Cal. Ct. App. Apr. 9, 1991) (secrecy was reasonable even though a trusted
supplier was permitted access);

* climinating access to a computer tool containing trade secrets and restricting the
distribution of software, including to the manufacturer of the computer used by the
supplier of the computer tool, see Otis Elevator Co. v. Intelligent Sys., Inc., 17
U.S.P.Q.2d (BNA) 1773, 1775-79 (Conn. Super. Ct. July 18, 1990);

» restricting employee access to computers, restricting other access to employees, and
prominently mentioning in an employee handbook the competitive importance of the
information; see Infinity Prods., Inc. v. Quandt, 775 N.E.2d 1144, 114647 (Ind. Ct.
App. 2002), aff’d in pertinent part, 810 N.E.2d 1028 (Ind. 2004);

* placing proprietary legends on all trade secret documents, restricting physical access to
the facility, imposing visitor restrictions, and keeping drawings and copies of patent
applications in locked files, see Allis-Chalmers Mfg. Co. v. Cont’l Aviation & Eng’g
Corp., 255 F. Supp. 645, 650 (E.D. Mich. 1966);

* requiring employees to sign confidentiality agreements, restricting access to computer
system, placing proprietary notices on software, including nondisclosure provisions in
licensing agreements, and shredding source code printouts, see CMAX/Cleveland, Inc. v.
UCR, Inc., 804 F. Supp. 337, 357 (M.D. Ga. 1992);

» protecting software with confidentiality notices, requiring passwords to prevent
unauthorized access, and placing information in restricted storage, see Com-Share, Inc.,
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v. Comput. Complex, Inc., 338 F. Supp. 1229, 1234-35 (E.D. Mich. 1971), aff’d, 458
F.2d 1341 (6th Cir. 1972);

» restricting access to production processes and equipment area, requiring employees to
sign nondisclosure agreements, issuing employees identification badges, and notifying
suppliers of trade secrets, see CPG Prods. Corp. v. Mego Corp., 214 U.S.P.Q. (BNA)
206, 208-09 (S.D. Ohio Jan. 12, 1981);

* using code to identify chemical formulas in all written and oral communications,
labeling raw materials in code, and using confidentiality agreements, see Kelite Corp.
v. Khem Chems., Inc., 162 F. Supp. 332, 334-35 (N.D. Ill. 1958);

» keeping trade secret machine physically segregated within a facility, allowing it to be
operated only by a small number of employees, and never using the machine in the
presence of outsiders, see Greenberg v. Croydon Plastics Co., 378 F. Supp. 806, 813—
14 (E.D. Pa. 1974);

* removing business information from view during visits by third parties, keeping pricing
in special books, using passwords for computer access, and keeping other information
under lock and key, see Sunbelt Rentals, Inc. v. Head & Engquist, Equip., L.L.C., 620
S.E.2d 222, 227 (N.C. Ct. App. 2005);

» attaching electronic sensors to trade secret documents, see Religious Tech. Ctr. v.
Netcom On-Line Commc’n Servs., Inc., 923 F. Supp. 1231, 1254 (N.D. Cal. 1995); and

* maintaining internal secrecy by dividing the process into steps and separating the
various departments working on the several steps; using unnamed or coded ingredients,
see People v. Pribich, 21 Cal. App. 4th 1844, 1846, 27 Cal. Rptr. 2d 113, 114 (1994).

Courts frequently consider the use of duly executed nondisclosure agreements (NDAs) by
employees, contractors, and business associates provided access to proprietary information to
be an important safeguard. NDAs are an efficient means of securing proprietary information.
See, e.g., Surgidev Corp. v. Eye Tech., Inc., 828 F.2d 452, 455 (8th Cir. 1987); Warehouse
Sols., Inc. v. Integrated Logistics, 610 F. App’x 881, 885 (11th Cir. 2015) (holding that “though
not dispositive, the absence of a written non-disclosure agreement is relevant to assessing
whether [plaintiff] took reasonably available steps to preserve the program’s secrecy”); cf-
Alpha Pro Tech, Inc. v. VWR Int’l LLC, 984 F. Supp. 2d 425, 439 (E.D. Pa. 2013) (declining
to rule that oral confidentiality agreements are per se unreasonable).

Although there are no hard and fast rules for determining when efforts to maintain secrecy are
inadequate, courts have found security measures to be inadequate in the following
circumstances:

» deliberate public disclosure of proprietary information, see VSL Corp. v. Gen. Techs.,
Inc., 44 U.S.P.Q.2d (BNA) 1301, 1303 (N.D. Cal. July 21, 1997) (marketing
information included drawings, measurements and samples); Integral Sys., Inc. v.
Peoplesoft, Inc., 1991 U.S. Dist. LEXIS 20878 (N.D. Cal. July 19, 1991) (disclosure of
trade secrets in bids and presentations to prospective clients);

» failing to place confidentiality markings on materials containing and describing
software, see Gemisys Corp. v. Phoenix Am., Inc., 186 F.R.D. 551, 558 (N.D. Cal.
1999); Motor City Bagels, L.L.C. v. Am. Bagel Co., 50 F. Supp. 2d 460, 480 (D. Md.
1999);

» conducting public tours of plant operations without requiring secrecy agreements, see
Arco Indus. Corp. v. Chemcast Corp., 633 F.2d 435 (6th Cir. 1980); Shatterproof Glass
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Corp. v. Guardian Glass Co., 322 F. Supp. 854 (E.D. Mich. 1970), aff’d, 462 F.2d 1115
(6th Cir. 1972);

» filing trade secret documents with a court without placing the documents under seal, see
Religious Tech. Ctr. v. Lerma, 897 F. Supp. 260, 266 (E.D. Va. 1995); but see Hoechst
Diafoil Co. v. Nan Ya Plastics Corp., 174 F.3d 411, 418-19 (4th Cir. 1999) (late sealing
order preserved secrecy where there were no significant third-party acts in the interim);
Gates Rubber Co. v. Bando Chem. Indus., 9 F.3d 823, 849 (10th Cir. 1993) (same);

* employing hit-or-miss methods to protect secrecy, requiring some but not all key
employees to sign confidentiality agreements, and failing to identify for employees the
information regarded as trade secret, see MBL (USA) Corp. v. Diekman, 112 1ll. App.
3d 229, 445 N.E.2d 418 (1983) (UTSA); Abrasic90 Inc. v. Weldcote Metals, Inc., 364
F. Supp. 3d 888 (N.D. Ill. 2019) (DTSA); and

» allowing employees to take job manuals home and to keep them when they quit, see
Buffets, Inc. v. Klinke, 73 F.3d 965 (9th Cir. 1996).

As these decisions reflect, the “reasonable efforts” standard entails consideration of both the
appropriateness from a cost-benefit standpoint of the measures and the care taken in implementing
them. Sloppy implementation of sensible security measures can destroy trade secrecy. Section
8.2.3 discusses the use of expert witnesses in considering the “reasonable measures” requirement.

2.3.2 Actual or Threatened Misappropriation: Improper Acquisition, Use, or
Disclosure

Once the existence of trade secret protection is established, the plaintiff must prove that the
defendant misappropriated or threatened to misappropriate the trade secret. Trade secret law
defines misappropriation to include: (1) acquisition of protected information through “improper
means”; and (2) disclosure or use of a trade secret in breach of an express or implied obligation to
the trade secret holder not to disclose or appropriate the trade secret or with knowledge or reason
to know that it was a trade secret.

In contrast to Hollywood films and high-profile media accounts of trade secret controversies,
most trade secret cases do not arise from skullduggery by outsiders, but rather from breach of an
obligation to the trade secret holder not to disclose or appropriate the trade secret. Such an
obligation can arise by express contract or an implied duty. Even in the absence of an express
contract, most employees are held to a duty to protect their employers’ interests in their secret
practices and information. Even where the duty arises by explicit contract, however, public policy
limitations on the scope and duration of the agreement can come into play, in some cases resulting
in substantial judicial modification of the explicit obligations laid out in the contract. See §§ 2.4
(dealing with whistleblower immunity), 2.5.8 (public policy exception), 2.8.1.1 (employee
restrictive covenants).

It is useful to divide misappropriation into the two independent bases for establishing the
misappropriation element of a trade secret cause of action: (1) acquisition by improper means,
UTSA § 2(1); and (2) unauthorized disclosure or use of a trade secret, UTSA § 2(i1). It is also
important to comment on trade secret law’s treatment of threatened misappropriation.
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2.3.2.1 Acquisition by Improper Means

The UTSA prohibits the acquisition of trade secrets by improper means, regardless of whether
the trade secrets are disclosed or used. See UTSA § 1(1); DTSA, 18 U.S.C. § 1839(5). As defined
by the UTSA, ““improper means’ includes theft, bribery, misrepresentation, breach or inducement
of a breach of a duty to maintain secrecy, or espionage through electronic or other means.” UTSA
§ 1(1). The definition is broad and includes nearly any manner of unauthorized acquisition of
protected information other than reverse engineering through proper means. See Restatement
(Third) of Unfair Comp. § 43 cmt. ¢ (noting that “acquisition of a trade secret can be improper
even if the means of acquisition are not independently wrongful. The propriety of the acquisition
must be evaluated in light of all the circumstances of the case, including whether the means of
acquisition are inconsistent with accepted principles of public policy and the extent to which the
acquisition was facilitated by the trade secret owner’s failure to take reasonable precautions against
discovery of the secret by the means in question.”). See § 2.5.2 (discussing reverse engineering).
Independent discovery would also be excluded because it would not constitute acquisition. See §
2.5.1.

Cases of outright theft, misrepresentation, or breach of a duty to maintain secrecy are generally
relatively straightforward, but determining what constitutes “improper” means can require careful
assessment of the facts. For example, courts can find improper means where a person authorized
to access information exceeds that authorization. Thus, an employee who downloads or copies
trade secret information after deciding to tender his or her resignation commits a wrongful act. In
a widely debated case, the Fifth Circuit held that a trade secret misappropriation had occurred
through “a school boy’s trick” when a competitor took aerial photographs of a DuPont factory
under construction from public air space. See E.I. du Pont deNemours & Co. v. Christopher, 431
F.2d 1012, 1016 (5th Cir. 1970). However, the same court later held that it was not improper for a
competitor to observe a factory from a public highway. See Interox Am. v. PPG Indus., 736 F.2d
194,201 (5th Cir. 1984). And new technologies can also alter the subtle calculus of what behavior
1s deemed acceptable: Satellite photography and other Internet search capabilities may themselves
have rendered the DuPont case moot.

The means of misappropriation need not be physical or tangible. As one court observed, “[i]t
does not matter whether a copy of [the plaintiff’s] drawing came out in a defendant’s hand or in
his head.” Sperry Rand Corp. v. Rothlein, 241 F. Supp. 549, 563 (D. Conn. 1964). Nonetheless,
employees are not expected to erase all information that they learn in the course of their work. As
the Restatement (Third) of Unfair Competition Section 42, comment d, explains:

Courts are . . . more likely to conclude that particular information is a trade secret if the
employee on termination of the employment appropriates some physical embodiment of the
information such as written formulas, blueprints, plans, or lists of customers. However, although
information that is retained in the employee’s memory may be less likely to be regarded as a trade
secret absent evidence of intentional memorization, the inference is not conclusive.

Restatement (Third) Unfair Comp. § 42, cmt. d. Thus, memorizing a trade secret could
constitute misappropriation. See First Fin. Bank, N.A. v. Bauknecht, 71 F. Supp. 3d 819 (C.D. Ill.
2014) (holding that defendant had violated Illinois Trade Secret Act by memorizing bank’s
customer lists and using the information at his new job); but cf. Tactica Int’l, Inc. v. Atl. Horizon
Int’l, Inc., 154 F. Supp. 2d 586, 606 (S.D.N.Y. 2001) (observing that “[rJemembered information
as to specific needs and business habits of particular customers is not confidential™).
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Courts have sought to delineate the scope of improper means by focusing on the permissible
balance of competitive intelligence-gathering. As a general matter, courts recognize that fair means
of increasing competition, including the use of competitive intelligence, are beneficial. Thus, even
though condemning the use of an airplane to photograph a chemical plant under construction, the
Fifth Circuit observed that “for our industrial competition to remain healthy there must be
breathing room for observing a competing industrialist. A competitor can and must shop its
competition for pricing and examine his products for quality, components, and methods of
manufacture.” E.I. duPont de Nemours & Co., 431 F.2d at 1016. The key is the sometimes
subjective notion of fairness. Thus, while it is perfectly acceptable to gather a competitor’s secrets
by observing its presentation at a convention or visiting areas of a competitor’s facility open to the
public, it is improper to do so by gaining entry through false pretenses. See Mattel, Inc. v. MGA
Ent., Inc., 801 F. Supp. 2d 950 (C.D. Cal. 2011) (use of false credentials to gain access to private
showroom at trade fair held to be acquisition by improper means), vacated on other grounds, 705
F.3d 1108 (9th Cir. 2013); Alcatel USA, Inc. v. DGI Techs., Inc., 166 F.3d 772, 785 (5th Cir. 1999);
Cont’l Data Sys., Inc. v. Exxon Corp., 638 F. Supp. 432, 435-36 (E.D. Pa. 1986). Even though
courts generally view the shredding of trade secrets documents as among the spectrum of measures
that can reasonably be taken to protect the secrecy of information, rummaging through a
competitor’s trash is usually seen as improper. See B.C. Ziegler & Co. v. Ehren, 141 Wis. 2d 19,
30,414 N.W.2d 48, 53 (1987); Tennant Co. v. Advance Mach. Co., 355 N.W.2d 720, 725 (Minn.
Ct. App. 1984); Drill Parts & Serv. Co. v. Joy Mfg. Co., 439 So.2d 43, 223 U.S.P.Q. 521, 526
(Ala. 1983); Conn. Gen. Stat. 35-51(a) (including “searching through trash” within the definition
of “improper means”).

The growing use of information storage on publicly accessible data networks has become a
fertile area of controversy over what constitutes “improper means.” In an early case, the court held
that unauthorized access to a computer system, undertaken in order to reverse engineer software
contained in it, was characterized as a “wiretap.” See Technicon Data Sys. Corp. v. Curtis 1000,
Inc., 224 U.S.P.Q. 286, 288 (Del. Ch. Aug. 21, 1984). Indeed, hacking into a computer system,
even if accessed through a public website, can violate federal computer access laws and therefore
constitute improper means. See Physicians Interactive v. Lathian Sys., Inc., 2003 WL 23018279
at *8, 69 U.S.P.Q.2d 1981 (E.D. Va. Dec. 5, 2003), overruled in part on other grounds by ForceX,
Inc. v. Tech. Fusion, LLC,2011 U.S. Dist. LEXIS 69454 at *11 (E.D. Va. 2011). Yet as we explore
further in § 2.7.4, the scope of “unauthorized access” under the Computer Fraud and Abuse Act
continues to evolve.

Another area of improper means is the hiring of another’s employees for the purpose of
acquiring confidential information. In cases where the purpose of the hiring is to gain unauthorized
access to the other’s trade secrets, such actions constitute misappropriation and they can also give
rise to liability based on a theory of interference with the employee’s obligations to the former
employer. See COW LLCv. NETech Corp., 906 F. Supp. 2d 815, 818 (S.D. Ind. 2012) (inducement
of employees to breach their confidentiality obligations as part of a systematic raid).
Circumstances that can lead to a finding of unlawful raiding include: focusing efforts on one
company as a source of new employees, often coupled with targeted advertising or recruiting
activities; the payment of unusually high compensation to the new employees (creating an
inference that access to confidential information is being purchased); and an unusually short time
between the new employees’ arrival and the solution of what had been long-term, vexing technical
problems.
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2.3.2.2 Unauthorized Use or Disclosure

The second basis for proving misappropriation relates to unauthorized use or disclosure. The
UTSA definition of this prong is somewhat convoluted:

(11) disclosure or use of a trade secret of another without express or implied consent by
a person who

(A) used improper means to acquire knowledge of the trade secret; or

(B) at the time of disclosure or use, knew or had reason to know that his [or her]
knowledge of the trade secret was

(I) derived from or through a person who had utilized improper means to acquire
it;

(IT) acquired under circumstances giving rise to a duty to maintain its secrecy or
limit its use; or

(I1T) derived from or through a person who owed a duty to the person seeking relief
to maintain its secrecy or limit its use; or

(C) before a material change of his [or her] position, knew or had reason to know that
it was a trade secret and that knowledge of it had been acquired by accident or mistake.

UTSA § 1(2)(i1). The DTSA formulation is similar. See 18 U.S.C. § 1839(5). This definition,
however, boils down to a few basic and relatively straightforward responsibility principles. Much
of this misappropriation prong turns on the notion of authorization or consent. It also concerns
knowledge of trade secret status.

First, the definition requires that the disclosure or use of the trade secret be done without
express or implied consent of the trade secret owner. Thus, this prong does not come into play if
the discloser or user has trade secret owner consent, whether express or implied. This element,
therefore, brings into play the scope of consent.

If the first element is satisfied, subsections (A)—(C) identify a knowledge component.
Subsection A imposes liability on those who disclose or use trade secrets that they obtained
through improper means. Thus, it overlaps with the first misappropriation basis—acquisition of
trade secrets through improper means. See § 2.2.2.1. Subsection (B) imposes liability on those who
knew or had reason to know that the information was a trade secret at the time that they disclosed
or used the information. Subsection (C) deals with situations in which the discloser or user of trade
secret information acquired the information through accident or mistake. It imposes liability on
them only if they materially changed their position after learning or having reason to know that
the information was protected.

In general, no liability will attach to someone who acquires trade secret information without
notice that it belongs to another. See Pelican Bay Forest Prods. v. W. Timber Prods., 297 Or. Ct.
App. 417, 432 (2019) (competitor might not have initially known that the information it acquired
from a new employee had been misappropriated, but because plaintiff had later sent the competitor
a cease and desist letter explaining the misappropriation, there was an issue of fact as to whether
the competitor’s subsequent use of the customer information constituted misappropriation);
Ferroline Corp. v. Gen’l Aniline & Film Corp., 207 F.2d 912, 923 (7th Cir. 1953). When the
recipient is placed on notice of another’s rights, however, he or she may thereafter be liable for
misappropriation based on the disclosure or use of the information.
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The most common allegation of trade secret misappropriation involves breach of a confidential
relationship. See David S. Almeling et al., 4 Statistical Analysis of Trade Secret Litigation in State
Courts, 46 Gonz. L. Rev. 57, 59 (2011) (reporting that 93 percent of all trade secret cases are
between parties who know each other). The Restatement (Third) of Unfair Competition § 41
explains that a confidential relationship is established in the following circumstances:

(a) the person made an express promise of confidentiality prior to the disclosure of the
trade secret; or

(b) the trade secret was disclosed to the person under circumstances in which the
relationship between the parties to the disclosure or the other facts surrounding the
disclosure justify the conclusions that, at the time of the disclosure,

(1) the person knew or had reason to know that the disclosure was intended to be in
confidence, and

(2) the other party to the disclosure was reasonable in inferring that the person
consented to an obligation of confidentiality.

Whereas the express confidentiality prong is relatively straightforward to assess, the implied
confidential relationship prong is more complicated. Smith v. Dravo Corp., 203 F.2d 369 (7th Cir.
1953), provides a good illustration of an implied confidential relationship. Before his death, Smith
developed the idea of containerized shipping, involving construction of ships especially designed
to carry uniformly sized steel freight containers that could be locked into place and lifted with
cranes onto compatible rail and truck chases. After Smith’s accidental death, the executor of his
estate entered into negotiations with Dravo Corp. to sell the business. During the course of the
negotiations, Smith’s executor shared various forms of confidential information, including patent
applications, blueprints, a prototype, and letters of inquiry from possible users. In addition, Dravo
sent representatives to inspect Smith’s design and manufacturing facilities. After the parties failed
to reach an agreement on a sale of the technology, Dravo announced to it “intended to design and
produce a shipping container of the widest possible utility” for “coastal steamship application . . .
[and] use . . . on the inland rivers and . . . connecting highway and rail carriers.” The Seventh
Circuit concluded that

plaintiffs disclosed their design for one purpose, to enable defendant to appraise it with a
view in mind of purchasing the business. There can be no question that defendant knew
and understood this limited purpose. Trust was reposed in it by plaintiffs that the
information thus transmitted would be accepted subject to that limitation. ‘[T]he first thing
to be made sure of is that the defendant shall not fraudulently abuse the trust reposed in
him. It is the usual incident of confidential relations. If there is any disadvantage in the fact
that he knew the plaintiffs’ secrets, he must take the burden with the good.’

Smith, 203 F.2d at 376 (quoting E.I. duPont deNemours Powder Co. v. Masland, 244 U.S. 100,
102 (1917)). As the court noted, defendant’s own evidence disclosed that it did not begin to design
its container until after it had access to plaintiffs’ plans and its engineers referred to plaintiffs’
patent applications to avoid infringement. These evidentiary facts, together with the striking
similarity between defendant’s and plaintiffs’ finished product, amply established breach of an
implied confidential relationship.

Other courts have been more cautious in finding misappropriation based on implied
confidential relationships. In Omnitech International v. Clorox Co., 11 F.3d 1316 (5th Cir. 1994),
the court held that it was not an actionable “use” of a trade secret for the defendant to evaluate it
in the course of trying to decide whether to (a) acquire the company or (b) take a license to use the
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trade secret. In Bateman v. Mnemonics, Inc., 79 F.3d 1532 (11th Cir. 1996), the court expressed
the concern that trade secret claims based on implied confidential relationships were subject to
abuse. The court rejected Bateman’s allegation that such a relationship existed because Bateman
had not “made it clear to the parties involved that there was an expectation and obligation of
confidentiality.” By contrast, the Fifth Circuit in Phillips v. Frey, 20 F.3d 623, 631-32 (5th Cir.
1994), found an implied confidential relationship to exist in the course of negotiations over the
sale of a business despite the fact that the disclosing party did not request that the information
remain confidential.

2.3.2.3 Threatened Misappropriation

A plaintiff can carry its burden by proving actual or threatened misappropriation. See UTSA,
§ 2. Liability for threatened misappropriation is important because it can be impossible to restore
the trade secret owner to its prior competitive advantage once the information is disclosed to the
public. Courts cannot unring the bell or effectively order scrubbing of the Internet. The trade secret
is often lost as regards third parties—individuals or entities outside of a contractual relationship
with the trade secret owner—and if the market effects are large, the wrongdoer might not be in a
financial position to compensate the trade secret owner for its loss. Consequently, trade secret
enforcement should not and need not await the completion of misappropriation. Courts can act
proactively, a topic to which we return in the discussion of remedies.

2.4 Whistleblower Immunity

The DTSA immunizes whistleblowers from liability under federal and state trade secret law
for disclosure of trade secrets, in confidence, to government officials and attorneys solely for the
purpose of reporting or investigating a suspected violation of law. DTSA, § 7 (codified at 18 U.S.C.
§ 1833(b)(1)(A)). The provision also immunizes disclosure of trade secrets “in a complaint or other
document filed in a lawsuit or other proceeding, if such filing is made under seal,” id. at
§ 1833(b)(1)(B). See Peter S. Menell, Tailoring a Public Policy Exception to Trade Secret
Protection, 105 Calif. L. Rev. 1 (2017).

2.4.1 Crafting of the DTSA Whistleblower Immunity Provision

This provision was crafted to address a challenging public policy problem: the threatening and
filing of trade secret complaints against employees and contractors, as well as their counsel, who
report allegations of illegal conduct to government law enforcement officials. Various studies
showed the inherent risks of whistleblowing, including the ways in which corporations chill
whistleblowing. See Menell, 105 Calif. L. Rev. at 37-44. Standard NDAs are broadly drafted,
sweeping within its reach all corporate information that is not public and sternly proscribing any
breach. As a result, potential whistleblowers were in an especially precarious position. They faced
significant financial exposure and severe career repercussions for reporting illegal activity—a
critically important check on corporate wrongdoing. Whistleblower counsel were also in the
difficult situation of not knowing whether viewing allegedly incriminating documents for purposes
of advising a client or sharing those documents with the government violated trade secret
protections. At the same time, companies faced risks that an employee or contractor might disclose
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trade secrets that could get out into the public sphere, thereby destroying lawful and valuable trade
secrets. That risk, however, can be addressed by confidentiality protections.

In drafting DTSA, Congress balanced these competing interests by immunizing from trade
secret liability whistleblower disclosures to the government and their attorneys through confi-
dential channels when done solely to report or investigate a suspected violation of law. This frame-
work addresses trade secret owners’ concerns about public disclosure of their information in
several ways. First, the DTSA whistleblower immunity provision does not authorize whistle-
blowers to disclose trade secret information to the public or use the information for purposes other
than reporting or investigating a suspected violation of law. They cannot, for example, disclose
trade secrets to the New York Times, upload them to publicly accessible websites, share the
information with competitors, or start a competing business without losing the immunity shield.
Second, whistleblower laws—such as the federal False Claims Act and SEC and IRS
whistleblower provisions, and state analogs—require that complaints be filed confidentially? and
that government employees be bound by confidentiality rules.® Thus, these statutes are meant to
ensure that whistleblower complaints do not threaten trade secrecy. Furthermore, attorneys are
bound by rules of professional conduct that prevent them from disclosing trade secret information
improperly. They are also familiar with the use of protective orders to ensure the protection of
trade secrets. The whistleblower immunity provision also prevents trade secret claimants from
using trade secret actions against potential whistleblowers to engage in fishing expeditions into
law enforcement investigations.

Thus, Congress established a balanced protective zone—a functional cone of silence. In the
words of Senate Judiciary Committee Chairman Charles Grassley, a co-sponsor of the
whistleblower immunity provision, “[tJoo often, individuals who come forward to report
wrongdoing in the workplace are punished for simply telling the truth. The amendment I
championed with Senator Leahy ensures that these whistleblowers won’t be slapped with
allegations of trade secret theft when responsibly exposing misconduct. It’s another way we can
prevent retaliation and even encourage people to speak out when they witness violations of the
law.” See Press Release, Office of Senator Chuck Grassley, Leahy-Grassley Amendment
Protecting Whistleblowers Earns Unanimous Support in Judiciary Committee (Jan. 28, 2016).
Senator Leahy added that “[w]histleblowers serve an essential role in ensuring accountability. /7 is
important that whistleblowers have strong and effective avenues to come forward without fear of
intimidation or retaliation. The amendment | authored with Senator Grassley takes another
important step in our bipartisan efforts to protect whistleblowers and promote accountability.” /d.
(emphasis added).

2. See False Claims Act, 31 U.S.C. § 3730(b)(2) (2012) (“The complaint shall be filed in camera, shall remain
under seal for at least 60 days, and shall not be served on the defendant until the court so orders.”); Dodd-Frank Wall
Street Reform and Consumer Protection Act, 15 U.S.C. § 78u-6(h)(2) (2012) (providing that, subject to certain
exceptions, “the Commission and any officer or employee of the Commission shall not disclose any information,
including information provided by a whistleblower to the Commission, which could reasonably be expected to reveal
the identity of a whistleblower,” and requiring other regulatory entities with which information is shared to also
maintain the confidentiality of information).

3. See 18 U.S.C. § 1905 (“Whoever, being an officer or employee of the United States or of any department or
agency thereof, . . . or being an employee of a private sector organization who is or was assigned to an agency under
chapter 37 of title 5, publishes, divulges, discloses, or makes known in any manner or to any extent not authorized by
law any information coming to him in the course of his employment or official duties . . . shall be fined under this
title, or imprisoned not more than one year, or both; and shall be removed from office or employment.”).
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Congress’s express grant of immunity rather than an affirmative defense is critical to
employees’ protective zone. See Peter S. Menell, The Defend Trade Secrets Act Whistleblower
Immunity Provision: A Legislative History, 1 Bus., Entrepreneurship & Tax L. Rev. 397 (2017)
(hereinafter cited as “Menell, DTSA Legislative History”). The provision of immunity is based on
the concern that corporations can “bully” and deter potential whistleblowers through the mere
threat of costly trade secret litigation, regardless of whether it is ultimately successful. 162 Cong.
Rec. S1636 (2016). Hence, the immunity provision requires courts to place the burden of proof on
the trade secret owner seeking to impose liability on a potential whistleblower and resolve the
applicability of the immunity provision expeditiously. Congress further reduced deterrence of and
confusion over reporting allegedly illegal conduct by requiring companies to “provide notice of
the immunity set forth in this subsection in any contract or agreement with an employee that
governs the use of a trade secret or other confidential information.” 18 U.S.C. § 1833(3)(A).

2.4.2 Immunity Rather than Affirmative Defense

The first reported case to address the DTSA whistleblower immunity provision treated the safe
harbor as an affirmative defense and not an immunity. See Unum Grp. v. Loftus, 220 F. Supp. 3d
143, 147 (D. Mass. 2016). That result appears to be contrary to Congressional intent and put the
former employee who invoked the immunity protection in the type of precarious position the
DTSA was designed to avoid. See Peter S. Menell, Misconstruing Whistleblower Immunity Under
the Defend Trade Secrets Act, 1 Nev. L.J. Forum 92, 97 (2017).

Unum Group, a Fortune 500 insurance company, hired Timothy Loftus in 1985 and promoted
him to Director of Disability Insurance Benefits in 2004. In September 2016, Unum’s in-house
counsel interviewed Loftus as part of an internal investigation of claims practices. Later that week,
Loftus removed several boxes of information and a laptop computer from the Unum offices after
usual business hours. Unum requested that Loftus return these materials. Loftus refused to return
the documents, although he did return the laptop. Through his counsel, Loftus informed Unum that
the documents “may be evidence or otherwise have a material bearing on certain matters which
are the subject of both historical and current governmental inquiries concerning the business
practices of Unum” and that the documents had been secured to prevent their destruction “pending
both internal and apparent external investigations of misconduct at Unum.” On October 21, 2016,
Loftus’ counsel informed Unum’s counsel that Loftus provided the documents to his counsel to
obtain an “analysis of his legal position vis a vis his employer and the issue of his employer’s
compliance with the regulatory settlement agreement to which it was a party.” Nonetheless, Unum
sued Loftus for federal and state trade secret misappropriation as well as state law conversion.

Loftus filed a motion to dismiss the lawsuit on grounds of whistleblower immunity. Without
providing any specific evidence, Unum Group challenged Loftus’s assertion and propounded
discovery into a wide range of issues. Rather than assess whether Loftus enjoyed immunity from
liability, the court declined to dismiss the trade secret misappropriation claim and exposed Loftus
to the full discovery and other burdens and risks that the DTSA eliminated.

As the U.S. Supreme Court has explained, the purpose of immunity is to extinguish liability
before litigation gets underway, just as a vaccine immunizes the patient against disease, and thus
differs from a “defense” to liability. In Saucier v. Katz, 533 U.S. 194, 200-01 (2001), a case
applying qualified immunity to a claim that a Secret Service agent had used excessive force in
removing a protester, the Court stated that immunity is not a “mere defense” to liability but an
“immunity from suit.” The Court stressed that immunity issues must be resolved as early as
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possible based on the public policies animating the grant of immunity. In the context of qualified
immunity, for example, the “concern of the immunity inquiry is to acknowledge that reasonable
mistakes can be made as to the legal constraints on particular police conduct.” /d. at 205. Officers
have difficulty in assessing the amount of force that is required in a particular circumstance. If
their mistake as to “what the law requires is reasonable, however, the officer is entitled to the
immunity defense.” /d. In the DTSA context, the purpose of the immunity is to eliminate the need
for a whistleblower to undergo the expense and strain of defending a trade secret lawsuit and to
prevent potential prosecutorial targets from using trade secret litigation to gain access to
confidential investigations. See § 2.4.1; Peter S. Menell, The Defend Trade Secrets Act
Whistleblower Immunity Provision: A Legislative History, 1 Bus., Entrepreneurship & Tax L. Rev.
397, 420-24 (2017).

By treating the DTSA immunity as a mere affirmative defense and not as an immunity from
suit, the Loftus decision undermined the public policies animating the DTSA’s immunity desig-
nation. Although Unum Group had the right to challenge Loftus’s assertion of immunity, it should
have borne the burden of proof. If the court had staged the case so as to avoid placing the
whistleblower in the kind of circumstances that deterred whistleblowing prior to the DTSA, the result
would have been more consistent with both statutory text and the legislative history of the DTSA.

Congress immunized employees and contractors from trade secret liability for consulting
counsel and reporting allegedly illegal activity confidentially. Uncertainty about the existence,
scope, and requirements of a public policy defense, see § 2.5.8, and imposing on lay
whistleblowers the requirement of demonstrating that they provided only “relevant” information
were viewed by the drafters as undermining the important public purpose of encouraging
whistleblowers to come forward. See Peter S. Menell, Tailoring a Public Policy Exception to Trade
Secret Protection, 105 Calif. L. Rev. 1, 129-36, 146, 154 (2017) (discussing the amorphous state
of traditional trade secret law’s public policy exception, the difficulty for whistleblowers of
screening documents under exigent circumstances, and the resulting Catch-22 for whistleblowers;
recommending that the safe harbor be structured as an immunity from liability); Peter S. Menell,
The Defend Trade Secrets Act Whistleblower Immunity Provision: A Legislative History, 1 Bus.,
Entrepreneurship & Tax L. Rev. 397, 423 (2017) (quoting Senators Grassley and Leahy
emphasizing the need to ensure that “whistleblowers have strong and effective avenues to come
forward without fear of intimidation or retaliation”).

The DTSA regime, which provides employees and contractors a clear, straightforward, and
reasonable procedure for consulting counsel, promotes the public interest in encouraging law
enforcement and ferreting out corporate fraud while providing appropriate protection for
legitimate trade secrets. Under the approach taken in Loftus, by contrast, any trade secret owner
can require a whistleblower to defend a trade secret lawsuit merely by alleging that there is a
dispute over the employee’s motivation for providing trade secret documents to their attorney.

A further problem created by treating the whistleblower immunity as an affirmative defense is
that it may undermine government investigatory policies. The False Claims Act authorizes
whistleblowers to file lawsuits in the name of the government to redress fraud against the
government but requires the whistleblowers to first file their complaint under seal and serve it on
the government, not the defendant, and to provide the government all material evidence and
information in their possession supporting their allegations. 31 U.S.C. § 3730(b)(2). The purpose
of the seal is to protect the government’s investigation, see State Farm Fire & Cas. Co. v. United
States ex rel. Rigsby, 137 S. Ct. 436, 443 (2016), which routinely (and ideally) occurs without
notice to the defendant. See Claire M. Sylvia, The False Claims Act, Fraud Against the
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Government § 11:11 (3rd ed. 2016 & Supp.). State false claims act cases are typically initiated the
same way. See id. at §§ 12.1 to 12.2. Similarly, SEC, CFTC and IRS whistleblower investigations
are initiated in confidence and without notice to the defendant that a whistleblower initiated the
matter. See id. at §§ 2:25, 2:28, 2:29. Enabling the target of an investigation to use a trade secret
case against a potential whistleblower to gain discovery about a potentially sealed complaint is
thus contrary to the balance Congress has chosen in several contexts, including the DTSA.

The predicate for a whistleblower’s immunity will rarely be part of the plaintiff trade secret
claimant’s complaint against the whistleblower. Hence, courts should expect the issue to be raised
by the defendant whistleblower in a motion to dismiss and should look favorably on such a motion
unless the trade secret owner presents credible factual allegations that the defendant does not
qualify for the immunity. And if such allegations are made, the court should stage the litigation to
avoid imposing undue burdens on a defendant who may ultimately qualify for the immunity.
Section 3.5.2 delves into effective ways of managing invocation of whistleblower immunity.

2.5 Defenses

Although the UTSA contains only one express defense to trade secret liability, a statute of
limitations, the definition of misappropriation requires the trade secret owner to prove that the
defendant either acquired the trade secret by improper means or, more commonly, through a breach
of confidence. Thus, a defendant can avoid liability to the extent it can show that it arrived at the
trade secret information through any proper means—most notably, independent discovery or
reverse engineering. A defendant may also assert other common affirmative defenses to a trade
secret misappropriation claim, including that the trade secret is readily ascertainable, statute of
limitations, laches, unclean hands, res judicata, collateral estoppel, or a public policy exception.
In addition, the DTSA preserves state protections of employee mobility.

2.5.1 Independent Discovery

Independent discovery is a defense to a trade secret misappropriation claim on which the
defendant bears the burden of proof, similar to reverse engineering. See § 2.4.2. The DTSA
expressly provides that independent invention is not an improper means of acquiring a trade secret.
18 U.S.C. § 1839(6)(B); see also Raytheon Co. v. Indigo Sys. Corp., 895 F.3d 1333 (Fed. Cir.
2018) (crediting evidence of independent invention by a former employee after he left plaintiff’s
employ); Restatement (Third) Unfair Comp. § 43 (“Independent discovery and analysis of publicly
available products or information are not improper means of acquisition.”).

The first time a trade secret is rediscovered, there are two owners of the same trade secret; as
rediscovery is repeated, the number of owners grows (and with it the risk of loss through deliberate
or accidental public disclosure), until so many possess the same secret that it can no longer qualify
as such because it is deemed generally known. Along the way, with each independent discovery,
the secret is diminished in value simply because it enjoys a lesser degree of exclusive control.

To be “independent” in this context, acquisition of the secret must not be derived from
knowledge gained in confidence, directly or indirectly, from the secret’s owner, or from
knowledge gained by espionage or other improper means. In general, independent discovery
occurs in one of two ways: either the new discoverer was engaged in a similar business or research
and its parallel path happened to lead to the same place; or a competitor decided to “reverse
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engineer” the secret from publicly available information or products. Either way, the result is that
the new discoverer has acquired its own information, is not liable to the original owner, and is
under no legal requirement to keep the information secret.

2.5.2 Reverse Engineering

Reverse engineering—defined as “starting with the known product and working backward to
divine the process which aided in its development or manufacture,” Kewanee Oil Co. v. Bicron
Corp., 416 U.S. 470, 476 (1974)—is widely accepted as a legitimate means of discovering trade
secret information. In Bonito Boats, Inc. v. Thunder Craft Boats, Inc., 489 U.S. 141, 160-61
(1989), the Supreme Court preempted a Florida statute prohibiting “plug molding” of boat hulls in
part on the ground that it interfered with federal patent law. The Court recognized that reverse
engineering is “an essential part of innovation” and concludes that any state law that discourages
reverse engineering necessarily “reduces this competitive incentive.” Id. The DTSA expressly
provides that reverse engineering is not an improper means of acquiring a trade secret. 18 U.S.C.
§ 1839(6)(B).

Thus, the legitimacy of reverse engineering should be viewed not as an unfortunate limitation
on trade secret protection, but rather as an indispensable element of a balanced regime law without
which state trade secret law would likely be preempted by patent law. See Kewanee Oil Co, 416
U.S. 470 (viewing state trade secret protection as complementary with federal patent protection).
In Chicago Lock Co. v. Fanberg, 676 F.2d 400, 405 (9th Cir. 1982), the court reversed an
injunction against the publication of tubular lock codes assembled over time by locksmiths in
creating new keys for owners. In rejecting the suggestion that the lock owners were impliedly
required not to disclose this information, the court explained that “such an implied obligation . . .
would, in effect, convert the Company’s trade secret into a state-conferred monopoly akin to the
absolute protection that a federal patent affords.” /d. As the Court noted in Bonito Boats, the threat
of legitimate reverse engineering encourages inventors to make innovations that could qualify for
patenting, and refusing to allow reverse engineering as a defense in trade secrets would reduce
competition. See 489 U.S. at 164 (1989).

It should therefore be clear that reverse engineering is not equivalent to simply “copying.”
Although copying aspects of a product may be the ultimate objective, the fundamental purpose of
reverse engineering is discovery, albeit discovery of a path already taken. Importantly, the reverse
engineer is entitled to protect the results of his or her work as its own trade secret. See UTSA § 1,
cmt. at 14 U.L.A. 439 (“[I]f reverse engineering is lengthy and expensive, a person who discovers
the trade secret through reverse engineering can have a trade secret in the information obtained
from reverse engineering.”).

In order to avoid accusations of misappropriation while reverse engineering, companies will
often engage in clean room protocols. See P. Anthony Sammi, Christopher A. Lisy, & Andrew
Gish, Good Clean Fun: Using Clean Room Procedures in Intellectual Property Litigation, 25
Intell. Prop. & Tech. L.J. 3, 6 (2013). These clean room protocols include defining specifications
so that the research team does not use any protected information, creating a research design where
the team 1is isolated from any protected information and meticulously documents its independent
research efforts, and establishing a coordination team to screen information as it goes in and out
of the clean room, thoroughly documenting information that is passed in and out.
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It is critical, however, that the entity pursuing a reverse engineering strategy acquire the
product (including software) that is the target of reverse engineering through “fair and honest
means, such as purchase of the item on the open market.” UTSA § 1, cmt. at 14 U.L.A. 438; see
also Kadant, Inc. v. Seeley Mach., Inc., 244 F. Supp. 2d 19, 38 (N.D.N.Y. 2003) (finding that
reverse engineering is permissible “so long as the means used to get the information necessary to
reverse engineer is in the public domain, and not through [a] confidential relationship with the
maker or owner of the product”); Atari Games Corp. v. Nintendo of Am. Inc., 975 F.2d 832, 843
(Fed. Cir. 1992) (enjoining use of reverse engineered software program that was based on sourced
code obtained under false pretenses from the Copyright Office). Thus, gathering information
through unauthorized entry into a computer system is not an acceptable means for reverse
engineering parts of the system. See, e.g., Telerate Sys., Inc. v. Caro, 689 F. Supp. 221, 233
(S.D.N.Y. 1988) (connection to customer’s computer violated license agreement); Technicon Data
Sys. Corp. v. Curtis 1000, Inc., 224 U.S.P.Q. (BNA) 286, 288 (Del. Ch. Aug. 21, 1984). Moreover,
a properly designed and executed reverse engineering project can become irretrievably corrupted
by the introduction of improperly procured information.

A second important caveat is that the process of reverse engineering must not infringe any
other rights of the original trade secret owner. For example, if by taking apart a product one
“discovers” its design or method of manufacture, this establishes no right to use the information if
to do so would infringe a valid patent. The same is true of rights under trademark? and copyright.®

Several courts have held that parties to a commercial contract may agree not to reverse engineer
a product or system. See, e.g., Bowers v. Baystate Techs., Inc., 320 F.3d 1317, 1325 (Fed. Cir.
2003) (considering mutual consent as an “extra element” negating copyright preemption); Creative
Snacks, Co. v. Hello Delicious Brands LLC,2018 U.S. Dist. LEXIS 53852, at *18 (M.D.N.C. Mar.
30, 2018) (granting preliminary injunction against reverse engineering in violation of purchase
contract). But see Aqua Connect, Inc. v. Code Rebel, LLC,2012 WL 469737, at *2 (C.D. Cal. Feb.
13, 2012) (refusing to enforce End User Licensing Agreement provision prohibiting reverse
engineering as violative of Cal. Civ. Code § 3426.1 (stating that “[r]everse engineering alone shall
not be considered improper means”)). This is an important issue not only for those who are parties
to such contracts, typically as licensees of the trade secret owner, but also for those who might
engage in reverse engineering with the assistance of others who are contractually bound, thereby
risking claims of misappropriation or interference. See, e.g., Alcatel USA, Inc. v. DGI Techs., Inc.,
166 F.3d 772, 785 (5th Cir. 1999) (holding that it was improper to obtain copy of secret software
by misleading customer of trade secret owner to believe that maintenance was being performed);
DSC Commc’ns Corp. v. Pulse Commc’ns, Inc., 170 F.3d 1354 (Fed. Cir. 1999) (same).

4. See Sega Enters. Ltd. v. Accolade, Inc., 977 F.2d 1510, 1528 (9th Cir. 1992) (noting that the rights owner in
effect had provoked trademark “infringement” by requiring code that would necessarily trigger screen display of its
trademark, but nonetheless declining to find trademark infringement on functionality grounds).

5. See Atari Games Corp., 975 F.2d at 843. Nonetheless, courts have authorized the copying of entire computer
programs for purposes of deciphering unprotectable code elements and reverse engineering noninfringing programs.
See Sega, 977 F.2d at 1520-27; Sony Comput. Ent., Inc. v. Connectix Corp., 203 F.3d 596, 606 (9th Cir. 2000).
Congress has partially codified this ruling in the Digital Millennium Copyright Act. 17 U.S.C. § 1201(f)(1) (crafting
an exception to copyright law’s ban of circumvention of technological protection measures authorizing “a person who
has lawfully obtained the right to use a copy of a computer program [to] [] circumvent a technological measure that
effectively controls access to a particular portion of that program for the sole purpose of identifying and analyzing
those elements of the program that are necessary to achieve interoperability of an independently created computer
program with other programs”).
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Notwithstanding the viability of the reverse engineering defense, “theoretical” reverse
engineering (this is how the defendant could have done it) is not a defense to a claim of
misappropriation. See Smith v. Dravo Corp., 203 F.2d 369, 374 (7th Cir. 1953) (“Pennsylvania
will not deny recovery merely because the design could have been obtained through inspection.
Rather, the inquiry in that jurisdiction appears to be: How did defendant learn of plaintiffs’
design?”); Franke v. Wiltschek, 209 F.2d 493, 495 (2d Cir. 1953) (“It matters not that defendants
could have gained their knowledge from a study of the expired patent and plaintiffs’ publicly
marketed product. The fact is that they did not. Instead they gained it from plaintiffs via their
confidential relationship, and in so doing incurred a duty not to use it to plaintiffs’ detriment.”). A
defendant can, however, argue that the alleged trade secret was readily ascertainable, which would
negate the existence of the trade secret. See MEI-GSR Holdings, LLC v. Peppermill Casinos, Inc.,
416 P.3d 249, 254 (Nev. 2018) (rejecting jury instruction that would allow finding of misappro-
priation of readily ascertainable information if it had been acquired by improper means). Thus, the
ease of reverse engineering could serve to undermine the trade secret claim.

2.5.3 Readily Ascertainable

As noted in the definition of a trade secret, information that is “readily ascertainable by proper
means” does not qualify for trade secret protection. UTSA § 1(4)(i). In most jurisdictions, the
plaintiff must establish the elements of trade secret protection as part of its prima facie case. In
California, however, the defendant bears the burden of proving as an affirmative defense that an
alleged trade secret is readily ascertainable. Cal. Civ. Code § 3426.2(d). California dropped the
“not readily ascertainable” standard from the definition of a trade secret because it was thought
that proving this negative would put too great a burden on the owner; but the official comments to
the statute make it clear that the identical standard is available to the defendant as an affirmative
defense. See James Pooley, The Uniform Trade Secrets Act: California Civil Code § 3426, 1 Santa
Clara High Tech L.J. 193, 198-99 (1985); Syngenta Crop Prot., Inc. v. Helliker, 138 Cal. App. 4th
1135, 1172, 42 Cal. Rptr. 3d 191, 218 (2006) (assuming that ready ascertainability forms part of
the analysis of what qualifies as a trade secret). But see Abba Rubber Co. v. Seaquist, 235 Cal.
App.3d 1,21 n.9, 286 Cal. Rptr. 518, 529 n.9 (1991) (noting the official comment, but erroneously
observing that “under California law, information can be a trade secret even though it is readily
ascertainable,” and that “ease of ascertainability is irrelevant to the definition of a trade secret”).

As a practical matter, defendants must typically raise the contention that the alleged trade secret
is readily ascertainable. Where the trade secret is not publicly disclosed, the court must assess
whether the information is readily ascertainable. As noted in § 2.2, this question can be seen as the
flip side of reverse engineering. Even if the defendant did not reverse engineer the alleged trade
secret through proper means, the information may be so easily deciphered that it is “readily
ascertainable,” thereby negating the existence of trade secrecy.

A secret that is less than impenetrable may nonetheless be exceedingly difficult and time
consuming to “reverse engineer,” and such difficulty can establish a protectable trade secret. The
real problem lies in defining the point along the spectrum at which the time and effort involved in
figuring out the formula or recreating the list is so trivial that the law should not recognize the
information as a protectable trade secret. This area—which represents the zone of “ready
ascertainability”—has inherently fuzzy boundaries. The Prefatory Note to the UTSA refers to
Wesley-Jessen, Inc. v. Reynolds, 182 U.S.P.Q. 135, 145 (N.D. Ill. May 23, 1974), in which relief
was denied because the claimed secret could be discovered from the marketed product (a camera)
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“by an engineer in a couple of days of study.” The concept is described further in the official
comments to UTSA, but no definitive yardstick is provided. The Restatement addresses the subject
in similarly vague terms. See Restatement (Third) Unfair Comp. § 39, cmt. f (stating that
information “contained in published materials reasonably accessible to competitors” or “readily
ascertainable from an examination of a product on public sale or display” does not qualify as a
secret). As to accessibility of publications, the Reporters’ Note states that presence of the
information in obscure publications might not be enough to defeat secrecy.

In making this assessment, courts do not look to the general public, but rather those within the
trade, 1.e., those who can benefit from the information and are often best positioned to ascertain
the information. See Precision Moulding & Frame, Inc. v. Simpson Door Co., 888 P.2d 1239, 1243
(Wash. Ct. App. 1995). Nonetheless, a defendant cannot escape liability by confining the group to
“persons involved in a particular application of certain information or a particular process.” Id.

Courts routinely consider circumstantial evidence in assessing if information is “readily
ascertainable.” For example, the precautions taken by the plaintiff to protect the information are
relevant to the issue. See Rockwell Graphic Sys., Inc. v. DEV Indus., Inc., 925 F.2d 174, 179 (7th
Cir. 1991). The apparent inability of potential competitors to duplicate the information, see Water
Servs., Inc. v. Tesco Chems., Inc., 410 F.2d 163, 170 (5th Cir. 1969), as well as the willingness of
others to pay for it, see Clark v. Bunker, 453 F.2d 1006, 1010 (9th Cir. 1972), may be considered.
An inference of secrecy may also be drawn from the fact that the defendant resorted to improper
means to obtain the information. See Restatement (Third) Unfair Comp. § 39, cmt. f (“When a
defendant has engaged in egregious conduct in order to acquire the information, the inference that
the information is sufficiently inaccessible to qualify for protection as a trade secret is particularly
strong.”); Clark, 453 F.2d at 1010.

2.5.4 Statute of Limitations

In most states that have enacted the UTSA, as well as under the DTSA, the trade secret owner
must file their trade secret complaint within three years from the date of actual discovery of the
misappropriation, or from the time that in the exercise of reasonable diligence, it should have been
discovered. UTSA § 6. Some states have enacted longer statute of limitations periods. See, e.g.,
Me. Rev. Stat. Ann. tit. 10, § 1547 (four years in Maine); 765 11l. Comp. Stat. 1065/7 (five years
in Illinois); Ala. Code §8-27-5 (two years).

The UTSA codifies the common law “discovery rule” exception, which operates to toll the
statute until the plaintiff has become aware of “enough suspicious circumstances that would lead
a reasonably prudent person to discover the harm.” Mass. Eye & Ear Infirmary v. QLT Photo-
therapeutics, Inc., 412 F.3d 215, 23940 (1st Cir. 2005). Similarly, a defendant’s deliberate con-
cealment of the relevant facts should operate to extend the limitations period. See Telex Corp. v.
Int’l Bus. Machs. Corp., 367 F. Supp. 258, 360 (N.D. Okla. 1973). However, tolling requires more
than the trade secret holder’s unilateral expectation of licensing: if the defendant has only indicated
that it was reviewing submitted materials, there is no basis for a claim that the plaintiff was “lulled
into not filing suit.” GeoVector Corp. v. Samsung Elecs. Co., 234 F. Supp. 3d 1009, 1015 (N.D.
Cal. 2017). Indeed, absent a defendant’s active concealment, constructive notice may be sufficient
to begin the statutory period. See Informatics Applications Grp., Inc. v. Shkolnikov, 836 F. Supp.
2d 400, 421-22 (E.D. Va. 2011) (holding that publication of a patent application constitutes
constructive knowledge for purposes of discovering a claim based on misappropriation of trade
secrets and commences the statute of limitations). However, in Raytheon Co. v. Indigo Systems
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Corp., the court held that past suspicions of raiding employees and the termination of a consulting
relationship between the parties did not, as a matter of law, put the plaintiff on “permanent inquiry
notice” or impose “a constant duty to investigate all acts of competition by [the defendant] for
evidence of misappropriation.” 688 F.3d 1311, 1318 (Fed. Cir. 2012).

The UTSA and the DTSA reject the concept of misappropriation as a “continuing tort,” where
the limitations period begins to run again each time the defendant engages in a new act of
unauthorized use or disclosure. Cf. Twister B.V. v. Newton Rsch. Partners, LP, 364 S.W.3d 428,
439 (Tex. App. 2012); see also 18 U.S.C. § 1836(d). Rather, the limitations period runs from the
first of a continuing series of misappropriations. See, e.g., Monolith Portland Midwest Co. v.
Kaiser Aluminum & Chem. Corp., 407 F.2d 288, 292-93 (9th Cir. 1969) (“The fabric of the
relationship once rent is not torn anew with each added use or disclosure, although the damage
suffered may thereby be aggravated.”); Cadence Design Sys., Inc. v. Avant! Corp., 29 Cal. 4th 215,
223, 57 P.3d 647, 651, 127 Cal. Rptr. 2d 169, 174 (2002) (distinguishing “claim” from
“misappropriation”: the latter can occur multiple times, enhancing the value of the former, but “a
claim for misappropriation of a trade secret arises for a given plaintiff against a given defendant
only once” (emphasis in original); an additional misappropriation in the same relationship does
not reset the limitations clock). New York is the one state that does employ the continuing tort
theory. See, e.g., Andrew Greenberg, Inc. v. Svane, Inc., 830 N.Y.S.2d 358, 362 (N.Y. 2007) (“We
further reject defendants’ argument that plaintiff’s cause of action against the individual
defendants for misappropriation of trade secrets is barred by the statute of limitations . . .
[D]efendants concede that a continuing tort theory may apply to such a claim where the plaintiff
alleges that a defendant has kept a secret confidential but continued to use it for commercial
advantage.”).

Where the single claim approach is applied, a plaintiff pursuing multiple defendants has one
claim for each such defendant, rather than a single claim (and single statute of limitations) for all
defendants together. Cypress Semiconductor Corp. v. Superior Ct., 163 Cal. App. 4th 575, 583-84,
77 Cal. Rptr. 3d 685, 691 (2008). The triggering event against each such defendant turns on the
plaintiff’s knowledge, not the state of mind of each separate defendant. /d. at 693. However, where
a plaintiff has more than one trade secret claim against a single defendant and the claims are
related, the statute begins to run on all the separate claims at the same time. HiRel Connectors,
Inc. v. United States, 465 F. Supp. 2d 984, 988 (C.D. Cal. 2005) (applying California UTSA).

Sections 3.4.1.3.6, 3.4.2.2, and 7.3.3.1 discuss case management of statute of limitations
defenses.

2.5.5 Laches

Closely related to the statute of limitations defense is laches, which, as an equitable defense,
depends on the particular circumstances of the case. Its essential elements are inexcusable delay
in bringing suit and (unlike the statute of limitations) prejudice to the defendant as a result. See
Anaconda Co. v. Metric Tool & Die Co., 485 F. Supp. 410, 427 (E.D. Pa. 1980); FMC Corp. v.
Spurlin, 596 F. Supp. 609, 615 (W.D. Pa. 1984). Recent Supreme Court decisions arguably nullify
the application of the laches doctrine under the DTSA. See SCA Hygiene Prods. Aktiebolag v. First
Quality Baby Prods., LLC, 580 U.S. 328 (2017) (holding that laches cannot be asserted as a defense
against damages for alleged infringement that occurred within the Patent Act’s six-year limitations
period); Petrella v. Metro-Goldwyn-Mayer, Inc., 572 U.S. 663 (2014) (holding that laches could
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not be invoked to preclude adjudication of a claim for damages brought within the Copyright Act’s
three-year limitations period).

2.5.6 Unclean Hands

Unclean hands is often asserted as an affirmative defense to trade secret misappropriation,
perhaps reflecting a lack of understanding that this discretionary equitable doctrine applies only to
conduct that is closely related to the matter alleged in the complaint. For example, it is not
appropriate to deny plaintiff relief for trade secret misappropriation because it requires its employ-
ees to sign contracts that contain unenforceable non-competition covenants. See Winston Rsch.
Corp. v. Minn. Mining & Mfg. Co., 350 F.2d 134, 140 n.4 (9th Cir. 1965). Nor may the defense be
based on the contention that the plaintiff “wrongfully terminated” the defendant. See Vacco Indus.,
Inc. v. Van Den Berg, 5 Cal. App. 4th 34, 53, 6 Cal. Rptr. 2d 602, 613 (1992).

But the defense may be invoked when the plaintiff has engaged in the same type of unfair
competition that is the basis of its complaint against the defendant. See, e.g., Future Plastics, Inc.
v. Ware Shoals Plastics, Inc., 340 F. Supp. 1376, 1384 (D.S.C. 1972) (questioning whether the
plaintiff Impact should “be allowed to enjoin the defendants from committing the same acts of
which it has been guilty,” given that “Impact was conceived in the same sin of which it now
accuses the defendants”). But see MicroStrategy, Inc. v. Bus Objects, S.A., 331 F. Supp. 2d 396,
419 (E.D. Va. 2004) (“The proper rule is not simply one of hypocrisy or general bad character. It
1s not enough to claim that the opposing party engaged in similar conduct at some point in the past.
Instead, the inequitable conduct must concern the actual events at issue.”).

2.5.7 Res Judicata or Collateral Estoppel

Res judicata or collateral estoppel bars a plaintiff who has unsuccessfully asserted similar
claims against the defendant or one with whom the defendant is in privity from re-asserting those
claims. See Cisco Sys., Inc. v. Alcatel USA, Inc., 301 F. Supp. 2d 599 (E.D. Tex. 2004) (plaintiff
that lost on trade secrets claim barred from new suit asking for declaratory judgment of
“ownership” of allegedly misappropriated software). However, for the defense to be effective, the
second case must effectively involve the same claims and parties as the first. See Russo v. Baxter
Healthcare Corp., 919 F. Supp. 565 (D.R.1. 1996).

In deciding whether the claim has been previously litigated, courts may employ the same
analysis and rationale as in cases involving whether the matter involves a “continuing tort” for
statute of limitations purposes. See Sec. People, Inc. v. Medeco Sec. Locks, Inc., 59 F. Supp. 2d
1040, 1043 (N.D. Cal. 1999); see also Allied Erecting & Dismantling Co. v. Genesis Equip. &
Mfg., 805 F.3d 701, 708 (6th Cir. 2015) (affirming dismissal of claim based on later
misappropriation of same secrets involved in earlier litigation).

Increasingly, trade secret litigation may occur in foreign courts. Judgments from other
countries may be given res judicata effect by U.S. courts under the doctrine of comity. LG Display
Co. v. Obayashi Seikou Co., 919 F. Supp. 2d 17 (D.D.C. 2013) (Korean Supreme Court judgment
recognized with respect to subsequent trade secret litigation filed in United States because plaintiff
had full and fair opportunity to litigate its claims in Korea).
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2.5.8 Public Policy Exception

Although the UTSA lacks any express exceptions to trade secret liability, see UTSA § I(A)(3),
courts have long recognized that trade secret protection can “implicate the interest in freedom of
expression or advance another significant public interest,” Restatement (Third) Unfair Comp. §
40, cmt. c, and developed a limited privilege to disclose trade secrets. See David W. Quinto &
Stuart H. Singer, 1 Trade Secrets: Law and Practice § 3.02; Melvin F. Jager, Trade Secrets Law §
3.14(2013); Jerry Cohen & Alan S. Gutterman, Trade Secrets Protection and Exploitation (1997).°
This privilege, however, is murky. The Restatement (Third) of Unfair Competition notes that the
exception

depends upon the circumstances of the particular case, including the nature of the
information, the purpose of the disclosure, and the means by which the actor acquired the
information. A privilege is likely to be recognized, for example, in connection with the
disclosure of information that is relevant to public health or safety, or to the commission
of a crime or tort, or to other matters of substantial public concern.

Restatement (Third) Unfair Comp. § 40, cmt. c.

Although, as noted, a privilege is likely to be recognized in certain circumstances involving
areas of substantial public concern, one might expect a court to examine such a claim skeptically,
and to reject it if the defendant’s motivation was primarily to protect a private interest. See Merckle
GmbH v. Johnson & Johnson, 961 F. Supp. 721, 733 (D.N.J. 1997) (holding that disclosure of
information to foreign court as part of patent infringement claim was not subject to privilege, even
though the public might have a general interest in protecting valid patents). But cf. Southwestern
Energy Co. v. Eickenhorst, 955 F. Supp. 1078, 1084 (W.D. Ark. 1997) (holding that attorney’s
filing of litigation based on information obtained from confidential pre-suit settlement discussions
was not a “competitive use” and therefore not an act of misappropriation).

In addition to this general public policy exception, DTSA’s whistleblower immunity provision,
discussed in § 2.4, provides a categorical exemption for employees or contractors subject to NDAs
to disclose information “in confidence to a Federal, State, or local government official,” “or to any
attorney” “solely for the purpose of reporting or investigating a suspected violation of law,” 18
U.S.C. § 1833(b)(1)(A), or “is made in a complaint or other document filed in a lawsuit or other
proceeding, if such filing is made under seal,” id. § 1833(b)(1)(B). This provision nullifies cases
such as Cafasso, United States ex rel. v. General Dynamics C4 Systems, Inc., 637 F.3d 1047, 1062
(9th Cir. 2011), JDS Uniphase Corp. v. Jennings, 473 F. Supp. 2d 697, 702 (E.D. Va. 2007), and
Jefferies v. Harris County Community Action Association, 615 F.2d 1025, 1036 (5th Cir. 1980),
that required “that the employee conduct be reasonable in light of the circumstances,” Jeffries
“held that the employer’s right to run his business must be balanced against the rights of the
employee to express his grievances and promote his own welfare,” id. at 1036 (internal quotation
marks omitted). See also X Corp. v. Doe, 805 F. Supp. 1298 (E.D. Va. 1992), aff’d, 17 F.3d 1435
(4th Cir. 1994) (using a balance-of-hardship test when deciding whether to grant a preliminary
injunction against the disclosure of documents by former in-house counsel filing False Claims Act
claim).

6. Some other nations expressly provide for a public policy exception. See, e.g., Israel Commercial Torts Law, §
7(2)(2), 5759-1999 (““A person shall not be liable for misappropriation of a trade secret if . . . [u]se of the trade secret
is justified as a matter of public policy.”).
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2.5.9 Improper Limitations on Employee Mobility

Although both the UTSA and the DTSA provide that “actual or threatened misappropriation”
may be enjoined, courts in some states have interpreted the UTSA as allowing injunctions based
on the so-called “inevitable disclosure” doctrine, which in its benign form is nothing more than an
application of “threatened misappropriation” in which a departing employee’s behavior justifies
the inference that they cannot be trusted to maintain confidentiality. See PepsiCo, Inc. v. Redmond,
54 F.3d 1262, 1270 (7th Cir. 1995) (finding that district court’s preliminary injunction prohibiting
a senior executive from assuming a directly competitive position for six months was not an abuse
of discretion where, among other things, executive was found to have engaged in “out and out lies”
about his intended role in shaping the new organization’s competitiveness, stating that: “PepsiCo
finds itself in the position of a coach, one of whose players has left, playbook in hand, to join the
opposing team before the big game” but also observing that “the facts of the case do not ineluctably
dictate the district court’s conclusion”); ¢f. Molon Motor & Coil Cor. v. Nidec Motor Corp., 2017
WL 1954531, at *5 n.13 (N.D. Ill. May 11, 2017) (noting in discussing the so-called “inevitable
disclosure” doctrine that “calling a line of reasoning a ‘doctrine’ poses the risk of ossifying the
‘factors’ into a rigid test”). The “inevitable disclosure” language is used by some courts to
summarize evidentiary showings pointing to an ongoing imminent risk of “threatened
misappropriation.” These showings are almost always based in part on improper acts and not
simply information that an individual knows.

In its more controversial form, “inevitable disclosure” is decoupled from the employee’s actual
behavior and is used when seeking injunctive relief against the abstract risk that when an employee
who knows trade secrets moves to a close competitor, the mere similarity of roles necessarily
imperils secrecy. Whether called “inevitable disclosure” or “threatened misappropriation,” under
the DTSA, the act of enjoining a former employee from working, even in a directly competing
business, 1s prohibited without specific evidence of threatened misappropriation. The DTSA
provides that a court may not “prevent a person from entering into an employment relationship,”
and requires “that conditions placed on such employment shall be based on evidence of threatened
misappropriation and not merely on the information the person knows.” 18 U.S.C. §
1836(b)(3)(A)(1)(I). See United Healthcare Servs., Inc. v. Louro,2021 WL 533680, at *5 (D. Minn.
Feb. 12, 2021) (emphasizing that to win on an application for a preliminary injunction to prevent
“threatened” misappropriation under an “inevitable disclosure” theory, the moving party must
show that there is a “high degree of probability” of inevitable disclosure and that “[m]ere
knowledge of a trade secret is not enough, even where the person with such knowledge takes a
comparable position with a competitor,” (citation omitted), enumerating factors to consider and
concluding that under both the UTSA and the DTSA, plaintiff’s showings “do not meet the high
bar for inevitable disclosure.”).

Injunctions limiting employment in light of evidence of “threatened” misappropriation,
however, are available under the DTSA. See Waymo LLC v. Uber Techs., 2017 WL 2123560, at
*10-13 (N.D. Cal. May 11, 2017) (limiting particular employment activities based on specific
evidentiary findings found to establish threatened misappropriation).

Because the civil enforcement section of the DTSA “does not preempt any other provision of
law,” 18 U.S.C. § 1836(f), a trade secret owner may assert and present evidence to support the
application of the “inevitable disclosure doctrine” in those states that recognize it under the UTSA.
Section 2.6.1.1 explores this doctrine further in discussing trade secret remedies. Sections 5.2 and
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5.8 delve into the evidence and factual showings pointing toward and away from a finding of
imminent threatened misappropriation sufficient to support a claim for pre-trial injunctive relief.

2.6 Remedies

The UTSA and the DTSA provide a broad array of injunctive, compensatory, and exemplary
remedies.

2.6.1 Injunctive Relief

The UTSA and the DTSA authorize injunctive relief to address actual or threatened
misappropriation. UTSA § 2; DTSA, 18 U.S.C. § 1836 (3)(A). As noted previously, see § 2.3.2.3,
proactive trade secret remedies can be especially important due to the evanescence of trade secret
protection. It is useful, therefore, to begin this section with deeper examination of the “inevitable
disclosure” doctrine.

2.6.1.1 “Inevitable Disclosure” Doctrine

As discussed in § 2.5.9, the so-called “inevitable disclosure” doctrine anticipates that key
employees exposed to valuable trade secrets may under some circumstances be unable to work at
competitive enterprises without necessarily making use of or disclosing trade secrets. See Nat’l
Starch Chem. v. Parker Chem. Corp., 219 N.J. Super. 158 (App. Div. 1987) (affirming injunction
prohibiting employee who did not have a non-compete agreement from engaging in the 5% of his
assigned employment found likely to require him to necessarily use trade secrets); James Pooley,
Trade Secrets: Law and Practice § 2.09[2][c] (cataloguing states that have applied or rejected the
inevitable disclosure doctrine). It functions as a form of implicit non-compete agreement.

Some cases after the decision in PepsiCo v. Redmond entered preliminary injunctions enjoining
competitive employment absent either proof of trade secret misappropriation or an enforceable
non-competition agreement. See Uncle B’s Bakery, Inc. v. O Rourke, 920 F. Supp. 1405 (N.D.
Iowa 1996) (citing PepsiCo with approval and entering preliminary injunction enjoining former
plant manager at a bagel manufacturer from working for any competing business within a 500-
mile radius); Avery Dennison Corp. v. Finkle, 2002 WL 241284 (Conn. Super. Feb. 1, 2002)
(enjoining executive who knew plaintiff’s trade secrets from continuing executive employment
with competitor, conditioned on payment by plaintiff). Courts have also granted preliminary relief
barring competitive employment in the absence of a non-compete agreement for a limited time
where evidence showed actual misappropriation. See Novell Inc. v. Timpanogos Rsch. Grp., 46
U.S.P.Q.2d 1197 (Utah Dist. Ct. Jan. 30, 1998) (preliminarily enjoining employee from working
for competitor for nine months, reasoning that the secrets likely to be disclosed would turn stale
over time; evidence showed that employee had willfully used and disclosed trade secrets and
attempted to cover up evidence of these acts). At least one court has adopted what might be called
a “partial inevitable disclosure” injunction. In Merck & Co. v. Lyon, 941 F. Supp. 1443 (M.D.N.C.
1996), the court enjoined a pharmaceutical marketing director from discussing his former
employer’s products or pricing for a period of two years, but refused to enjoin him from competing
employment altogether absent a “showing of bad faith.”

Other courts—particularly, but not limited to, those in California—reject “inevitable
disclosure” altogether absent affirmative proof that disclosure of trade secrets is “threatened”
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without an injunction. The California Court of Appeals emphasized that the doctrine “is contrary
to California law and policy because it creates an after-the-fact covenant not to compete restricting
employee mobility.” Whyte v. Schlage Lock Co., 101 Cal. App. 4th 1443, 1447 (2002). The court
further explained that the doctrine

permits an employer to enjoin the former employee without proof of the employee’s actual
or threatened use of trade secrets based upon an inference (based in turn upon
circumstantial evidence) that the employee inevitably will use his or her knowledge of
those trade secrets in the new employment. The result is not merely an injunction against
the use of trade secrets, but an injunction restricting employment.

ld. at 1461-62; see Earthweb, Inc. v. Schlack, 71 F. Supp. 2d 199, 310-11 (S.D.N.Y. 1999) (find-
ing that the inevitable disclosure doctrine treads “an exceedingly narrow path through judicially
disfavored territory,” and that absent evidence of actual misappropriation by an employee, “the
doctrine should be applied only in the rarest of cases.”); Campbell Soup Co. v. Giles, 47 F.3d 467,
472 (1st Cir. 1995) (denying requested preliminary injunction, noting that the former employee
was unlikely to disclose the trade secrets and that the record contained no indication that he was
dishonest or inclined to breach the NDA); Holton v. Physician Oncology Servs., 742 S.E.2d 702,
705-06 (Ga. 2013) (discussing criticisms of the inevitable disclosure doctrine and holding that
“the inevitable disclosure doctrine is not an independent claim under which a trial court may enjoin
an employee from working for an employer or disclosing trade secrets”).

As discussed in § 2.5.9, the DTSA declines to adopt an inevitable disclosure rule that would
override the public policy of states favoring employee mobility. See S. Rep. No. 114-220, 114th
Cong., 2d Sess., Defend Trade Secrets Act of 2016 12 n.12 (2016). To avoid doing so, the DTSA
requires that proof of threatened future misappropriation be based on evidence of conduct and
intent and not simply inferred from the employee’s position or knowledge. 18 U.S.C.
§1836(b)(3)(A)(1). That section provides that a court may:

(A) grant an injunction

(1) to prevent any actual or threatened misappropriation described in paragraph (1) on
such terms as the court deems reasonable, provided the order does not

(I) prevent a person from entering into an employment relationship, and that the
conditions placed on such employment shall be based on evidence of threatened
misappropriation and not merely on the information the person knows; or

(IT) otherwise conflict with an applicable State law prohibiting restraints on the
practice of a lawful profession, trade, or business.

The Senate Report explains that “[t]hese limitations on injunctive relief were included to
protect employee mobility, as some have expressed concern that the injunctive relief authorized
under the bill could override State-law limitations that safeguard employee mobility and thus could
be a substantial departure from existing law in those states.” S. Rep., S. 1890 at 12. As noted in §
2.5.9, however, the DTSA does not preempt the UTSA and hence courts can continue to apply the
doctrine in fashioning remedies for violations of state trade secret causes of action.

Sections 5.2 and 5.8 discuss the availability of preliminary injunctive relief to prevent actual,
threatened, or inevitable misappropriation and summarize evidence supporting or pointing away
from a finding of “threatened misappropriation” warranting relief. Section 5.8.7 discusses
“inevitable disclosure” in greater detail.

\]
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2.6.1.2 Provisional Injunctions

Due to the need to act quickly to prevent the destruction of trade secrecy, trade secret owners
often pursue provisional injunctions as a means to stabilize the competitive playing field before
full-blown trade secret litigation can unfold. This puts courts in the difficult position of having to
quickly come up to speed on the dispute. The two most common types of pretrial injunctions in
trade secret cases are the temporary restraining order (TRO) and the preliminary injunction.

2.6.1.2.1 Temporary Restraining Order

When a plaintiff gives notice of a TRO application, it typically notifies the defendant only on
the day it files its papers. See Hoechst Diafoil Co. v. Nan Ya Plastics Corp., 174 F.3d 411, 422
(4th Cir. 1999). The defendant may often have only one or two days to prepare a written opposition.
Depending on the court, a TRO may issue on the papers or may issue following an oral argument,
which can occur within hours of the defendant’s submission of its opposition papers.

Courts will typically apply a two-part test to determine whether to issue a TRO:

(1) If it clearly appears from specific facts shown by an affidavit or by verified complaint
that immediate and irreparable injury, loss, or damage will result to the applicant
before the adverse party or that party’s attorney can be heard in opposition; and

(2) That applicant’s attorney certifies to the court in writing that the efforts, if any, which
have been made to give the notice and the reasons supporting the claim that notice
should not be required.

If granted, a TRO will remain in effect only for a short period before an application for a
preliminary injunction can be heard. Pursuant to Fed. R. Civ. P. 65(b), a TRO may issue for not
more than 14 days and may be extended for not more than an additional ten “for good cause
shown.”

Section 5.3.2 discusses consideration of TRO’s with and without notice.

2.6.1.2.2 DTSA ex parte Seizure Order

The DTSA augmented the UTSA by authorizing the granting of ex parte seizure orders, but
only in “extraordinary circumstances.” See 18 U.S.C. § 1836(b)(2)(A)(i). Reflecting concerns that
“a defendant [may seek] to flee the country or plan[] to disclose the trade secret to a third party
immediately or is otherwise not amenable to the enforcement of the court’s orders,” S. Rep. No.
114-220, 114th Cong., 2d Sess., Defend Trade Secrets Act of 2016 9-10 (2016), Congress
established the ex parte seizure remedy as a safety valve for circumstances in which the normal
process of a temporary restraining order is inadequate because the defendant will not comply with
it and would destroy or hide the evidence if given notice of the proposed seizure. See 18 U.S.C.
§1836(b)(2)(A)(ii).

An ex parte seizure order is available only when the evidence clearly shows, in addition to the
usual irreparable harm and balance of equities, that the alleged wrongdoer (1) “would evade, avoid,
or otherwise not comply” with any alternative form of order; (2) has actual possession of specific
property containing a trade secret; (3) either misappropriated the secret or conspired with someone
else to do so (this excludes innocent third parties such as cloud providers or ISPs); and (4) would
“destroy, move, hide, or otherwise make [the secret] inaccessible” if given notice. See 18 U.S.C.
§ 1836(b)(2)(A)(i1); Blue Star Land Servs. v. Coleman, 2017 WL 11309528 (W.D. Ok. Aug. 31,
2017) (ordering seizure of computer devices and usernames and password information required to
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overcome encryption); AVX Corp. v. Junhee Kim, 2017 WL 11316598 (D.S.C. Mar. 13, 2017)
(ordering ex parte seizure). But cf. Cochrane USA, Inc. v. Filiba, 2018 U.S. Dist. LEXIS 185726
(D.D.C. Mar. 9, 2018) (declining to order ex parte seizure request notwithstanding that defendant
was a flight risk).

A seizure order must (1) include findings and conclusions; (2) “provide for the narrowest
seizure of property necessary;” (3) prohibit access by the plaintiff or copying of the information;
(4) specify the seizure conditions for law enforcement; (5) set a hearing within seven days; and (6)
require a bond. See 18 U.S.C. § 1836(b)(2)(B). All seized materials must be deposited with the
court and maintained in confidence until after the noticed hearing. The court may appoint a special
master to separate trade secret information from other matter and to “facilitate the return” of the
unrelated property and data. See 18 U.S.C. § 1836(b)(2)(D)(iv).

Section 5.3.1 discusses case management issues relating to ex parte seizure orders.

2.6.1.2.3 Preliminary Injunction

The preliminary injunction motion will also be handled on an expedited basis, although the
court will have greater opportunity for briefing and a hearing before acting. In assessing whether
to issue a preliminary injunction, courts must carefully weigh the following factors: “(1) whether
the movant has shown a reasonable probability of success on the merits; (2) whether the movant
will be irreparably injured by denial of such relief; (3) whether granting preliminary relief will
result in even greater harm to the nonmoving party; and (4) whether granting preliminary relief
will be in the public interest.” See SI Handling Sys., Inc. v. Heisley, 753 F.2d 1244, 1254 (3d Cir.
1985) (citations omitted). If ordered, the preliminary injunction will then remain in place until the
case is tried or settled.

Although irreparable harm is no longer presumed in trade secret cases, see First W. Capital
Mgmt. Co. v. Malamed, 874 F.3d 1136, 1140 (10th Cir. 2017) (noting that the UTSA and the
DTSA merely authorize and do not mandate injunctive relief and therefore do not allow a
presumption of irreparable harm); Faiveley Transp. Malmo AB v. Wabtec Corp., 559 F.3d 110 (2d
Cir. 2009), trade secret owners can often prove irreparable harm by showing that the trade secret
will be lost if the information is disclosed. The absence of irreparable harm may be shown by the
adequacy of a plaintiff’s remedy at law, such as the availability of easily calculated compensatory
damages or by evidence that the wrongful conduct and its consequences have ceased.

The balance of interests regarding an injunction reflects the tension present in determining
whether information should be subject to protection at all. The plaintiff has a legitimate interest in
protecting the valuable fruits of its efforts, the defendant in freedom to engage in fair competition,
and the public in promoting both innovation and vigorous competition. Balancing requires that the
court examine a wide variety of circumstances bearing on these interests, such as the nature and
extent of the misappropriation, delay by the plaintiff in seeking relief, equitable defenses, and the
appropriateness of remedies other than an injunction.

The threat of misappropriation must be real; it is not enough that the plaintiff harbors an appre-
hension of the possibility of wrongful conduct. See, e.g., Kelly Servs., Inc. v. Green, 535 F. Supp.
2d 180, 18687 (D. Me. 2008) (denying an injunction where plaintiff offered only speculation that
defendant misused secrets; defendant submitted evidence that he could perform new job without
misuse of former employer’s secrets). The fact that one disclosure has occurred does not
necessarily justify an injunction against further disclosure, in the face of evidence that such further
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disclosure is unlikely. See First Health Grp. Corp. v. Nat’l Prescription Adm’rs, Inc., 155 F. Supp.
2d 194, 236-37 (M.D. Pa. 2001) (holding that because secret bid information had already been
used and ultimately published, plaintiff failed to show anything other than “possibility” of further
misappropriation). And an injunction should not be granted merely to prevent an inadvertent
disclosure or to eliminate any motivation the defendant might have to infringe the plaintiff’s rights.
See Cambridge Filter Corp. v. Int’l Filter Co., 548 F. Supp. 1301, 1307 (D. Nev. 1982) (denying
injunction against misuse of customer information). Nevertheless, circumstances may be such that
the likelihood of disclosure or misuse by a competitor appears overwhelming to the court. This has
led to the development of the so-called “inevitable disclosure” doctrine, under which certain
circumstantial evidence indicating a likelihood of misappropriation may be sufficient to support
an injunction. See Aspect Software, Inc. v. Barnett, 787 F. Supp. 2d 118 (D. Mass. 2011) (issuing
an injunction where language of non-competition agreement prohibited working for competitors
when it was “reasonably likely” that former employer’s trade secrets would be disclosed or used).

The plaintiff bears the burden on an application for preliminary injunctive relief. In addition,
if the defendant has raised plausible defenses, the plaintiff must establish a substantial likelihood
of success on those issues. See Oce N. Am., Inc. v. Caputo, 416 F. Supp. 2d 1321, 1325 (S.D. Fla.
2006). As a practical matter, however, circumstantial proof that strongly suggests a misappropri-
ation—such as substantial similarity of a product or process, or one developed in record time—
may shift the burden of persuasion to the defendant to demonstrate that the matter is not secret or
that development was independent of any exposure to plaintiff’s information. In making its
determination, the court may conduct an evidentiary hearing.

A plaintiff must also meet the specificity requirements of Fed. R. Civ. P. 65 in order to obtain
a TRO or preliminary injunction. Rule 65(b) requires a plaintiff to present “specific facts in an
affidavit or a verified complaint clearly show[ing] that immediate and irreparable injury, loss, or
damage will result to the movant before the adverse party can be heard in opposition.” From a
practical standpoint, it may be difficult for a plaintiff to identify specific harms caused by the
defendant’s use of plaintiff’s trade secrets given the inherent difficulty in predicting future events
and identifying the harm with specificity.

Chapter 5 explores case management issues relating to preliminary injunctive relief.

2.6.1.3 Post-Trial Injunctive Relief

Following a trade secret misappropriation verdict, the plaintiff can seek injunctive relief to
protect the trade secrets. In general, courts balance the following factors in determining whether
to issue injunctive relief: (1) whether the plaintiff has suffered irreparable harm; (2) whether
remedies available at law, such as monetary damages, are inadequate to compensate for the injury;
(3) consideration of the balance of hardships between the plaintiff and defendant; and (4) the
effects of injunctive relief on the public interest. See eBay Inc. v. MercExchange, L.L.C., 547 U.S.
388, 391 (2006).

The purpose of a trade secret injunction is to prevent a threatened or continuing
misappropriation. The question is how the order should be framed in order to meet that objective.
In most cases, the order will restrain use or disclosure of certain information.

Due to the nonexclusive character of trade secrets, see § 2.6.1, injunctive remedies are typically
more time-limited and conditional than those used in patent, copyright, and trademark cases. The
UTSA provides that “[u]pon application to the court, an injunction shall be terminated when the
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trade secret has ceased to exist, but the injunction may be continued for an additional reasonable
period of time in order to eliminate commercial advantage that otherwise would be derived from
the misappropriation.” UTSA § 2(a). The comment accompanying this provision explains that

the general principle . . . is that an injunction should last for as long as is necessary, but no
longer than is necessary, to eliminate the commercial advantage or ‘lead time’ with respect
to good faith competitors that a person has obtained through misappropriation. Subject to
any additional period of restraint necessary to negate lead time, an injunction accordingly
should terminate when a former trade secret becomes either generally known to good faith
competitors or generally knowable to them because of the lawful availability of products
that can be reverse engineered to reveal a trade secret.

For example, assume that A has a valuable trade secret of which B and C, the other
industry members, are originally unaware. If B subsequently misappropriates the trade
secret and is enjoined from use, but C later lawfully reverse engineers the trade secret, the
injunction restraining B is subject to termination as soon as B's lead time has been
dissipated. All of the persons who could derive economic value from use of the information
are now aware of it, and there is no longer a trade secret under Section 1(4). It would be
anti-competitive to continue to restrain B after any lead time that B had derived from
misappropriation had been removed.

If a misappropriator either has not taken advantage of lead time or good faith
competitors already have caught up with a misappropriator at the time that a case is
decided, future disclosure and use of a former trade secret by a misappropriator will not
damage a trade secret owner and no injunctive restraint of future disclosure and use is
appropriate. See, e.g., Northern Petrochemical Co. v. Tomlinson, 484 F.2d 1057 ([7th Cir.]
1973) (affirming trial court’s denial of preliminary injunction in part because an explosion
at its plant prevented an alleged misappropriator from taking advantage of lead time);
Kubik, Inc. v. Hull, 185 USPQ 391 (Mich. App. 1974) (discoverability of trade secret by
lawful reverse engineering made by injunctive relief punitive rather than compensatory).

UTSA § 2, cmt.; see MicroStrategy, Inc. v. Bus. Objects, S.A., 369 F. Supp. 2d 725, 732 (E.D. Va.
2005) (identifying factors used by federal courts in considering a motion to dissolve injunction,
and holding that the moving party has the burden of proof in showing that trade secrets no longer
qualify as such).

Due to the distinctive and often idiosyncratic nature of the harm caused by trade secret
misappropriation, courts have developed a wide range of remedial tools for crafting injunctive
relief. The principal options include limitations on the defendant’s employment activities, product
injunctions, affirmative obligations to protect trade secrets, and imposition of a constructive trust.

Section 10.8 discusses case management issues relating to permanent injunctive relief.

2.6.1.3.1 Limitations on Employment and Related Activities

Considerations of policies regarding employee mobility continue beyond the stage of
evaluating initial requests to impose limitations on accepting particular employment and may con-
tinue to the consideration of the proper scope of any permanent injunctions after trial. As discussed
at §10.8.4, a “permanent” injunction is not necesarily or even generally “perpetual.” Courts have
developed the concept of a “head start” injunction that is calibrated to restore as closely as possible
the pre-misappropriation competitive playing field. In Winston Research Corp. v. Minnesota
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Mining & Manufacturing Co., 350 F.2d 134 (9th Cir. 1965), the court confronted the question of
how to remedy ex-employees’ rapid development of a competing product using their prior
employer’s trade secrets. Plaintiff urged that the defendant employees should be enjoined in
perpetuity from using or disclosing the trade secrets. Defendants argued that such relief would
effectively force the employees to exit the field. While recognizing the societal interests in
employee mobility and the freedom to apply general skills, knowledge, and ingenuity, the court
recognized that

restrictions upon an employee’s disclosure of information that was developed as a result of
the employer’s initiative and investment, and which was entrusted to the employee in
confidence, are necessary to the maintenance of decent standards of morality in the
business community. Unless protection is given against unauthorized disclosure of
confidential business information by employees, employee-employer relationships will be
demoralized; employers will be compelled to limit communication among employees with
a consequent loss in efficiency; and business, espionage, deceit, and fraud among
employers will be encouraged.

Id. at 138. In balancing the considerations, the Ninth Circuit declined the trade secret owner’s
request for a perpetual injunction and affirmed the district court’s remedy barring the defendant
from disclosing or using the trade secrets for a period of two years and assigning certain patent
applications derived from those trade secrets to the trade secret owner. The remedy took into
consideration that the trade secrets would shortly be fully disclosed, through no fault of the
defendant, as a result of public announcements, demonstrations, and sales and deliveries of the
trade secret owner’s Mincom machines. The court noted that

[a] permanent injunction would subvert the public’s interest in allowing technical
employees to make full use of their knowledge and skill and in fostering research and
development. On the other hand, denial of any injunction at all would leave the faithless
employee unpunished where, as here, no damages were awarded; and he and his new
employer would retain the benefit of a headstart over legitimate competitors who did not
have access to the trade secrets until they were publicly disclosed. By enjoining use of the
trade secrets for the approximate period it would require a legitimate [trade secret owner]
competitor to develop a successful machine after public disclosure of the secret
information, the district court denied the employees any advantage from their faithlessness,
placed [the trade secret owner] in the position it would have occupied if the breach of
confidence had not occurred prior to the public disclosure, and imposed the minimum
restraint consistent with the realization of these objectives upon the utilization of the
employees’ skills.
Id. at 142.

Such head start injunctions are not limited to disputes with employees and can apply to
organizations. They can be calibrated to deal with a wide range of circumstances. Courts have held
that an indefinite injunction that extends beyond the head start period is inappropriate. See Tex.
Advanced Optoelectronic Sols., Inc. v. Renesas Elecs. Am., Inc., 895 F.3d 1304, 1318 (Fed. Cir.
2018). In rejecting a “temporally unlimited” injunction, the Eighth Circuit explained the rationale
for limiting injunctions in time:

[E]xtending the injunction beyond the time needed for independent development would
give the employer ‘a windfall protection and would subvert the public interest in fostering
competition and in allowing employees to make full use of their knowledge and ability.’
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We believe the part of the injunction prohibiting disclosure of trade secrets must be
limited in duration and, accordingly, reverse in part and remand the case to the district court
for consideration of the time it would take a “legitimate competitor” to independently
reproduce the information contained in the product and vendor files. On remand, the district
court should also modify the language of the injunction to expressly state that Harris may
use that information which is already in the public domain.

Sigma Chem. Co. v. Harris, 794 F.2d 371, 375 (8th Cir. 1986); see generally Richard F. Dole,
Jr., Permanent Injunctive Relief for Trade Secret Misappropriation Without an Express Limit upon
Its Duration: The Uniform Trade Secrets Act Reconsidered, 17 B.U. J. Sci. & Tech. L. 173, 191—
98 (2011) (collecting cases regarding durational limits). Courts have applied similar considerations
in fashioning the duration of preliminary injunctive relief, as evidenced in the PepsiCo v. Redmond
case (limiting preliminary injunction to six months). See also Verigy US, Inc. v. Mayder, 2008 WL
564634 (N.D. Cal. Feb. 29, 2008) (granting a five-month preliminary injunction to account for the
lag time defendant would have faced in getting to market absent misappropriation).

2.6.1.3.2 Production Injunctions

In some instances, courts will grant an injunction prohibiting the defendant from manu-
facturing any product of the type that it previously manufactured using the trade secret information.
See, e.g., Viscofan, S.A. v. U.S. Int’l Trade Comm’n, 787 F.2d 544 (Fed. Cir. 1986); Molex, Inc. v.
Nolen, 759 F.2d 474, 477 (5th Cir. 1985); Zoecon Indus. v. Am. Stockman Tag Co., 713 F.2d 1174,
1180 (5th Cir. 1983); Aerosonic Corp. v. Trodyne Corp., 402 F.2d 223 (5th Cir. 1968);
AutoPartSource, LLC v. Bruton, 2013 U.S. Dist. LEXIS 99396 (E.D. Va. July 16, 2013); E.L
DuPont de Nemours v. Kolon Indus., 894 F. Supp. 2d 691 (E.D. Va. 2012), remanded for new
trial, 564 F. App’x 710 (4th Cir. 2014); Gen. Elec. Co. v. Sung, 843 F. Supp. 776 (D. Mass. 1994);
Head Ski Co. v. Kam Ski Co., 158 F. Supp. 919, 924 (D. Md. 1958); cf. O2 Micro Int’l Ltd. v.
Monolithic Power Sys., Inc., 399 F. Supp. 2d 1064 (N.D. Cal. 2005) (recognizing the availability
of a product injunction but denying such relief). One court explained that when ‘“the
misappropriated trade secrets are inextricably connected to the defendant’s manufacture of the
product, a use injunction is ineffective because the misappropriator cannot be relied upon to
unlearn or abandon the misappropriated technology.” See E.I. DuPont de Nemours, 894 F. Supp.
2d at 711. Stated otherwise, the issuance of a product injunction is warranted if the misappropriator
would have difficulty completely divorcing its knowledge of the misappropriated trade secrets
from a future production or product to which the trade secrets related. See Monovis, Inc. v. Aquino,
905 F. Supp. 1205, 1234 (W.D.N.Y. 1994). The DTSA does not expressly provide for a product
injunction, although, among other things, the general rules applicable to injunctive relief permit
an enjoined party to seek to modify an injunction in the face of changed circumstances.

2.6.1.3.3 Affirmative Acts to Protect Trade Secrets

The UTSA authorizes courts to compel a defendant to carry out “affirmative acts to protect a
trade secret” “in appropriate circumstances.” UTSA § 2(c). The accompanying comment identifies
the return of “the fruits of misappropriation,” such as “stolen blueprints” or “surreptitious
photographs or recordings.” See Tracer Rsch. Corp. v. Nat’l Env’t Serv. Co., 843 F. Supp. 568,
580 (D. Ariz. 1993), rev’'d on other grounds, 42 F.3d 1292 (9th Cir. 1994). Courts have also
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e the destruction of materials containing or embodying trade secrets, see Gladstone v.
Hillel, 203 Cal. App. 3d 977, 988, 250 Cal. Rptr. 372, 379 (1988);

e the destruction of materials, see QZO, Inc. v. Moyer, 358 S.C. 246, 256, 594 S.E.2d
541, 547 (2004);

e the assignment of rights to the trade secret owner by the misappropriator of inventions
derived from the trade secrets, see Cubic Corp. v. Marty, 185 Cal. App. 3d 438, 451,
229 Cal. Rptr. 828, 834-35 (1986);

e the assignment of patents, see Winston Rsch. Corp. v. Minn. Mining & Mfg. Co., 350
F.2d 134, 140 (9th Cir. 1965);

e the notification by the misappropriator to customers of the injunction, see Cubic Corp.,
185 Cal. App. 3d at 451, 229 Cal. Rptr. at 834-35;

e the sealing of trial records, see In re Adobe Sys., Inc. Secs. Litig., 141 F.R.D. 155, 161—
62 (N.D. Cal. 1992);

¢ and obligation to monitor the behavior of a former employee, see Equus Comput. Sys.,
Inc. v. N. Comput. Sys., Inc., 2002 U.S. Dist. LEXIS 13539, at *16 (D. Minn. July 22,
2002).

Sections 5.2.3.1, 5.3.1.4, and 10.8.3 further discuss affirmative acts to protect trade secrets.

2.6.1.3.4 Constructive Trust

Courts can also impose a constructive trust where a defendant has taken and misused trade
secrets in breach of a fiduciary or confidentiality duty. See Tlapek v. Chevron Oil Co., 407 F.2d
1129, 1133-34 (8th Cir. 1969). Moreover, courts can impose a constructive trust on a third party
if it is unjustly enriched by the fraudulent actions of a party who violates a confidential
relationship. See, e.g., EEMSO, Inc. v. Compex Techs., Inc., 2006 U.S. Dist. LEXIS 67225, at *30—
31 (N.D. Tex. Aug. 31, 20006).

2.6.2 Compensatory Damages

In addition to or in lieu of injunctive relief, the UTSA, UTSA § 3(a), and the DTSA, 18 U.S.C.
§ 1836 (b)(3)(B)(1))(I) authorize a court to award damages for the actual loss caused by
misappropriation and provide that a complainant may recover for the unjust enrichment caused by
misappropriation that is not taken into account in computing damages for actual loss. The comment
to the UTSA explains that monetary recovery for trade secret misappropriation is “appropriate
only for the period in which information is entitled to protection as a trade secret, plus the
additional period, if any, in which a misappropriator retains an advantage over good faith
competitors because of misappropriation.” See Conmar Prods. Corp. v. Universal Slide Fastener
Co., 172 F.2d 150 (2d Cir. 1949) (providing no remedy for the period subsequent to disclosure of
trade secret by issued patent); Carboline Co. v. Jarboe, 454 S.W.2d 540 (Mo. 1970) (limiting
recoverable monetary relief to the period that it would have taken misappropriator to discover trade
secret without misappropriation).

2.6.2.1 Actual Loss

The plaintiff bears the burden of proving with reasonable certainty the damage caused by the
defendant’s misappropriation. Although a jury may “approximate” damages within a reasonable
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range, recovery for speculative matters is not permitted. See Storage Tech. Corp. v. Cisco Sys.,
Inc., 395 F.3d 921, 926-28 (8th Cir. 2005) (rejecting the theory that damage could be based on
price paid in later acquisition of ex-employees’ new company). However, it is enough that plaintiff
prove only the fact of damage with reasonable certainty; as in other matters of tort law, uncertainty
as to the amount of damage is not a bar to recovery. See Electro-Minatures Corp. v. Wendon Co.,
771 F.2d 23, 27 (2d Cir. 1985).

The economic loss attributable to trade secret misappropriation can manifest in various ways.
Trade secret owners commonly use lost profits resulting from the misappropriation as the measure
of compensation. Lost profits are based on the incremental loss, which is usually higher than the
average profit margin. See C. Albert Sauter Co. v. Richard S. Sauter Co., 368 F. Supp. 501, 515
(E.D. Pa. 1973). As in patent damages cases, the plaintiff must establish the decline in sales
resulting from the misappropriation. See Panduit Corp. v. Stahlin Bros. Fibre Works, Inc., 575
F.2d 1152 (6th Cir. 1978); Peter S. Menell et al., Patent Case Management Judicial Guide §§
7.3.4.7, 8.3.4.1, 14.43.2.1 (3d ed. 2016). The decline in sales following a misappropriation is
relevant in establishing lost profits. Also, as in patent cases, plaintiff’s provable losses may include
not only lost sales but price erosion, i.e., the extent to which plaintiff was required to meet the
unfair competition by reducing its prices. Profits may even be awarded for a product that has not
yet been marketed if plaintiff proves its probable success. See DSC Commc 'ns Corp. v. Next Level
Commc 'ns, 107 F.3d 322, 329 (5th Cir. 1997).

Monetary damages can also include the value of lost business opportunities. See Eagle Grp.,
Inc. v. Pullen, 114 Wash. App. 409, 420, 58 P.3d 292, 299 (2002). Some courts have also permitted
plaintiffs to recover for costs and expenses incurred as a result of the misappropriation. See, e.g.,
Dozor Agency, Inc. v. Rosenberg, 218 A.2d 583, 585-86 (Pa. 1966) (allowing recovery of
plaintiff’s expenses, including postage, office supplies and portions of salaries incurred in
attempting to retain the business). Courts have also awarded damages for reputational harm caused
by trade secret misappropriation. See World Wide Prosthetic Supply, Inc. v. Mikulsky, 246 Wis. 2d
461,471-72,631 N.W.2d 253, 258-59 (2001). The plaintiff’s loss can also include the fair market
value of secret information destroyed by the defendant’s unauthorized public disclosure of the
trade secret. See Precision Plating & Metal Finishing, Inc. v. Martin-Marietta Corp., 435 F.2d
1262, 1263 (5th Cir. 1970).

As discussed below, the DTSA and many versions of the UTSA authorize the award of a
reasonable royalty for misappropriator’s unauthorized disclosure or use of a trade secret.

2.6.2.2 Reasonable Royalty

There are two types of situations where awarding royalty relief is appropriate in trade secret
cases. The first arises when a court imposes a royalty in lieu of an injunction where it would be
“unreasonable” to prohibit future use. See UTSA § 2(b); DTSA 18 U.S.C. § 1836(b)(3)(A)(ii1).
The second arises where a reasonable royalty serves as an appropriate measure of damages. See
UTSA § 3(a); DTSA, 18 U.S.C. § 1836(b)(3)(B)(1)(II).

2.6.2.2.1 In Lieu of Injunctive Relief

Where circumstances make it unreasonable to prohibit future use of misappropriated trade
secrets, the UTSA authorizes courts to “condition future use upon payment of a reasonable royalty
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for no longer than the period of time the use could have been prohibited.” UTSA § 2(b). The DTSA
contains a similar provision. See 18 U.S.C. § 1836(b)(3)(A)(iii). This provision can effectively
give an “innocent misappropriator” who inextricably incorporates the plaintiff’s trade secrets into
its business or product before learning of the plaintiff’s interest in those secrets the equivalent of
a compulsory license.

Some courts have stretched this rule to extend to some misappropriators whose acts were not
found to be innocent. In Kilbarr Corp. v. Business Systems Inc., 679 F. Supp. 422 (D.N.J. 1988),
aff’d, 869 F.2d 589 (3d Cir. 1989), the court ordered a royalty in lieu of an injunction simply
because “too much time ha[d] passed and too many events had occurred to turn back the clock.”
Id. at 426. In some other cases, courts have ordered a royalty in lieu of injunction on public interest
grounds. See Republic Aviation Corp. v. Schenk, 152 U.S.P.Q. (BNA) 830, 834-35 (N.Y. Sup. Ct.
Jan. 13, 1967) (armament and control systems for jet fighters); cf. Weinberger v. Romero-Barcelo,
456 U.S. 305 (1982) (Navy’s use of land for training pilots). Another court entered a permanent
injunction but stayed it and allowed the payment of a royalty based on the defendant’s showing
that it could reverse engineer the trade secrets within a relatively short time. See Boeing Co. v.
Sierracin Corp., 716 P.2d 956, 957-58 (Wash. Ct. App. 1986).

2.6.2.2.2 Reasonable Royalties as a Form of Compensatory Damages

The UTSA and DTSA also authorize the award of a reasonable royalty as a measure of
compensatory damages for a misappropriator’s unauthorized disclosure or use of a trade secret.
See UTSA § 3(a); DTSA, 18 U.S.C. §1836 (b)(3)(B)(1)(i1). The availability of a reasonable royalty
under the UTSA varies by state. Some states have adopted versions of the UTSA that limit the
availability of royalties. See, e.g., Cal. Civ. Code §3426.1 (limiting the availability of a reasonable
royalty award to circumstances when “neither damages nor unjust enrichment caused by
misappropriation are provable” and limiting the duration to “no longer than the period of time the
use could have been prohibited”); Ind. Code § 24-2-3-4(b) (similar rule). Other states do not
expressly authorize the award of a reasonable royalty. See Alaska Stat. Ann. § 45.50.915; Ark.
Code Ann. § 4-75-606; Conn. Gen. Stat. Ann. § 35-53; La. Rev. Stat. Ann. § 51:1433; Wash. Rev.
Code Ann. § 19.108.030.

The use of the hypothetical license, or “royalty,” approach can be particularly appropriate in
cases where the secret information was used to improve a manufacturing process or a part of a
manufactured product, or where the defendant has not yet profited from the misappropriation. See
Linkco, Inc. v. Fujitsu Ltd., 232 F. Supp. 2d 182, 186 (S.D.N.Y. 2002).

As in patent cases, the analysis posits a “hypothetical negotiation” in which the trade secret
owner is willing, albeit reluctantly, to grant an interest in the secret. Some decisions assessing the
appropriateness of particular royalty calculations look to methods suggested by patent law. See
Georgia-Pac. Corp. v. U.S. Plywood Corp., 318 F. Supp. 1116 (S.D.N.Y. 1970); Peter S. Menell
et al., Patent Case Management Judicial Guide §§ 7.3.4.7, 7.4.3.2.1-2, 8.3.4.2, 14.4.3.1.4 (3d ed.
2016). Under this framework, courts examine a broad range of factors including the effect on the
parties’ competitive posture; the terms of other licenses; the value of the secret to the plaintiff,
including the cost of its development; and the nature and extent of the defendant’s intended use.
This method of determining damages focuses on the time of the misappropriation and attempts to
fix the amount that the defendant would have been willing to pay to get the secret information
properly. See Univ. Computing Co. v. Lykes-Youngstown Corp., 504 F.2d 518, 536 (5th Cir. 1974).
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Other cases and authorities consider additional or different factors, recognizing differences in
the patent and trade secret rights. See Vt. Microsys., Inc. v. Autodesk, Inc., 88 F.3d 142 (2d Cir.
1996); MacDermid Printing Sols. LLC v. Cortron Corp., 833 F.3d 172, 191-92 (2d Cir. 2016)
(holding that it was sufficient for expert to assume that plaintiff would not have agreed to an
amount less than its cost to develop the secret); Jon Putnam, Trade Secret Valuation: Should
Georgia Pacific Be On Your Mind? Practicing Law Institute, Trade Secret Course Handbook No.
252840 (2018).

The fact that a plaintiff might have been willing to license its trade secrets does not in itself
require a royalty measure of damages, or prevent an unjust enrichment measure. See Russo v.
Ballard Med. Prods., 550 F.3d 1004, 1020-21 (10th Cir. 2008). It may matter less what the
defendant later did with the information than what it hoped to do; indeed, damages may be awarded
for misappropriation of information that was never used at all. See Storagecraft Tech. Corp. v.
Kirby, 744 F.3d 1183, 1186 (10th Cir. 2014) (holding that a reasonable royalty is the appropriate
measure of damages where defendant did not gain personally and competitor to which disclosure
was made did not commercially use trade secrets). Thus, the “royalty measure” gets at the actual
value of that which was taken.

2.6.2.3 Disgorgement of Profits

Reflecting unjust enrichment principles, the UTSA also authorizes the plaintiff to disgorge the
defendant’s ill-gotten gains attributable to the misappropriation that are not taken into account in
computing the plaintiff’s actual loss. UTSA § 3(a); 18 U.S.C. § 1836 (3)(B)(i)(II); Restatement
(Third) Unfair Comp. § 45 (providing that “[o]ne who is liable to another for an appropriation of
the other’s trade secret . . . is liable for the pecuniary loss to the other caused by the appropriation
or for the actor’s own pecuniary gain resulting from the appropriation, whichever is greater, unless
such relief is inappropriate” for a variety of other considerations); Jet Spray Cooler, Inc. v.
Crampton, 377 Mass. 159, 172-79, 385 N.E.2d 1349, 1358-61 (1979). An award of the
defendant’s net profits may be appropriate even when the defendant does not use the trade secret
in competition with the plaintiff. See Collelo v. Geographic Servs., Inc., 727 S.E.2d 55, 61 (Va.
2012) (“[T]he Trade Secrets Act does not require that one who is accused of misappropriating a
trade secret use the allegedly misappropriated trade secret to compete with the holder of the trade
secret.”). This might be expressed as profits on sales made possible by product development that
was accelerated by the misappropriation. See Engelhard Indus., Inc. v. Rsch. Instrumental Corp.,
324 F.2d 347, 353 (9th Cir. 1963).

With proper support, the plaintiff can recover the entirety of the defendant’s profit. See C&F
Packing Co. v. IBP, Inc., 224 ¥.3d 1296, 1304 (Fed. Cir. 2000). However, the defendant can limit
disgorgement to the portion of defendant’s profits attributable to the misappropriation. See Med.
Staffing Network, Inc. v. Ridgway, 670 S.E.2d 321, 330 (N.C. App. 2009) (reversing trial court’s
award of defendant’s net profits and remanding to determine profits attributable to
misappropriation).

In some cases, the defendant’s gain from misappropriation flows from savings of time, effort,
and business risk—avoided development costs. In that event, a restitutionary remedy might be
aimed at disgorgement of this benefit using the “standard of comparison” method—comparing the
cost to the defendant of achieving its objective to what the cost would have been absent the
misappropriation. See Int’l Indus., Inc. v. Warren Petroleum Corp., 248 F.2d 696, 699 (3d Cir.
1957). In performing this calculation, the trier of fact may consider the plaintiff’s cost of
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developing the trade secret as proof of what the defendant avoided. See, e.g., Salsbury Labs., Inc.
v. Merieux Labs., Inc., 908 F.2d 706, 714 (11th Cir. 1990) (awarding one-third of the amount
plaintiff had spent on development and marketing of vaccine). In appropriate circumstances, the
cost and likelihood of successful reverse engineering should also be considered. See Tex. Advanced
Optoelectronic Sols., Inc. v. Renesas Elecs. Am., Inc., 895 F.3d 1304, 1318 (Fed. Cir. 2018)
(vacating jury award that was not limited to head start period following successful reverse
engineering). In some cases, a defendant’s unjust enrichment can be calculated based on the
defendant’s cost savings by not having to engage in its own development effort. This can be
measured directly using avoided costs or by using fair market value of the secrets as a proxy. See
Cardiocall, Inc. v. Serling, 492 F. Supp. 2d 139, 154 (E.D.N.Y. 2007) (awarding plaintiff its
purchase price of third-party software defendant misappropriated and used to take business from
plaintiff). Establishing damages for the benefit conferred does not require proof that the defendant
has succeeded in making a profit and can be based on the value of what was received. See Epic
Sys. Corp. v. Tata Consultancy Servs. Ltd., 2017 U.S. Dist. LEXIS 162288, at *17 (W.D. Wis.
Sept. 29, 2017) (awarding $140 million for use of secret information to create a “comparative
analysis” that helped the defendant to compete with the plaintiff’s product).

New York has not adopted the UTSA. Notably, New York’s common law does not generally
award the defendant’s avoided development costs as a remedy. See, e.g., E.J. Brooks Co. v.
Cambridge Security Seals, 31 N.Y.3d 441, 105 N.E. 3d 301 (2018).

The Restatement (Third) of Unfair Competition discusses allocation of burdens in proving
disgorgement of profits:

The traditional form of restitutionary relief in an action for the appropriation of a trade
secret is an accounting of the defendant’s profits on sales attributable to the use of the trade
secret. The general rules governing accountings of profits are applicable in trade secret
actions. The plaintiff is entitled to recover the defendant’s net profits. The plaintiff has the
burden of establishing the defendant’s sales; the defendant has the burden of establishing
any portion of the sales not attributable to the trade secret and any expenses to be deducted

in determining net profits. . . . The defendant must account not only for profits earned on
sales of products incorporating the trade secret, but also on other sales dependent on the
appropriation. . . .

If the trade secret accounts for only a portion of the profits earned on the defendant’s sales,

such as when the trade secret relates to a single component of a product marketable without

the secret, an award to the plaintiff of defendant’s entire profit may be unjust. . . .
Restatement (Third) Unfair Comp. § 45 cmt. f. Under this framework, the plaintiff has the burden
of establishing the defendant’s sales “attributable to the trade secret.” See ADA Motors, Inc. v.
Butler, 432 P.3d 445, 451 (Wash. App. 2018). The burden then shifts to the defendant to prove
deductions from that amount to determine net profits.

2.6.3 Interplay of Injunctive Relief and Compensatory Damages: No Double
Recovery

Although the UTSA recognizes that both injunctive relief and compensatory damages can be
awarded as part of a remedial package, the effective relief cannot overlap. Thus, while it is entirely
proper to award damages for accumulated misuse and at the same time to enjoin future use of the
trade secret, or to award future damages even after entry of a preliminary injunction but no
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permanent injunction, see Resman v. Karya Property Mgm’t, LLC, 2021 WL 3403935 (E.D. Tex.
March 18,2021), it would be inappropriate to enter both a forward-looking injunction and a money
judgment that included compensation for both past and future losses. See UTSA § 3, cmt., 14
U.L.A. 456 (“A claim for actual damages and net profits can be combined with a claim for
injunctive relief, but, if both claims are granted, the injunctive relief ordinarily will preclude a
monetary award for a period in which the injunction is effective.”).

2.6.4 Exemplary Damages

The UTSA and the DTSA authorize the award of “exemplary,” or punitive, damages if “willful
and malicious misappropriation exists” of up to double the compensatory damage award. UTSA
§ 3(b); DTSA 18 U.S.C. § 1836(b)(3)(C). The UTSA comment analogizes this authority to the
discretion afforded judges in patent cases to award up to treble damages. See 35 U.S.C. § 284.

The phrase “willful and malicious” covers behavior that is motivated by spite or ill will and
disregards the rights of another with knowledge of probable injury. See Am. Sales Corp. v.
Adventure Travel, Inc., 862 F. Supp. 1476, 1480-81 (E.D. Va. 1994). The factual findings that
have been held to justify exemplary damages have involved “calculated, deliberate and
reprehensible” conduct, misrepresentation, and attempts to cover up theft of documents. See Sperry
Rand Corp. v. A-T-O, Inc., 447 F.2d 1387, 1394 (4th Cir. 1971).

The Seventh Circuit has held that an award of exemplary damages under the UTSA is subject
to constitutional due process limitations. See Epic Sys. Corp. v. Tata Consultancy Svcs., Ltd, 980
F. 3d 1117 (7th Cir. 2020). The question of the interplay between a state law limitation on
exemplary damages (which authorized the amount award) and the Constitution was not preserved.

2.6.5 Attorney’s Fees

The UTSA and DTSA authorize the award of attorney’s fees, within the judge’s discretion, to
the prevailing party where: “(1) a claim of misappropriation is made in bad faith, (i1) a motion to
terminate an injunction is made or resisted in bad faith, or (iii) willful and malicious
misappropriation exists.” UTSA § 4; DTSA, 18 U.S.C. §1836(b)(3)(D). The UTSA comment notes
that this provision

allows a court to award reasonable attorney fees to a prevailing party as a deterrent to
specious claims of misappropriation, to specious efforts by a misappropriator to terminate
injunctive relief, and to willful and malicious misappropriation. In the latter situation, the
court should take into consideration the extent to which a complainant will recover
exemplary damages in determining whether additional attorney’s fees should be awarded.

The UTSA comment and the text of the DTSA also reserve the award of attorney’s fees to the
judge even in cases tried to a jury, following the patent law model. See 35 U.S.C. § 285.
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2.7 Distinctive Features of Trade Secret

2.7.1 Distinctions from and Interplay with Patent, Copyright, and Trademark
Protection

2.7.1.1 Patent

If trade secrets can be described as the universe of potentially useful (but not generally known)
information, then patent law covers a small galaxy within that universe. Patents—exclusive rights
granted by the federal government—protect claimed inventions and discoveries meeting specified
subject matter, novelty, non-obviousness, and disclosure requirements, as opposed to potentially
useful, not generally known information. These inventions and discoveries include new and useful
processes, machines, manufactures, and compositions of matter. 35 U.S.C. § 101. Patent rights are
defined precisely by a set of written “claims.” This differs substantially from trade secrets, which
often are not clearly identified until they are litigated.

A major difference between patent and trade secret protection is the exclusivity of the right. A
patent confers the right to exclude others from making, using, selling, offering for sale, or
importing the claimed invention for 20 years from the filing of the patent application. Trade secret
law provides no exclusivity but merely protects against impermissible means of discovering, using,
or disclosing the secret. Of course, so long as no one else makes the discovery, the holder possesses
a unique and potentially permanent advantage. But trade secret protection brings with it the
constant concern that others will land on the same spot. As the Supreme Court has said, “where
patent law acts as a barrier, trade secret law functions relatively as a sieve.” Kewanee Oil Co. v.
Bicron Corp., 416 U.S. 470, 490 (1974).

Publication of a patent destroys, prospectively, any trade secret in the information expressed
in the patent. See Scharmer v. Carrollton Mfg. Co., 525 F.2d 95, 99 (6th Cir. 1975); see also Tewari
De-Ox Sys., Inc. v. Mountain States/Rosen, L.L.C., 637 F.3d 604, 612 (5th Cir. 2011) (observing
that publication of a patent application discloses any proprietary information contained therein).
However, trade secret rights are maintained in any collateral but related information that is not
disclosed in the patent. See Atl. Rsch. Mktg. Sys., Inc. v. Troy, 659 F.3d 1345, 1357 (Fed. Cir.
2011) (jury allowed to decide whether trade secret existed that was not disclosed in patent).
Moreover, if a misappropriation has already occurred by the time a patent issues, the claim
survives, and the defendant faces the risk of a “head start” injunction prohibiting use of the
(former) secret for a period of time necessary to purge the unfair advantage acquired by the
misappropriation along with any applicable damages. However, if a patent application is denied
or withdrawn before publication, the claimed matter can remain a trade secret indefinitely.

The Supreme Court ruled in Kewanee Oil, 416 U.S. 470, and later reaffirmed in Bonito Boats,
Inc. v. Thunder Craft Boats, Inc., 489 U.S. 141 (1989) that federal patent protection does not
preempt state trade secret protection. The Court in Kewanee viewed the two regimes as
complementary. In Bonito Boats, the Court emphasized that trade secret law is consistent with the
patent philosophy of preserving the availability of matter in the public domain, does not bar reverse
engineering or independent discovery of the secret matter, and protects a fundamental right of
privacy.
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2.7.1.2 Copyright

Unlike both patent protection and trade secret protection, copyright law does not protect
inventions nor information, but only original expression. Although traditionally focused on the
expressive arts—such as literary, artistic, and musical expression—copyright law has become
more relevant to technological pursuits through its protection of computer software and design
features. Various limiting doctrines aim to bar copyright protection for functional features of
copyrightable works. See Baker v. Selden, 101 U.S. 99 (1879); 17 U.S.C. § 102(b) (“In no case
does copyright protection for an original work of authorship extend to any idea, procedure, process,
system, method of operation, concept, principle, or discovery, regardless of the form in which it is
described, explained, illustrated, or embodied in such work.”); 17 U.S.C. § 101 (definition of
“[plictorial, graphic, and sculptural works” excludes “mechanical or utilitarian aspects”). The
boundary between expression and function can, however, be difficult to delineate.

Although the Copyright Act preempts “legal or equitable rights that are equivalent to any of
the exclusive rights within the general scope of copyright” subject to limited exceptions, 17 U.S.C.
§ 301, such restrictions do not generally bar trade secret protection. Assuming that a work qualifies
as copyrightable subject matter, grants of rights by state law are preempted if they are “equivalent”
to any of the exclusive rights established by the Copyright Act, principally reproduction, the
making of derivative works, and distribution. Because trade secret claims are based on confidenti-
ality, they are not preempted by the Copyright Act. See Computer Assocs. Int’l, Inc. v. Altai, Inc.,
982 F.2d 693, 717-21 (2d Cir. 1992).

The interplay of trade secret protection and copyright protection arises most significantly with
regard to copyright registration and deposit. Although copyright registration is not a prerequisite
to copyright protection, it affords copyright owners various benefits, such as presumption of
ownership and validity, eligibility for statutory damages, attorney fees, and costs of suit, and is
required to enforce copyright protection in court or at the ITC. The Copyright Office provides
special rules that allows software companies to register their source code without jeopardizing
trade secret protection. If the source code contains trade secrets, the owner can choose one of
several options for submitting only a portion of the source code that will maintain its secrecy. See
U.S. Copyright Office, Copyright Registration of Computer Programs, Circular 61 (rev. 5/2020)
(providing, for example, the submission of the first and last twenty-five pages of the code while
blocking out the portions containing trade secret material, provided that the blocked out portions
are less than 50% of the deposit), https://www.copyright.gov/circs/circ61.pdf.

Thus, copyright and trade secret protection can and often do coexist. The “publication”
inherent in claiming copyright protection does not necessarily destroy the required secrecy so long
as distribution of the work is controlled (for example, by distributing computer programs only in
object code form) and limited to those who are bound by confidentiality obligations. However,
failure to provide by contract that a work is “for hire” can result in ownership by an individual
acting as an independent contractor (even if called an “employee,” see Cmty. for Creative Non-
Violence v. Reid, 490 U.S. 730, 740 (1989) (basing the employee determination on the Restatement
Agency)), preventing the employer from asserting a trade secret interest in the information it
contains. Nonetheless, assuming that formalities are met, both trade secret and copyright protection
can subsist and afford the owner broader and more effective protection than either alone.
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2.7.1.3 Trademark

Trademark law protects the owner of a mark, as well as the public, from confusion that might
otherwise arise from false or misleading information regarding a product and its source. Because
trademark law is not directed at protecting information or inventions, there is virtually no overlap
in the abstract with trade secret law. Trade secret claims may be brought in parallel with those
based on the Lanham Act, which is not preemptive. See World Wide Prosthetic Supply, Inc. v.
Mikulsky, 640 N.W.2d 764, 772 (Wis. 2002).

2.7.2 The Breadth of Trade Secret Subject Matter

Trade secret law covers an enormous range of information. Its broad sweep reflects in part the
goals of encouraging research and the sharing of sensitive information in modern business
relationships.

By contrast, patents must “contain a written description of the invention, and of the manner
and process of making and using it, in such full, clear, concise, and exact terms as to enable any
person skilled in the art . . . to make and use” the invention. 35 U.S.C. § 112(a). The specification
must conclude with claims “particularly pointing out and distinctly claiming the [patented] subject
matter.” 35 U.S.C. § 112(b). The rights become enforceable only after the application has been
reviewed, approved by a patent examiner, and published. While there are often questions as to the
meaning and scope of patent claims, the record of patent claims is available for all to see. A trade
secret, by contrast, is hidden from view, known only to the owner and the owner’s employees,
contractors, and business partners, until it becomes relevant to a lawsuit, business transaction, or
a few other circumstances, such as a governmental investigation or whistleblower action alleging
fraud against the government or shareholders.

It is not necessary to describe most trade secrets at the level of detail required for patent claims.
Due to the exclusionary nature of the patent right, it is necessary to provide detailed delineation so
that competitors can predictably determine their exposure and alternatives. Patent litigation
focuses on novelty and non-obviousness, which compare the claimed invention to the prior art, as
well as infringement, which compares the accused device, method, or composition of matter to the
accused product or method.

By contrast, trade secret rights are not exclusive. Other inventors are free to practice the same
process or use a similar customer list that they have developed. Competitors may reverse engineer
products to determine underlying trade secrets. Therefore, a trade secret description in litigation
does not have to meet the “enablement” requirement of a patent application, which demands
disclosure sufficient to teach skilled artisans how to make and use the claimed invention.

The touchstone of the flexible standard must be balance. One should be skeptical of extreme
arguments on either side. The plaintiff should not be able to get away with gossamer conclusions
or illusory collections of jargon that provide no guidance for discovery and no hope for a future
disposition that intelligently distinguishes the nature of the secret from that which is well known,
readily accessible, or nothing more than skill. On the other hand, recognizing that the notion of
trade secrets covers an enormously broad area of information (vastly broader than patentable
subject matter), and that trade secrets are by their nature often difficult to describe, the defendant
should not be permitted to bring the lawsuit to a halt while engaging in a feckless search for the
perfect and precise expression of the plaintiff’s claim. Chapter 4 explores the “identification issue”
that pertains to trade secret litigation.
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2.7.3 Common Fact Patterns in Trade Secret Cases

Most trade secret lawsuits involve employees allegedly using their former employer’s secrets
to benefit themselves or a competitor. One of the most frequently litigated issues in those lawsuits
1s who owns what information. Thus, an often-seen early issue is whether information constitutes
a trade secret that belongs to the company or is part of the employee’s “personal tool kit” of skill
and knowledge, which can be taken from job to job.

Whether the employer owns an employee’s invention depends primarily on whether inventing
is part of the job. If an invention results from work done by the employee within the scope of his
or her assigned duties, then the employer owns it. The same rule applies to independent contractors
hired to perform inventive work. Because this common law rule derives from the nature of the
employment relationship, it applies even in the absence of a written contract that requires the
employee to assign inventions. See Teets v. Chromalloy Gas Turbine Corp., 83 F.3d 403,407 (Fed.
Cir. 1996).

If the employee is not “hired to invent” and the invention did not result from the employee’s
assigned work, then the employee owns the invention. This rule is subject to several conditions.
For example, if the employer’s trade secrets were used without authorization as part of the
inventive process, then the employee may be liable for misappropriation. For another example, if
the invention was created using other resources of the employer, such as equipment, supplies or
employee time, then the employee’s ownership may be subject to state law recognition of the
employer’s “shop right,” which grants the employer a nonexclusive royalty-free license to use, but
not to transfer, the invention. See United States v. Dubilier Condenser Corp., 289 U.S. 178 (1933);
Beriont v. GTE Lab’ys, Inc., 535 F. App’x 919 (Fed. Cir. 2013); ¢f- McElmurry v. Ark. Power &
Light Co., 995 F.2d 1576, 1583 n.15 (Fed. Cir. 1993) (recognizing employer’s shop right where
inventor/patentee was a consultant).

Many trade secret cases arise where an employer detects unusual behavior by a departing
employee. This may involve unauthorized or extraordinary accessing or downloading of files on a
company’s computer network, accessing restricted areas, and furtive email communications.

Another common fact pattern involves transactions between corporations in which confidential
information is exchanged. Generally, confidentiality of a relationship is either defined by contract
or, if not, can be inferred from the surrounding circumstances, including the disclosing party’s
reasonable expectation that the one who receives the information is doing so for a limited purpose.
Disputes can arise, for example, when a strategic acquisition fails to materialize, and the entrusted
party uses the information to compete with its erstwhile partner.

Other recurring fact patterns are discussed in § 3.13, addressing challenges and opportunities
various patterns may pose for resolving disputes short of trial.

With the growing importance of computer networks and cloud-based information storage,
trade secret misappropriation increasingly occurs in cyberspace. Common points of entry include
recently departed employees who retain access to their former employers’ computer systems,
consultants, vendors, and customers who have limited access to cloud-based resources, and
hackers who are able to circumvent security systems. In addition to raising trade secrecy concerns,
these activities might also violate contractual limitations, employment contracts, and the Computer
Fraud and Abuse Act. We explore these common coincident claims in § 2.8.

)
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2.7.4 Combination Trade Secrets and Negative Trade Secrets

Information will not be denied trade secret status merely because each element can be found
somewhere in the public domain. Courts have consistently held that there can be discovery and
value in the act of combining available ideas and data into something useful. One can also add a
secret modification to public domain information and have a trade secret in the resulting
combination.

This approach is frequently applied to processes and formulas, many aspects of which are
derived or can be found in publicly available sources. Courts are thus required to distinguish
between what happened (alleged misappropriation) and what might have happened. The plaintiff
will contend that its approach reflects specialized knowledge and skill in combining the publicly
available information, whereas the defendant will respond by showing how the asserted secret is
little more than the application of conventional skills to known problems using available data. As
in the context of patent law’s nonobviousness doctrine, the court will need to avoid hindsight
bias—the concern that information is obvious after we know that it works. Courts sometimes reject
this reverse-engineering-by-hindsight defense because the effort seemed to have been inspired or
even guided by the defendant’s knowledge of the trade secret.

Courts must also be attentive to proverbial “dogs that don’t bark™ in dealing with allegations
that a defendant misappropriated negative trade secrets—i.e., information showing what doesn’t
work or works less optimally than other solutions. See, e.g., Revere Transducers, Inc. v. Deere &
Co., 595 N.W.2d 751, 767 (Iowa 1999) (affirming judgment of breach of confidentiality by
employees for making device that—although not a copy—took advantage of knowledge of
employer’s problems with the original).

2.8 Common Coincident Claims

Trade secrets claims are often joined with other causes of action. The most common coincident
claims are breach of contract, employment-related disputes, business torts, privacy-related claims,
and racketeering. This section concludes with a discussion of preemption.

2.8.1 Breach of Non-Disclosure Agreements and Other Contracts

Contract law can be used to enforce an agreement of confidentiality based on a non-disclosure
agreement. While the use of NDAs alone may not be sufficient in all cases to meet the reasonable
efforts requirement, it is often a critical feature of the trade secret owner’s efforts. See Yellowfin
Yachts, Inc. v. Barker Boatworks, LLC, 898 F.3d 1279, 1300 (11th Cir. 2018) (finding that plaintiff
did not take reasonable efforts to maintain the secrecy of its trade secrets where it had allowed
defendant employee full access with no NDA and failed to demand return after employee
departed). Even if an employee or contractor cannot be sued for trade secret misappropriation
because the plaintiff cannot prove that the information at issue qualifies for trade secret protection,
the plaintiff might nonetheless be able to pursue a separate breach of contract action based on the
defendant’s breach of the non-disclosure contract.

NDAs need not necessarily be in writing to be enforceable. See Learning Curve Toys, Inc. v.
PlayWood Toys, Inc., 342 F.3d 714 (7th Cir. 2003). Even without an express agreement, certain
relationships (such as employer/employee) are typically deemed by their nature to imply an
obligation of confidence. See Wilson Mfg.Co. v. Fusco, 258 S.W.3d 841, 847 (Mo. Ct. App. 2008);
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Abernathy-Thomas Eng’g Co. v. Pall Corp., 103 F. Supp. 2d 582, 604 (E.D.N.Y. 2000); United
States v. Howley, 707 F.3d 575, 580 (6th Cir. 2013). Further, when information is disclosed to one
who should by the circumstances understand that it is to be used only for a limited purpose, that
permission extends no further, and the disclosure will be deemed protected. Examples include the
examination of a business by a prospective acquirer, and the provision of drawings and other infor-
mation to a vendor to enable the fabrication of a device. See Phillips v. Frey, 20 F.3d 623, 632 (5th
Cir. 1994); Nat. Organics, Inc. v. Proteins Plus, Inc., 724 F. Supp. 50, 53 (E.D.N.Y. 1989).

The remedies for breach of contract can differ from trade secret damages. As § 2.6.2 discusses,
trade secret law authorizes “damages for the actual loss caused by misappropriation” and
disgorgement for unjust enrichment caused by misappropriation above and beyond actual loss—
amounts that are generally not recoverable for breach of contract. Damages for breach of contract
are “the natural and probable consequence of the breach.” See Town & Country Linen Corp. v.
Ingenious Designs LLC, 2022 WL 2757643, at *6 (S.D.N.Y. Jul. 14, 2022) (quoting Kenford Co.
v. County of Erie, 73 N.Y.2d 312, 540 N.Y.S.2d 1, 537 N.E.2d 176, 178 (1989), and citing Hadley
v. Baxendale, 156 Eng. Rep. 145 (Ex. 1854)).

On the other hand, the monetary recovery for trade secret misappropriation is limited to the
period in which information is entitled to protection as a trade secret, plus any additional period in
which a misappropriator retains an unfair advantage. By contrast, depending on the wording of the
contract, courts will continue to enforce trade secret royalty agreements even after the trade secrets
have ceased to be trade secrets. In Warner-Lambert Pharmaceutical Co. v. John J. Reynolds, Inc.,
178 F. Supp. 655 (S.D.N.Y. 1959), aff’d 280 F.2d 197 (2d Cir. 1960), the court rejected plaintift’s
request to terminate royalty payments to the licensor of the formula for Listerine mouthwash after
the formula entered the public domain, noting that plaintiff had received a significant benefit from
the head start it received. In Aronson v. Quick Point Pencil Co., 440 U.S. 257 (1979), the Supreme
Court refused to relieve the licensee of continued payment of royalties after patent protection was
denied and the product was being freely copied in the market. The Court emphasized that the
parties had anticipated this possibility in their agreement since the contract called for a reduced
payment in the event a patent could not be obtained. In effect, the licensee became the only entity
in the world burdened by a royalty in marketing this product. But like the licensee of Listerine, it
had received unique value from the licensor by getting a head start on its competition.

2.8.1.1 Breach of Non-Disclosure Agreement to Report Allegedly Illegal
Activity and the Public Policy Bar on Contract Enforcement

Notwithstanding the general enforceability of NDAs, a breach of NDA action against a person
who reports allegedly illegal information to the government (or consults with an attorney regarding
such matters) fits squarely within the public policy exception to contract enforcement. Courts
generally bar enforcement of contracts and contract terms that are contrary to public policy and a
growing list of statutes and agency rulings make the enforcement—or in some cases, even the
inclusion of such terms in contracts—unlawful.

The Restatement (Second) of Contracts states:

(1) A promise or other term of an agreement is unenforceable on grounds of public policy
if legislation provides that it is unenforceable or the interest in its enforcement is clearly
outweighed in the circumstances by a public policy against the enforcement of such terms.

(2) In weighing the interest in the enforcement of a term, account is taken of
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(a) the parties’ justified expectations,
(b) any forfeiture that would result if enforcement were denied, and
(c) any special public interest in the enforcement of the particular term.

(3) In weighing a public policy against enforcement of a term, account is taken of
(a) the strength of that policy as manifested by legislation or judicial decisions,
(b) the likelihood that a refusal to enforce the term will further that policy,

(c) the seriousness of any misconduct involved and the extent to which it was
deliberate, and

(d) the directness of the connection between that misconduct and the term.
Restatement (Second) Contracts § 178.

This limitation on contract enforcement encompasses a broad view of public policy. “Courts
are not prohibited from deciding whether a contract is . . . against public policy simply because
there is not a statute that specifically limits contract terms . . . . [Such a ruling] is an inherent
equitable power of the court and does not require prior legislative action.” State ex rel. King v. B
& B Inv. Grp., Inc., 329 P.3d 658, 670 (N.M. 2014); see Kashani v. Tsann Kuen China Enter. Co.,
118 Cal. App. 4th 531, 542 (2004) (noting that “[f]or purposes of illegality, the ‘law’ is a broad
term”); Cariveau v. Halferty, 83 Cal. App. 4th 126, 132 (2000) (stating that public policy “may be
implied from the language” of a statute); Green v. Ralee Eng’g Co., 19 Cal. 4th 66, 80 (1998)
(noting that a public policy may “be enunciated in administrative regulations that serve the
statutory objective”). The application of this doctrine requires a balancing of various factors.

The DTSA whistleblower immunity provision as well as whistleblower statutes (such as the
False Claims Act) and state public policies provide a strong foundation for whistleblowers to de-
fend breach of NDA cause of actions targeting reporting of suspected illegal activity on the ground
that such lawsuits are against public policy. See § 2.4.1; Cal. Labor Code § 1102.5(b) (forbidding
retaliation against an employee who discloses “information to a government or law enforcement
agency, where the employee has reasonable cause to believe that the information discloses a
violation of state or federal statute, or a violation or noncompliance with a state or federal rule or
regulation”). Furthermore, confidential reporting of such activity in a manner that does not disclose
alleged trade secrets minimizes the risks to trade secret owners of the loss of trade secret protection.
See Erhart v. Bofl Holding, Inc., 2017 WL 588390, at *5—17 (S.D. Cal. Feb. 14, 2017) (rejecting
summary judgment motions to defeat public policy defense); Siebert v. Gene Sec. Network, Inc.,
2013 WL 5645309, at *2, *7 (N.D. Cal. Oct. 16, 2013) (noting that although the False Claims Act
does not expressly address relator liability for breach of an NDA, the NDA could be unenforceable
“if a ‘substantial public interest would be impaired’” by its enforcement (quoting United States ex
rel. Green v. Northrop Corp., 59 F.3d 953, 962 (9th Cir. 1995)).

In addressing application of the public policy bar on contract enforcement, courts should bear
in mind that passage of DTSA’s whistleblower immunity provision in 2016 reinforces statutory
recognition of the public policy insulating whistleblowers from retaliatory actions and affords
whistleblowers immunity irrespective of the quantity of information involved, so long as their
purpose in removing or retaining such information was proper. Thus, cases such as Cafasso, United
States ex rel. v. General Dynamics C4 Systems Inc., 637 F.3d 1047 (9th Cir. 2011), which subjected
whistleblowers to a high burden to justify the amount of confidential information removed or
retained even under exigent circumstances, have been effectively overruled.
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2.8.1.2 Employee Restrictive Covenants

In addition to NDAs, a party may use other contractual measures to limit an employee from
using or disseminating information gained in the course of employment. These often include
assignment agreements, trailer clauses, non-competition agreements, and non-solicitation
agreements.

2.8.1.3 Assignment Agreements

Assignments are generally enforceable with regard to inventions made within the scope of
employment. In some cases, assignment agreements extend to all inventions made by an employee,
whether or not at the employer’s facilities, during work hours, or within the scope of employment.
Several states proscribe such broad covenants. See, e.g., Cal. Lab. Code § 2870 (prohibiting
employers from requiring assignment of “invention[s] that the employee developed entirely on his
or her own time without using the employer’s equipment, supplies, facilities, or trade secret
information” unless the invention relates to the employer’s current or demonstrably anticipated
business); Minn. Stat. Ann. § 181.78; N.C. Gen. Stat. § 66-57.1 to 57.2; Wash. Rev. Code Ann.
§ 49.44.140. By contrast, Nevada automatically assigns inventions to an employer provided they
were developed in the course of employment and relate to the scope of the employee’s work,
whether or not the employee signs an invention assignment agreement. See Nev. Rev. Stat. Ann.
§ 600.500.

2.8.1.4 Trailer Clauses

To discourage employees from withholding inventions made during their employment,
employers sometimes impose a “trailer clause” assigning the employee’s inventions made during
aperiod of time after they depart. In addition to controlling inventions made shortly after departure,
employers might be able to lay claim to ideas conceived while the defendant was employed, even
if those ideas are not put into practice until years after the defendant leaves her job. See Motorola
Inc. v. Lemko Corp., 2012 WL 74319, at *6—13 (N.D. IlL. Jan. 10, 2012) (employment agreement
that required assignment of “ideas” as well as “inventions” could cover an idea developed at a
former employer that wasn’t turned into a patent application until five years later); see also Gen.
Signal Corp. v. Primary Flow Signal, Inc., 1987 U.S. Dist. LEXIS 6929, at *10-12 (D.R.I. Jul. 27,
1987) (enforcing trailer clause even though employee asserted that his breakthrough invention
occurred five days after the expiration of the six months specified in the trailer clause, finding that
“[t]he perfection of a flow meter proved to be a painstakingly intricate process involving extensive
testing,” and that “the concept of the ‘434 patent must have existed in the former employee’s mind
before his employment with GSC ended’”).

Although trailer clauses are generally enforceable to the extent that they are “reasonable,” such
clauses are scrutinized carefully given the impact on employees who will find it difficult to be
employed during the period. See Restatement (Third) Unfair Comp. § 42, cmt. g (noting that
“[s]uch agreements can restrict the former employee’s ability to exploit the skills and training
desired by other employers and may thus restrain competition and limit employee mobility. The
courts have subjected such ‘holdover’ agreements to scrutiny analogous to that applied to
covenants not to compete. Thus, the agreement may be unenforceable if it extends beyond a
reasonable period of time or to inventions or discoveries resulting solely from the general skill and
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experience of the former employee.”); Applied Materials, Inc. v. Advanced Micro-Fabrication
Equip. (Shanghai) Co., 630 F. Supp. 2d 1084, 1091 (N.D. Cal. 2009) (rejecting specific one-year
trailer clause incorporating a presumption that inventions made within one year of termination
belonged to the former employer without a requirement that plaintiff show the invention was made
using the property of the prior employer functioned as an invalid non-competition agreement); G77
Corp. v. Calhoon, 309 F. Supp. 762, 773 (S.D. Ohio 1969) (five-year period unreasonably
restrictive); Dorr-Oliver, Inc. v. United States, 432 F.2d 447, 452 (Ct. CI. 1970) (holdover clause
unenforceable where subject matter of invention, although within scope of large corporation’s
business, was not within scope of employee’s job there); see also Armorlite Lens Co., Inc. v.
Campbell, 340 F. Supp. 273, 275 (S.D. Cal. 1972) (holding that invention assignment clause in
employment contract seeking to vest employer with ownership of invention created after
employee’s employment ended and not based on employer’s trade secrets void to that extent under
Cal. Bus. & Prof. Code § 16600). Trailer clauses with a particularly long or even indefinite duration
may be held unenforceable and run afoul of the antitrust laws. See United Shoe Mach. Co. v. La
Chapelle, 99 N.E. 289 (Mass. 1912).

2.8.1.5 Non-Competition Agreements

Non-competition clauses prohibit employees from competing with their former employer for
a set period of time or within a particular geographic scope. Such agreements impinge upon labor
mobility and the ability to pursue gainful employment. Employees’ livelihoods often depend on
their ability to market their skills and knowhow, thereby raising critical public policy and social
justice questions. States vary in their approach to enforcing such agreements. The availability of
non-compete clauses is the subject of national debate in state legislatures, Congress, and before
the Federal Trade Commission.

Currently, most states apply an overarching requirement of “reasonableness” to covenants not
to compete, with California, Minnesota, North Dakota, and Oklahoma as the exceptions. See Mich.
Comp. Laws § 445.774a (non-competition agreements enforceable if the agreement is “reasonable
as to its duration, geographical area, and type of employment or line of business”). There is
disagreement among the states, however, on what restrictions are reasonable. Several states have
enacted some restrictions on the use of non-competition agreements, and more than half the states
are considering doing the same.

California bars non-competition agreements unless they fall within a narrow exception related to
the sale of a business. See Cal. Bus. & Prof. Code § 16600; Edwards v. Arthur Anderson LLP, 189
P.3d 285 (Cal. 2008). In 2016, California reinforced this policy by enacting Cal. Lab. Code § 925:

(a) An employer shall not require an employee who primarily resides and works in California,

as a condition of employment, to agree to a provision that would do either of the following:

(1) Require the employee to adjudicate outside of California a claim arising in
California.

(2) Deprive the employee of the substantive protection of California law with respect
to a controversy arising in California.

(b) Any provision of a contract that violates subdivision (a) is voidable by the employee,

and if a provision is rendered void at the request of the employee, the matter shall be

adjudicated in California and California law shall govern the dispute.



Trade Secret Case Management Judicial Guide Chapter 2: Trade Secret Law Primer

(c) In addition to injunctive relief and any other remedies available, a court may award an
employee who is enforcing his or her rights under this section reasonable attorney’s fees.

(d) For purposes of this section, adjudication includes litigation and arbitration.

(e) This section shall not apply to a contract with an employee who is in fact individually
represented by legal counsel in negotiating the terms of an agreement to designate either
the venue or forum in which a controversy arising from the employment contract may be
adjudicated or the choice-of-law to be applied.

(f) This section shall apply to a contract entered into, modified, or extended on or after
January 1, 2017.

While this provision bars employers from applying choice of law or jurisdiction provisions
from another state to employment agreements for California employees, Section (e) authorizes
employees represented by legal counsel to waive these protections. California courts have not yet
addressed whether employees represented by counsel may waive Cal. Bus. & Prof. Code § 16600.

A number of other states have enacted or are considering provisions prohibiting the employer
from selecting a law of a state in which the employee does not primarily work as the governing
law. A growing number of states are prohibiting the use of non-compete agreements with
individuals earning below a specified annual or hourly wage. Some states are considering or
enacting legislation barring the use of non-compete agreements in particular lines of business,
limiting the duration of non-compete agreements, requiring that non-compete agreements be
provided to employees or contractors a specified period of time before acceptance, requiring that
employees be provided specific consideration for entering into non-compete agreements, or
requiring employers to advise employees of their right to have counsel review the agreements.
Some states prohibit the enforcement of non-compete agreements against employees whose
employment has been terminated other than for cause. Many states that permit the enforcement of
non-compete agreements require that the restrictions be tied to specified “protectable interests,”
including the need to protect trade secrets or, in some states, particular kinds of customer
relationships, and that they be narrowly tailored to protect those interests.

The differing approaches to the enforceability of non-competition agreements can generate
races to the courthouse and complex choice of law issues where there is an argument that more
than one state may have an interest in a dispute. Section 3.8.1.2 discusses how courts can manage
“dueling courthouse” litigation.

2.8.1.6 Non-Solicitation Clauses

The enforceability of customer non-solicitation clauses also varies nationally. Many states,
following their own statutes or common law, enforce tailored restrictions prohibiting employees
from soliciting the business of particular customers, particularly where the restriction is limited to
customers with whom the employee personally dealt and is limited in duration. See, e.g., ISCO
Indus. v. Shugart, 2014 U.S. Dist. LEXIS 72245, at *12 (W.D. Ky. May 27, 2014) (holding that a
“customer non-solicitation agreement is enforceable if the terms are reasonable”); Env’t Servs.,
Inc. v. Carter, 9 So.3d 1258, 1264 (Fla. Dist. Ct. App. 2009) (collecting cases). Some courts have
construed customer nonsolicitation provisions to mean that it is only affirmative solicitation of the
customer that is forbidden, although the parameters of “solicitation” and “acceptance” are not
always clear. See Evan Belosa, I Can’t Call Who? Employee Nonsolicitation Of Clients Covenants
Under New York Law, Vol. 66, No. 4, CCH Labor L.J. (Dec. 2015). Merely connecting with former

)
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customers or co-workers on LinkedlIn, for instance, is usually not considered solicitation. Bankers
Life & Cas. Co. v. Am. Senior Benefits LLC, 83 N.E.3d 1085, 1091 (Ill. App. Ct. 2017). Courts
have also rejected claims of alleged violations based on speculation. See GE Betz, Inc. v. Moffitt-
Johnston, 885 F.3d 318 (5th Cir. 2018) (requiring direct evidence of solicitation).

Some California courts have construed Edwards v. Arthur Andersen to permit the
enforceability of agreements not to solicit the business of particular customers to circumstances
only when the employee has used trade secrets to do so. See Dowell v. Biosense Webster, 179 Cal.
App. 4th 564, 575 (2009). Other states, although taking a similar view, have permitted the court to
reform customer nonsolicitation agreements that extend more broadly. See Wells Fargo Ins. Servs.
USA, Inc. v. McQuate, 276 F. Supp. 3d 1089, 1109 (D. Colo. 2016) (reforming contract so that it
prohibited solicitation of customers through the use of trade secrets).

Some employers choose to use restrictive contracts to prevent a departing employee from
soliciting other employees to join them. Many states currently enforce some form of these non-
solicitation agreements. New York, for example, has explained that “non-recruitment provisions
are ‘inherently more reasonable and less restrictive than non-complete clauses.’. . . This is because
a non-recruitment provision does not impede an individual's ability to procure new employment.
Nevertheless, a non-recruitment provision still operates as an anti-competitive agreement and
warrants judicial scrutiny beyond general contract principles.” MasterCard Int’l Inc. v. Nike, Inc.,
164 F. Supp. 3d 592, 600-01 (S.D.N.Y. 2016) (citations omitted).

The enforceability of employee non-solicitation agreements is unclear in California. Some
courts applying California law have followed Loral Corp. v. Moyes, 174 Cal. App. 3d 268 (1985)
and held that employee non-solicitation provisions are valid and enforceable; Kindt v. Trango
Sys., Inc., 2014 WL 4911796, at *10 (Cal. Ct. App. Oct. 1, 2014). Other courts, drawing upon
the teachings of Edwards, have held that broad non-solicitation provisions of employment
agreements—barring employees from either “directly or indirectly” soliciting or recruiting, or
causing others to solicit or induce, any fellow employee for a year after termination—are void
under California Business and Professions Code § 16600. See AMN Healthcare, Inc. v. Aya
Healthcare Servs., Inc., 239 Cal. Rptr. 3d 577, 587-90 (Cal. Ct. App. 2018).

More than ever, the terms of the applicable agreement and the specific facts around the alleged
solicitation need to be carefully evaluated.

2.8.2 Breach of State Duty Claims

The sharing of confidential information often imposes duties upon the recipient. These may
include a fiduciary duty, duty of loyalty, and duty of confidence. The most common of these are
the obligations of an employee to be loyal during his term of employment, and of the officer or
manager who occupies the specially trusted position of “fiduciary.”

2.8.2.1 Fiduciary Duty

A related party may have a fiduciary duty with respect to the holder of confidential information.
Although the label “fiduciary” is sometimes applied to the rank-and-file employee, more often it
refers to the officer or manager who is entrusted with especially sensitive information and
discretion. See Avtec Sys., Inc. v. Pfeiffer, 805 F. Supp. 1312, 1321 (E.D. Va. 1992). Because the
fiduciary is in a unique position to cause harm, he or she is subject to obligations going beyond
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simple loyalty. Most significantly, a fiduciary usually bears the obligation to reveal to management
any information indicating a threat of harm to the organization. /d. at 1321. While the courts have
permitted a range of acts in preparation for forming a new company, the law is less clear when a
fiduciary is communicating with an existing company or other third party that poses a competitive
threat to the current employer.

2.8.2.2 Duty of Loyalty

During the period of employment, the law requires the employee to work only for the benefit
of the employer. It obtains only during employment, as the employee is free, absent an enforceable
covenant to the contrary, to compete with the former employer immediately upon termination.
Restatement (Second) Agency § 396. Breach of loyalty sometimes overlaps trade secret
misappropriation, but often consists primarily of independently wrongful acts. See Restatement
(Third) Unfair Comp. § 42, cmt. a. To the extent that the claim contains elements that differ from
the UTSA requirements, displacement provisions of the UTSA usually will not apply to a breach
of loyalty claim. See UTSA, § 7, cmt. See § 2.8.6.

2.8.2.3 Duty of Confidence

Some states also impose a duty of confidence on the recipient of confidential information. The
claim for “breach of confidence” protects “information that does not qualify as a trade secret if the
information is disclosed in confidence and later used in a manner that breaches the confidence.”
Lehman v. Dow Jones & Co., 783 F.2d 285, 299 (2d Cir. 1986). Whether the claim sounds in tort,
contract implied in law, or contract implied in fact is not entirely clear. Cases applying this theory
rely on language from the Restatement Torts § 757, cmt. B: “Although given information is not a
trade secret, one who receives the information in confidential relation or discovers it by improper
means may be under some duty not to disclose or use the information. Because of the confidential
relation or the impropriety of the means of discovery, he may be compelled to go to other sources
for the information.”

2.8.3 State Business Torts

State common law may protect confidential information even where misappropriation does not
rise to the level of a federal trade secret misappropriation claim. These state causes of action
include interference with business advantage or contractual relations, false advertising, unfair
competition, conversion, misappropriation, and unjust enrichment.

2.8.3.1 Interference with Business Advantage or Contractual Relations

The tort of interference with business advantage or contractual relations is most frequently
used in the trade secret context to establish liability for inducing someone, such as a current or
former employee, to breach a duty of confidence. Synergetics, Inc. v. Hurst, 477 F.3d 949, 954,
957 (8th Cir. 2007). In Bourns, Inc. v. Raychem Corp., 331 F.3d 704, 709 (9th Cir. 2003), the
Ninth Circuit affirmed an $18 million verdict under this doctrine, noting that defendant placed its
employees “in positions where it was virtually inevitable that they would use” their former
employer’s secrets. In appropriate circumstances, the theory may be asserted based on a “raid” of
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at-will employees. See, e.g., CGB Occupational Therapy, Inc. v. RHA Health Servs. Inc., 357 F.3d
375, 388-89 (3d Cir. 2004); Reeves v. Hanlon, 95 P.3d 513, 520-21 (Cal. 2004) (emphasizing that
the requirement of proving an independently wrongful act provides the right balance between
fostering labor mobility and competition and “protecting against unlawful methods of
competition”).

In many trade secret cases, the same facts used to establish a misappropriation claim can also
prove interference. See, e.g., Lyn-Flex W., Inc. v. Dieckhaus, 24 S.W.3d 693, 700 (Mo. Ct. App.
1999). In order to not discourage vigorous but legitimate competition, the claim is subject to a
defense of competitive “privilege” or “justification.” This defense in turn depends on the
defendant’s innocence of acts that constitute unlawful restraint of trade or other “wrongful means.”
Restatement (Second) Torts § 768(1) (1979). Therefore, it is unavailable where the interference
consisted at least in part of misappropriation of trade secrets by the defendant. See Bushnell Corp.
v. ITT Corp., 973 F. Supp. 1276, 1288-89 (D. Kan. 1997).

Some courts find tortious interference claims preempted by the UTSA. See Frantz v. Johnson,
999 P.2d 351, 358 (Nev. 2000) (preempting claims for tortious interference with contractual
relations and with prospective economic advantage under Nevada UTSA because both “arose from
a single factual episode” of misappropriation). Whether an interference claim is preempted by the
“conflicting tort” provision that appears in most versions of the UTSA depends on its reliance on
the same set of facts that prove a misappropriation; to the extent that the claim is supported by
more than an alleged misappropriation, it is not preempted. See Mortg. Specialists, Inc. v. Davey,
904 A.2d 652, 667 (N.H. 2006). Others courts consider the tort of interference with contract to be
directed toward contract rights, and therefore not preempted because the tort falls within the
UTSA’s preservation of contract claims. /DX Sys. Corp. v. Epic Sys. Corp., 285 F.3d 581, 58687
(7th Cir. 2002); Raven Indus., Inc. v. Lee, 783 N.W.2d 844, 849 (S.D. 2010).

2.8.3.2 Unfair Competition

Unfair competition is a state common law protection that has traditionally focused on “passing
off” or “palming off” one’s goods as those of another. See Del Monte Fresh Produce Co. v. Dole
Food Co., Inc., 136 F. Supp. 2d 1271, 1283-90 (S.D. Fla. 2001). This claim is seen as a catchall
theoretical rubric meant to apply to a variety of business conduct, and has become difficult to
define. See McCarthy on Unfair Competition and Trademarks § 1.8. The Seventh Circuit stated
that “most competition is ‘unfair’ in lay terms. . . . Competition is ruthless, unprincipled,
uncharitable, unforgiving-and a boon to society, Adam Smith reminds us, precisely because of
these qualities that make it a bane to other producers.” Composite Marine Propellers, Inc. v. Van
Der Woude, 962 F.2d 1263, 1268 (7th Cir. 1992).

A number of states have enacted statutes directed to “unfair competition.” The effect of these
laws may be to grant certain special remedies, such as private attorney general standing for actions
involving widespread forms of fraud. As to the typical trade secret lawsuit, they may be useful in
providing these broader remedies, but should not create additional rights (such as, for example,
protection of data that do not qualify as trade secrets) if the fundamental wrong consists of theft of
protected information. In states that have enacted the UTSA, the “displacement” section preempts
claims based on a theory of unfair competition or “unfair trade practice” that derives from the trade
secret misappropriation. See, e.g., Leucadia, Inc. v. Applied Extrusion Techs, Inc., 755 F. Supp.
635, 63637 (D. Del. 1991); See also Powell Prods., Inc. v. Marks, 948 F. Supp. 1469, 1476 (D.
Colo. 1996) (granting defendant summary judgment on “alternate” unfair competition claim).
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New York common law also imposes liability for unfair competition where the defendant
misappropriated information in bad faith and used it for its own benefit, where that information
“did not fall within either trade secret or idea misappropriation.” LinkCo, Inc. v. Fujitsu Ltd., 230
F. Supp. 2d 492, 501 (S.D.N.Y. 2002). The district court in LinkCo found that the plaintiff had a
property right in information because it had invested its “labor, skill, expenditure, name and
reputation” in it, id. at 502 (quoting Metro. Opera Ass’'n v. Wagner-Nichols Recorder Corp., 199
Misc. 786, 101 N.Y.S.2d 483, 492 (N.Y. Sup. Ct. 1950) (internal quotation marks omitted)), and
ruled that the law of unfair competition “proscribes all forms of commercial immorality, the
confines of which are marked only by the ‘conscience, justice and equity of common-law judges,’”
id. at 501 (quoting Demetriades v. Kaufmann, 698 F. Supp. 521, 525 (S.D.N.Y. 1988)). Although
flexible, New York’s unfair competition doctrine requires a showing improper behavior, such as
acquisition of information through fraud or illicit means. See Town & Country Linen Corp. v.
Ingenious Designs LLC, 556 F. Supp. 3d 222, 291 (S.D.N.Y 2021).

2.8.3.3 Conversion

Conversion is defined as “an intentional exercise of dominion or control over a chattel that so
seriously interferes with the right of another to control it that the actor may justly be required to
pay the other the full value of the chattel.” Restatement (Second) Torts § 222A. Assertion of
unauthorized control may consist of acquisition of possession of the chattel, its removal from
where the owner had it, transfer of its possession to an unauthorized third party, withholding of its
possession from the owner, use of the chattel, its destruction or alteration, or assertion of ownership
of it. Id. at § 223. This doctrine has been applied to intangibles, including trade secrets. The
majority rule is that conversion of a trade secret may be asserted when a document or other physical
medium that embodies the secret is taken, but that if the original remains, and only a copy is
removed, the tort does not apply. See FMC Corp. v. Cap. Cities/ABC, Inc., 915 F.2d 300, 304-05
(7th Cir. 1990); Bloom v. Hennepin Cnty., 783 F. Supp. 418, 440-41 (D. Minn. 1992); JustMed,
Inc. v. Byce, 600 F.3d 1118, 1131 (9th Cir. 2010); Thyroff v. Nationwide Mut. Ins. Co., 8 N.Y. 3d
283, 293 (2007). An exception exists when the intangible right is the sort that customarily is
“merged into”” a document, such as a certificate that confers a right. See G.S. Rasmussen & Assocs.,
Inc. v. Kalitta Flying Serv., Inc., 958 F.2d 896, 907 n.15 (9th Cir. 1992) (finding that the
defendant’s “use of [plaintiff’s] photocopied [FAA airworthiness certificate] deprived [plaintiff]
of his property right as surely as if [defendant] had purloined the original [certificate] from
[plaintiff’s] desk drawer and presented it to the FAA. The property right is in the use of [the
certificate] to obtain a governmental privilege, not in the physical possession of the . . . form.”).
Conversely, some courts have dismissed a claim for conversion based on a taking of physical files,
on the ground that only the information had value and a claim based on theft of information must
be made exclusively under the UTSA. See, e.g., Opteum Fin. Servs., LLC v. Spain, 406 F. Supp.
2d 1378, 1381 (N.D. Ga. 2005).

2.8.3.4 Misappropriation

Common law courts have developed two misappropriation tort doctrines: (1) quasi property
“hot news” misappropriation; and (2) quasi contract idea protection.
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2.8.3.4.1 “Hot News” Misappropriation

The “hot news” misappropriation doctrine traces to International News Service v. Associated
Press, where the Supreme Court established that the time value of news data was “quasi property”
that could not lawfully be appropriated by a wire service from its rival’s publication, even though
it had just been published to the world. 248 U.S. 215, 236 (1918). This case involved competing
wire services during World War 1. Lacking access to the European theater, International New
Service (INS) purchased East Coast editions of Associated Press’s (AP) news reports and
paraphrased them for its own newspapers on the West Coast, sometimes getting its stories out before
AP’s reached West Coast newspapers. Moreover, INS published these accounts under their own
byline. Such news was not copyright-protected, so the Court looked to the common law to protect
the labor driving the time-sensitive newspaper business. Characterizing INS’s practices as “unfair
competition,” the Court emphasized not only offense to good conscience and deception of the public,
but also the practical need for a rule that would guarantee some profit to the business that invested
the original toil.

In view of persuasive dissents penned by Justices Brandeis and Holmes, judicial fears that such
a vague doctrine would run amok, and the Supreme Court abolition of federal general common
law in diversity cases (the grounds on which /NS was decided), see Erie R.R. Co. v. Tompkins, 304
U.S. 64 (1938), scholars predicted the demise of /NS misappropriation doctrine. Nonetheless, the
doctrine has lived on as a gap-filler to provide limited protection where trade secret (or other
intellectual property) law did not reach. See Imax Corp. v. Cinema Techs., Inc., 152 F.3d 1161 (9th
Cir. 1998) (allowing owner of movie projector equipment to recover on a common law
misappropriation theory for the use of information disclosed in confidence despite the fact that the
plaintiff could not prevail on its trade secret claim); U.S. Sporting Prods., Inc. v. Johnny Stewart
Game Calls, Inc., 865 S.W.2d 214, 218 (Tex. App. 1993) (applying doctrine to commercial
copying of a published recording of bird calls, describing the cause of action as a sort of unfair
competition but distinguishing it sharply from trade secret). The latter decision “recognize[d] the
elements of misappropriation as: (i) the creation of plaintiff’s product through extensive time,
labor, skill and money, (ii) the defendant’s use of that product in competition with the plaintiff,
thereby gaining a special advantage in that competition (i.e., a ‘free ride’) because defendant is
burdened with little or none of the expense incurred by the plaintiff, and (iii) commercial damage
to the plaintiff.” /d.

Courts have interpreted the doctrine cautiously so as to avoid conflict with the Copyright Act,
see 17 U.S.C. § 301; Committee on the Judiciary, H.R. Rep. No. 94-1476, at 132 (1976)
(explaining that “[m]isappropriation” is not necessarily synonymous with copyright infringement,
and thus a cause of action labeled as “misappropriation” is not preempted if it is in fact based
neither on a right within the general scope of copyright as specified by section 106 nor on a right
equivalent thereto”). The doctrine has been explored under New York law, where the Second
Circuit has held that /NS survives, but only where:

(1) a plaintiff generates or gathers information at a cost;

(1) the information is time-sensitive;

(111) a defendant’s use of the information constitutes free-riding on the plaintiff’s efforts;

(iv) the defendant is in direct competition with a product or service offered by the plaintiffs;

and
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(v) the ability of other parties to free-ride on the efforts of the plaintiff or others would so
reduce the incentive to produce the product that its existence or quality would be
substantially threatened.

Nati’l Basketball Ass’nv. Motorola, Inc., 105 F.3d 841, 845 (2d Cir. 1997); see also Barclays Cap.
Inc. v. Theflyonthewall.com, Inc., 650 F.3d 876, 903—04 (2d Cir. 2011) (further narrowing the /NS
doctrine).

2.8.3.4.2 Idea Protection

Some states also recognize a quasi contract form of misappropriation liability associated with
submission of ideas. In Nadel v. Play-by-Play Toys & Novelties, Inc., 208 F.3d 368 (2d Cir. 2000),
the court recognized contract-based liability under New York common law where the parties enter
into a pre-disclosure confidentiality agreement, the idea purveyor subsequently discloses to the
prospective buyer, there is no post-disclosure contract for payment based on use, and the receiving
party uses the disclosed idea. In Apfel v. Prudential-Bache Securities, Inc., 81 N.Y.2d 470,
476-77, 600 N.Y.S.2d 433, 616 N.E.2d 1095 (1993), the New York Court of Appeals held that a
showing of novelty to the buyer, as opposed to absolute novelty, will supply sufficient
consideration to support a contract. The California Supreme Court has similarly recognized that
“the act of disclosing an unprotectible idea, if that act is in fact the bargained for exchange for a
promise, may be consideration to support the promise.” Desny v. Wilder, 46 Cal. 2d 715, 729, 299
P.2d 257 (1956).

Some courts consider whether an idea is sufficiently “concrete” in determining liability based
on breach of implied contract and confidential relationship causes of action, although not in
express contract claims. See Burten v. Milton Bradley Co., 592 F. Supp. 1021, 1031 (D.R.I1. 1984)
(observing that “[i]deas are the most intangible of property rights, and their lineage is uniquely
difficult to trace. Paternity can be claimed in the most casual of ways, and once such a claim is
lodged, definitive blood tests are notoriously lacking.”), rev’d on other grounds, 763 F.2d 461 (1st
Cir. 1985); see also Hamilton Nat’l Bank v. Belt, 210 F.2d 706, 708 (D.C. Cir. 1953) (noting in
assessing a claim to protect the idea of organizing and sponsoring radio broadcasts of student talent
shows that “[t]he law shies away from according protection to vagueness, and must do so
especially in the realm of ideas with the obvious dangers of a contrary rule”).

2.8.3.5 Unjust Enrichment

Unjust enrichment is an equitable doctrine that allows recovery of a benefit realized at the
expense of another without justification. See, e.g., Schatt v. Curtis Mgmt. Grp., Inc., 764 F. Supp.
902, 915 (S.D.N.Y. 1991). It is applied in principle as a measure of damage under the Uniform
Trade Secrets. As a separate theory of liability, however, it may add little to the properly-pled trade
secret misappropriation action. One court has held that it should not be used as a “fall back”
position when the plaintiff is unable to prove a protectable trade secret. Sheets v. Yamaha Motors
Corp., US.A., 849 F.2d 179, 184 (5th Cir. 1988) (“Sheets is not entitled to fall back on the
equitable doctrine of unjust enrichment after failing to establish a trade secret due to his failure to
make reasonable efforts to maintain secrecy.”); cf. Univ. of Colorado Found., Inc. v. Am.
Cyanamid Co., 196 F.3d 1366, 1372 (Fed. Cir. 1999) (state laws on fraud and unjust enrichment
are “field preempt[ed]” by patent law to the extent that resolution of the claims depends on
determining who invented technology that later issued as a patent); see later proceedings at 342
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F.3d 1298, 1306 (Fed. Cir. 2003) (no patent preemption of unjust enrichment claim where that
claim seeks “to remedy the breach of a contract implied in law” not to disseminate test results).
Unjust enrichment theory, as a separate claim, is also displaced by the UTSA. In a non-UTSA
jurisdiction, however, one court found that non-secret, publicly disclosed information could form
the basis for an unjust enrichment claim where one business had agreed not to share the information
with third parties. See Mass. Eye & Ear Infirmary v. QLT, Inc., 495 F. Supp. 2d 188, 212 (D. Mass.
2007) (demand for plaintiff’s work “showed that [plaintiff] continued to possess valuable
confidential information even after the public disclosures”). The court’s reasoning was not
particularly clear; the court found that some of the “confidential” information at issue had not been
publicly disclosed, and thus the case seemingly could have proceeded under a trade secret theory
rather than an alternative unjust enrichment claim.

2.8.4 Computer Fraud and Abuse Act

The Computer Fraud and Abuse Act (CFAA) imposes criminal and civil liability for
unauthorized access or damage to a protected computer. It prohibits unauthorized access or access
that exceeds authorization of computers. 18 U.S.C. § 1030(a)(1). Congress initially framed the
CFAA in 1984 as a criminal law statute, but added a private cause of action (§ 1030 (g)) a decade
later. Its reach is far narrower that trade secret misappropriation.

The CFAA defines “exceeds authorized access” to mean “to access a computer with
authorization and to use such access to obtain . . . information in the computer that the accesser is
not entitled so to obtain.” 18 U.S.C. § 1030(e)(6). In United States v. Van Buren, 141 S. Ct. 1648
(2021), the Supreme Court interpreted the CFAA’s “exceeds authorized access” provision to cover
“those who obtain information from particular areas in the computer—such as files, folders, or
databases—to which their computer access does not extend,” but not “those who . . . have improper
motives for obtaining information that is otherwise available to them.” See id. at 1652. Thus, the
CFAA does not criminalize employees who merely violate a company’s computer policy. Rather,
it is directed at computer hackers. See id. at 1660 (citing with approval Royal Truck & Trailer
Sales & Serv., Inc. v. Kraft, 974 F.3d 756, 760 (6th Cir. 2020) (holding that the CFAA is narrowly
“aimed at preventing the typical consequences of hacking, rather than the misuse of corporate
information”)). The district court in FirstEnergy Corp. v. Pircio, 524 F. Supp. 3d 732, 74344
(N.D. Ohio 2021), relying on Royal Truck & Trailer, held that a former employee’s accessing of
information unrelated to his work on his employer’s computer network shortly after he was
terminated did not violate the CFAA because he used proper authorization, even though he
exceeded the scope of such authorization to take data and use it for unauthorized purposes.

The CFAA differs from trade secret liability in several other important ways. Plaintiffs must
bring an action within two years of the date the act is complained or the date of the discovery of
the damage and must allege that they suffered damage or loss. 18 U.S.C. § 1030(g). This can
include the costs of restoring data or programs and lost sales from a website, but does not include
lost revenue resulting from the theft of proprietary information. See Andritz, Inc. v. S. Maint.
Contractor, LLC, 2009 WL 48187 (M.D. Ga. Jan. 7, 2009); Nexans Wires S.A. v. Sark-USA, Inc.,
319 F. Supp. 2d 468, 477 (S.D.N.Y. 2004). Second, the CFAA complaint must satisfy at least one
of several threshold injury requirements:

(I) loss to 1 or more persons during any 1-year period (and, for purposes of an investigation,
prosecution, or other proceeding brought by the United States only, loss resulting from
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a related course of conduct affecting 1 or more other protected computers) aggregating
at least $5,000 in value;

(IT) the modification or impairment, or potential modification or impairment, of the medical
examination, diagnosis, treatment, or care of 1 or more individuals;

(III) physical injury to any person;
(IV) a threat to public health or safety;

(V) damage affecting a computer used by or for an entity of the United States Government
in furtherance of the administration of justice, national defense, or national security.

18 U.S.C. § 1030(g) (referencing § 1030(c)(4)(A)(1)). Third, although CFAA authorizes courts
to award “compensatory damages and injunctive relief or other equitable relief,” the regime
focuses on “any impairment to the integrity or availability of data, a program, a system, or
information” and “reasonable cost to any victim, including the cost of responding to an offense,
conducting a damage assessment, and restoring the data, program, system, or information to
its condition prior to the offense, and any revenue lost, cost incurred, or other consequential
damages incurred because of interruption of service.” 18 U.S.C. § 1030(e)(8) (definition of
“damage”), (e)(11) (definition of “loss”). Although these definitions are for jurisdictional
purposes and do not limit recoverable damages, Frees, Inc. v. McMillian, 2007 WL 2264457,
at *5 (W.D. La. Aug. 6, 2007), there is little guidance on the determination of compensatory
damages in CFAA cases. Cf. U.S. Gypsum Co. v. Lafarge N. Am., 670 F. Supp. 2d 737, 744
(N.D. I1l. 2009) (finding that the plaintiff did not articulate a sufficient basis for damages
suffered outside the scope of actual damage or loss); Craigslist, Inc. v. RadPad, Inc.,2017 U.S.
Dist. LEXIS 218351, at *7 (N.D. Cal. 2017) (attributing $160,000 of damages, based on
collecting personal information ($1 for each email address and $1 for each phone number)
from 80,000 emails in violation of Craiglist’s terms of use and CFAA violations). The Second
Circuit has held, however, that damages for the unauthorized use of information acquired
through violation of the CFAA are not recoverable under that Act. See Nexans Wires S.A. v.
Sark USA, Inc., 166 F. App’x 559, 652 (2d Cir. 2006).

2.8.5 RICO

The Racketeer Influenced and Corrupt Organizations Act (RICO) provides for enhanced (i.e.,
trebled) damages and attorneys’ fee awards in cases of repeated violations (a “pattern” of
“predicate acts”) involving an “enterprise.” Until 1996, no federal statute criminalized trade secret
theft as such; therefore, plaintiffs typically relied on the federal mail fraud and wire fraud statutes
as sources of the requisite statutory violations, although some cases have recognized state law
trade secret misappropriations as “predicate acts,” and violations of criminal provisions of the
federal Economic Espionage Act are expressly included in the definition. It is not necessary to
prove prior criminal convictions.

Originally enacted as a tool in the fight against organized crime, RICO has been widely used
in business litigation. Plaintiffs who wish to plead civil RICO in a trade secret case face two
difficult challenges. The first is the requirement that the defendants have engaged in a “pattern of
racketeering activity.” The typical trade secret misappropriation case involves a single start-up
business, a single “raid” on a group of employees, or a single act of misuse by a trusted business
partner. These are more appropriately characterized as transactions than patterns. The second
obstacle is proving an “enterprise” (i.e., the functional equivalent of a criminal organization)
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through which the defendant acted. Again, in the typical trade secret case, the defendants have not
formed a separate criminal enterprise. The DTSA amended the RICO statute to specifically
provide that trade secret theft is a predicate offense. See DTSA § 3(b), amending 18 U.S.C. §
1961(1) (adding “sections 1831 and 1832 (relating to economic espionage and theft of trade
secrets)” to the list of predicate offenses); Magnesita Refractories Co. v. Tianjin New Century
Refractories Co., Ltd., 2019 WL 1003623, at *8 (M.D. Pa. Feb. 28, 2019) (holding that a plaintiff
alleging civil RICO and using DTSA as the only predicate offense must plead two or more acts of
trade secret theft that occurred after May 11, 2016 (when DTSA became a predicate act for RICO)
to withstand a motion to dismiss); c¢f. Brand Energy & Infrastructure Servs., Inc. v. Irex
Contracting Grp., 2017 WL 1105648, at *8 (E.D. Pa. March 24, 2017) (allowing plaintiff’s RICO
claim to proceed, finding that plaintiff had adequately alleged ““a plausible pattern of racketeering
activity”).

Courts are divided as to whether injunctive relief is available under the RICO statute. Some
states have passed their own versions of RICO that may be applicable. Alleged RICO violators
have attempted to conceal their schemes by claiming that their activities constitute trade secrets
and that victims are prohibited from disclosing them.

Many federal courts or judges require the plaintiff to file a “RICO Case Statement” at the
beginning of the case that sets forth the supporting facts and legal bases of their claims. See
Miranda v. Ponce Fed. Bank, 948 F.2d 41, 44 n.3 (1st Cir. 1991); U.S. District Court, Southern
District of New York, RICO Statement (Hon. Kimba M. Wood), https://nysd.uscourts.gov/sites/
default/files/practice_documents/kmwRICOStatement.pdf.

Section 3.4.1.5 discusses pleading a violation of the DTSA as a RICO predicate act.

2.8.6 UTSA and Preemption

As noted in several of the sections on state business torts, the UTSA preempts or displaces
common law claims such as conversion or unfair competition when they are premised on similar
allegations. The DTSA does not preempt common law claims except with respect to matters
covered by whistleblower immunity. See 18 U.S.C. § 1838; § 2.4.

UTSA drafters recognized that a potpourri of legal theories had been applied to trade secret
misappropriation actions; indeed, displacement (preemption) of inconsistent and superfluous
theories was one of the objectives of the Act. Section 7 provides:

(a) Except as provided in subsection (b), this Act displaces conflicting tort,
restitutionary, and other law of this State providing civil remedies for misappropriation of

a trade secret.

(b) This [Act] does not affect:
(1) contractual remedies, whether or not based upon misappropriation of a trade
secret;
(2) other civil remedies that are not based upon misappropriation of a trade secret;
or
(3) criminal remedies, whether or not based upon misappropriation of a trade secret.
In Burbank Grease v. Sokolowski, 717 N.W.2d 781 (Wis. 2006), the Wisconsin Supreme Court

ruled that the state’s version of the UTSA did not preclude enforcement of a state computer crimes
statute (based on misappropriation of confidential information that fell outside of trade secret
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protection) over a sharp dissent noting conflicting decisions in other states and the legislative
directive to interpret Wisconsin’s statute “make uniform the law relating to misappropriation of
trade secrets among the states.” Wis. Stat. § 134.90(7). Cf. BlueEarth Biofuels, LLC v. Hawaiian
Elec. Co., 123 Haw. 314 (2010) (preempting non-UTSA claim that would also simultaneously
establish a claim for misappropriation of trade secrets).

The scope of UTSA preemption will depend in part on which version of the Act—1979 or
1985—the state enacted. Section 7 of the original version opted for broader preemption, declaring
that the Act “displaces conflicting tort, restitutionary, and other law of this State pertaining to civil
liability for misappropriation of a trade secret.” Section 7(b) addressed the issue in a negative way,
stating that it did not affect “contractual or other civil liability that is not based upon misappropriation
of a trade secret.” Thus, to the extent that any claim, however labeled, was based on an act of
misappropriation, it was displaced. See R.K. Enter., LLC v. Pro-Comp Mgmt., Inc., 158 S.W.3d 685,
689-90 (Ark. 2004) (under 1979 version of UTSA, no “election” of common law theory possible
since all alternatives, including conversion, were displaced by statute). In the 1985 version, the
exception language of Section 7(b) was expanded to apply to “contractual remedies, whether or
not based upon misappropriation of a trade secret,” as well as “other civil remedies” not based on
misappropriation. However, even this narrower preemption clause has been held to prevent alterna-
tive claims, based on the same set of facts, for fraud and deceit, breach of fiduciary duty, conversion,
quasi-contract, quantum merit, unjust enrichment and unfair competition. See On-Line Tech. v.
Bodenseewerk Perkin-Elmer, 386 F.3d 1133, 1145 (Fed. Cir. 2004) (plaintiff’s claim that the
defendant fraudulently misrepresented its evaluation of plaintiff’s confidential technology was
displaced, because “the ultimate injury to which the alleged fraud was directed was the
misappropriation of [plaintiff’s] trade secrets”); Callaway Golf Co. v. Dunlop Slazenger Grp.
Americas, Inc., 318 F. Supp. 2d 216, 219-21 (D. Del. 2004) (applying California law, holding
negligence, conversion and unjust enrichment claims unavailable when “based entirely on the same
factual allegations’). Moreover, even though the UTSA expressly preserves contractual remedies,
this does not mean that one may protect through contract that which does not qualify as a trade secret.

The scope of UTSA preemption can differ from state to state. For example, lowa did not
include a preemption clause in its version of the statute and does not recognize “implied statutory
preemption.” Sioux Biochem., Inc. v. Cargill, Inc.,410 F. Supp. 2d 785, 804—05 (N.D. Iowa 2006).
The same situation applies in New Mexico in Array Technologies, Inc. v. Mitchell, 305 F. Supp.
3d 1256, 1275 (D.N.M. 2018). Elsewhere, results could be affected by each state’s legislative
history enacting the UTSA, each state’s common law rules for the effect of comprehensive statutes
on prior law, each state’s rulings on the preemptive effect of other uniform acts such as the Uniform
Commercial Code, and the degree to which each state has been tolerant or intolerant of tort claims
based on information that is not a trade secret. Most of the published rulings thus far have
addressed the question on motions to dismiss, and no court has yet issued a comprehensive ruling
taking all of these issues into consideration.

Section 3.4.3 explores additional aspects of UTSA preemption.

2.9 International Aspects

Trade secret protections vary across the world, but are fairly well developed and predictable in
numerous jurisdictions. Common law systems, such as those in the United Kingdom, Canada, and
Australia, bear the closest resemblance to U.S. trade secret law. Enforcement is reasonably
available in many parts of the world, although civil discovery as practiced in the United States is
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not generally available, and so most trade secret plaintiffs must rely on their own forensic
investigation to generate the required evidence or to prompt criminal proceedings in which the
authorities can seize evidence.

The United States has pioneered trade secret law, and other countries have followed suit.
Indeed, Article 39 of the 1995 Trade Related Aspects of Intellectual Property Agreement (TRIPS,
discussed in detail below) was patterned on the UTSA. The more recent EU Trade Secrets
Directive also largely tracks the UTSA definitions of secrecy, reasonable efforts, and
misappropriation. See Council Directive 2016/943, art. 2-5, 2016 O.J. (L 157/1) 1 (EC).
Additionally, in the EU and similar civil law systems, in which a judge or other judicial officer
takes charge of collecting the evidence through a series of hearings, and in which the standards are
set primarily through statute and regulation, and much less by judicial interpretation, there are
reasonably comprehensive rules governing confidential information. Although as noted discovery
is virtually nonexistent, remedies can be swift and effective when the necessary facts are known.

Until the mid-1980s trade secret protection in Asia generally was a matter of private business
dealings, with the law intervening only in a haphazard and unpredictable way. Since then,
international pressure principally from the United States has generated significant strengthening
of trade secret protection and improvements in business ethics.

In developing nations, intellectual property law is often seen as a means of economic
exploitation by the industrialized countries, complicating efforts toward harmonizing and streng-
thening intellectual property laws. The rhetoric has been intense, directed mainly at patent rights
and the developing countries’ attempts to limit terms of protection and to impose compulsory
licensing to domestic companies. But in other areas, and broadly in relation to trade secrecy and
know-how, there is growing recognition that greater respect for the rule of law and business ethics
can support the development of domestic industries and reverse dependence on imports.

We break the examination of international aspects of trade secrecy into four sections. Section
2.9.1 examines the trade agreements that affect North America. Section 2.9.2 discusses the Trade-
Related Aspects of Intellectual Property Rights (TRIPs) Agreement, the major international treaty
governing intellectual property rights. Section 2.9.3. explores the most pertinent procedural aspects
of transnational litigation. Section 2.9.4 discusses the U.S. International Trade Commission’s
authority to exclude imports produced in violation of trade secret rights.

2.9.1 NAFTA (Effective Prior to July 1, 2020)/USMCA (Effective on July 1, 2020)

On December 17, 1992, the United States, Mexico, and Canada entered into a regional trading
relationship through the North American Free Trade Agreement (NAFTA). Directed primarily at
eliminating tariff and other barriers to free trade in North America, it also took aim at variations
in trade secret protection. Mexico showed its commitment by amending its laws in anticipatory
compliance. Although NAFTA was replaced on July 1, 2020 by the United States-Mexico-Canada
Agreement (USMCA), its provisions provide useful background in understanding the current
arrangements.

Article 1711 of NAFTA addresses trade secret protection. NAFTA largely tracks the UTSA,
providing that signatories

provide the legal means for any person to prevent trade secrets from being disclosed to,
acquired by, or used by others without the consent of the person lawfully in control of the
information in a manner contrary to honest commercial practices, in so far as:
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(a) the information is secret in the sense that it is not, as a body or in the precise
configuration and assembly of its components, generally known among or readily
accessible to persons that normally deal with the kind of information in question;

(b) the information has actual or potential commercial value because it is secret; and

(c) the person lawfully in control of the information has taken reasonable steps under
the circumstances to keep it secret.

Reflecting Mexico’s national law, NAFTA allows a country to require that secrets be reflected
in a document or other record in order to be protectable. Moreover, the definition of “contrary to
honest commercial practices” as set forth in Article 1721 requires that a party know or be “grossly
negligent” in failing to know that the information was misused. Arguably this is a less demanding
standard than the “know or should have known” criterion of United States law.

NAFTA also requires that signatory nations ensure confidentiality of information provided to
government agencies as part of a licensure process for the marketing of pharmaceutical or
agricultural chemical products using new chemical formulations. This requirement applies only if
the data were developed with “considerable effort”; and there are exceptions to confidentiality
when disclosure “is necessary to protect the public.” Article 1716 requires that “judicial
authorities” in member countries have the power to order injunctive relief to prevent violation of
intellectual property rights.

NAFTA was replaced on July 1, 2020 by the United States-Mexico-Canada Agreement
(USMCA). As regards trade secret protection, USMCA clarifies that state-owned enterprises must
protect trade secrets. Article 20.69 requires each country to “ensure that persons have the legal
means to prevent trade secrets lawfully in their control from being disclosed to, acquired by, or
used by others (including state-owned enterprises) without their consent in a manner contrary to
honest commercial practices.”

The United States-Mexico-Canada Agreement (USMCA) replaced NAFTA on July 1, 2020.
USCMA provides a number of civil judicial protections applicable to trade secret protection.
Articles 20.70 and 20.72 provide that trade secrets shall remain in force so long as they: (a) are
secret in the sense that it is not, as a body or in the precise configuration and assembly of its
components, generally known among or readily accessible to persons within the circles that
normally deal with the kind of information in question; (b) have actual or potential commercial
value because they are secret; and (c¢) have been subject to reasonable steps under the
circumstances, by the person lawfully in control of the information, to keep it secret. Article 20.73
requires that judicial authorities have the authority to order prompt and effective provisional
measures and Article 20.75 requires that judicial authorities have the authority to order appropriate
remedies, including injunctive relief and damages. Article 20.74 requires that judicial authorities
have authority to (a) order specific procedures to protect the confidentiality of any trade secret,
alleged trade secret, or any other information asserted by an interested party to be confidential;
and (b) impose sanctions on parties, counsel, expert, or other person subject to those proceedings,
related to violation of orders concerning the protection of a trade secret or alleged trade secret
produced or exchanged in that proceeding, as well as other information asserted by an interested
party to be confidential. Article 20.71 requires member countries to provide for criminal
enforcement for the unauthorized and willful misappropriation of a trade secret. Article 20.76
provides that no member country shall discourage or impede the voluntary licensing of trade
secrets by imposing excessive or discriminatory conditions on those licenses or conditions that
dilute the value of the trade secrets.
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2.9.2 GATT/TRIPs

Annex C to the GATT Agreement of April 15, 1994, which brought to closure the long-running
Uruguay Round of discussions and established the World Trade Organization (WTO), is titled
“Trade-Related Aspects of Intellectual Property Rights” and referred to as the “TRIPs” Agreement.
The following subsection set out the provisions of that agreement most directly related to the
protection and enforcement of trade secret rights. These specific provisions are in addition to the
treaty’s general prohibitions against discrimination that require that foreigners be given rights of
enforcement and defense that are identical to those provided to citizens.

Given the number of signatory nations, and more importantly the number of countries that
want to become members of the WTO, the terms of this treaty provide a framework for global
harmonization of intellectual property rights. The transition provisions of the treaty (Article 65)
permit varying periods for a member country to come into compliance, depending on whether it is
a “developing country” or in the “process of transformation” to a market economy (five years), or
a “least developed country” (ten years). However, the other benefits of becoming a member of the
WTO are sufficiently attractive that many developing countries are (relatively) rushing to amend
their laws to comply.

Article 39, paragraph 2 is the basic section defining trade secrecy. Although it speaks in terms
of “undisclosed information,” the nature of the rights protected is clearly what we know as trade
secrets. As with the NAFTA treaty, TRIPs recognizes the fundamental elements of relative
secrecy, value, and reasonable steps to maintain secrecy. It also employs the same qualifier of
“contrary to honest commercial practices,” which is defined in a footnote as meaning “at least
practices such as breach of contract, breach of confidence and inducement to breach, and includes
the acquisition of undisclosed information by third parties who knew, or were grossly negligent in
failing to know, that such practices were involved in the acquisition.” Thus, the same concern
exists that this may afford a lower level of protection (by raising the degree of culpability required
to constitute a violation) than the level of protection generally provided under U.S. law.
Moreover—and this is not an issue with NAFTA—it expresses the element of “value” without the
additional clarifying phrase “actual or potential.”

Article 39 also contains language, virtually identical to that found in Article 1711 of NAFTA,
directed at assuring the confidentiality of information submitted to government agencies regarding
pharmaceutical or agricultural chemical products. Although there is no separate provision
expressly prohibiting national laws that would set an arbitrary term of protection for secrecy, that
effect seems implied by the language of paragraph 2, which requires member countries to protect
undisclosed information “so long as” it meets the basic requirements of a trade secret.

Article 41 requires that member nations provide remedies that are “fair and equitable” and that
are not “unnecessarily complicated or costly, or [which] entail unreasonable time limits or
unwarranted delays.” Article 42 guarantees written notice of claims, representation by counsel,
and procedures to protect the confidentiality of information in litigation, “unless this would be
contrary to existing constitutional requirements.” Article 43 requires the availability of subpoenas
of evidence and permits summary judgment. Article 44 provides for injunctive relief, including
orders barring importation of goods that “involve the infringement of an intellectual property
right,” so long as the defendant had at least “reasonable grounds to know” of the infringement.
Paragraph 2 of Article 44 permits a royalty in lieu of an injunction in limited circumstances.

Article 45 guarantees the right to recover compensatory damages subject only to the limitation
that the infringer knew or had “reasonable grounds to know” of the infringement. It further
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provides that awards may, according to national law and the discretion of the judicial authority,
include costs and attorney’s fees, and, without regard to the defendant’s knowledge of
infringement, statutory damages. Article 46 requires that the judicial authorities have the power to
order seizure and sale of “goods that they have found to be infringing,” as well as equipment used
in the production thereof. Article 47 permits member countries to require an infringer to identify
others who have been involved in infringing activity. Article 48 covers bonds, and Article 49
addresses administrative procedures. Article 50 requires that judges be given the power to make
provisional orders preventing infringement and preserving evidence.

2.9.3 Transnational Litigation

In view of the increasing global nature of commerce, intellectual property enforcement
increasingly occurs in parallel in multiple nations, raising a host of complex jurisdictional,
procedural, and case management issues. This section discusses three important aspects of
transnational litigation: personal jurisdiction, service of process, and discovery from persons
located in the U.S.

2.9.3.1 Personal Jurisdiction in Transnational Litigation

The threshold issue in most transnational litigation is personal jurisdiction, an issue that turns
on whether “the defendant’s conduct and connection with the forum [State] are such that [it] should
reasonably anticipate being haled into court there.” World-Wide Volkswagen Corp. v. Woodson,
444 U.S. 286, 297 (1980).

In many trade secret cases, the dispute arises between entities that engaged in negotiations in
facilities in various nations. If a party executed a nondisclosure agreement in the United States,
then personal jurisdiction most likely can be asserted here. See Entek Corp. v. Sw. Pipe & Supply
Co., 683 F. Supp. 1092, 1098-100 (N.D. Tex. 1988) (denying motion to quash as to foreign
defendant that signed a nondisclosure agreement, but granting as to defendant whose only
connection with the U.S. was to send to the Patent and Trademark Office an assignment of patent
application for recordation). More generally, courts hold that foreign defendants purposefully avail
themselves to U.S. jurisdiction by engaging in a scheme to steal trade secrets. A foreign
corporation may properly be sued based on the activity within the forum of its acknowledged
agent. Jurisdiction over a foreign corporation’s officers may also be based on plaintiff’s allegations
of a conspiracy. See, e.g., Gen. Motors Corp. v. Lopez, 948 F. Supp. 656, 665-66 (E.D. Mich.
1996) (noting also that jurisdiction over the foreign employer was derivative of the jurisdiction
established over its officers).

Asserting jurisdiction becomes more complicated where a foreign government engages in
commercial activity in the U.S. through owned or affiliated entities. When allegations of trade
secret theft arise, the activity typically has taken place in the foreign jurisdiction. Meaningful relief
in that country may seem illusory, and action in the U.S. may be blocked by the doctrine of
sovereign immunity. The trade secret plaintiff may, however, be able to circumvent that defense
by focusing its pleading on those aspects of the transaction that occurred in the U.S. See BP Chems.
Ltd. v. Jiangsu Sopo Corp. Ltd., 285 F.3d 677 (8th Cir. 2002) (holding a Chinese-owned business
liable for the acts of agent disclosing misappropriated trade secrets in the use). In subsequent
proceedings, the court held that satisfying the “commercial activity” requirement of the Foreign
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Sovereign Immunity Act automatically satisfies constitutional due process standards for in
personam jurisdiction. BP Chems. Ltd. v. Jiangsu Sopo Corp., 420 F.3d 810, 818 (8th Cir. 2005).

Some courts have based the personal jurisdiction on effects caused in the forum by actions
taken by the defendant outside the forum. This has been applied, for example, where a plaintiff
has agreed to divulge secret information in confidence to the defendant in a foreign jurisdiction,
and the defendant thereafter breached the agreement; in such a case the defendant can be said to
have expected that the harm would occur and that it would occur where the plaintiff was located.
See Paolino v. Channel Home Ctrs., 668 F.2d 721, 724 (3d Cir. 1981) (“Inducing a Pennsylvanian
to entrust [a trade secret] to [defendant] Air Control on a promise of confidentiality, and then
misappropriating it, obviously would cause harm in Pennsylvania no matter where the
misappropriation occurred.”); ITR Am., LLC v. Trek, Inc., 2017 U.S. Dist. LEXIS 216172, at *10
(S.D. Miss. Sept. 26, 2017); S&D TradingAcad., LLC v. AAFIS, Inc., 494 F. Supp. 2d 558, 567—
68 (S.D. Tex. 2007) (jurisdiction found where day traders learned trade secrets during in-state
training and contract formed in state, although the “trade secrets were allegedly misappropriated
in China”). Gen. Motors Corp. v. Lopez, 948 F. Supp. 656, 666 (E.D. Mich. 1996) (new employer
subject to in personam jurisdiction for having “caused a consequence” in the forum state by
providing “money, transportation, copying, and shredding facilities™); Silent Drive, Inc. v. Strong
Indus., Inc.,326 F.3d 1194, 1204 (Fed. Cir. 2003) (defendant had procured a trade secret injunction
against plaintiff in another jurisdiction, allegedly in violation of due process, and then sent notice
to plaintiff and its customers in the forum state). This does not necessarily mean that a
misappropriator can be sued wherever its action is alleged to have had an effect; there still must
be some conduct by the defendant that was directed at the forum state. See Arch Aluminum & Glass
Co. v. Haney, 964 So0.2d 228, 235 (Fla. Dist. Ct. App. 2007).

If establishing jurisdiction will require access to facts the plaintiff does not possess, the court
may order the defendant to submit to discovery limited to those relevant predicate facts. See, e.g.,
PST Servs., Inc. v. Larson, 221 F.R.D. 33 (N.D.N.Y. 2004) (discussing factors on motion for
discovery in aid of jurisdictional dispute).

Section 3.6.1 discusses case management of personal jurisdiction.

2.9.3.2 Service of Process

Closely related to jurisdiction is service of process, which for the most part must be
accomplished in accordance with the provisions of the Hague Service Convention. However,
service by letters rogatory pursuant to state statutory procedure may be sufficient. The preferred
method is to serve personally an officer of the company if one is present in the United States.

2.9.3.3 Foreign Trade Secret Litigation: Discovery from Persons Located in
the U.S.

Parties to foreign trade secret litigation can seek discovery from persons located in the U.S.
Pursuant to 28 U.S.C. § 1782, the federal courts are authorized to order production of documents
or things “for use in a proceeding in a foreign . . . tribunal. . . .” See Intel Corp. v. Advanced Micro
Devices, Inc., 542 U.S. 241, (2004); Heraeus Kulzer, GmbH v. Biomet, Inc., 633 F.3d 591, 594
(7th Cir. 2011) (stating that discovery in the federal court system is far broader than in most foreign
countries). If the district court determines that discovery is appropriate, then the general rules
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governing U.S. discovery apply. See Heraeus Kulzer, GmbH, 633 F.3d at 596-99 (reversing
district court’s denial of all discovery requested without requiring the resisting party to negotiate
with the requesting party); see also Application of Consorcio Ecuatoriano De Telecomunicaciones
S.A. v. JAS Forwarding (USA), Inc., 747 F.3d 1262, 1272 (11th Cir. 2014) (granting application
for discovery and evaluating requests under normal discovery rules). Orders for discovery made
under § 1782 are ordinarily immediately appealable, even though proceedings may be ongoing in
the trial court. Heraeus Kulzer, GmbH v. Biomet, Inc., 881 F.3d 550, 563 (7th Cir. 2018).

Section 6.10.4 discusses case management of § 1782 petitions.

2.9.4 Import Exclusion: The U.S. International Trade Commission

In addition to direct trade secret enforcement in state or federal court, trade secret owners can
seek to block imports of products produced abroad in violation of U.S. trade secret protections
through the U.S. International Trade Commission (ITC). See generally Peter S. Menell et al.,
Section 337 Patent Investigation Management Guide (Lexis 2012). Under Section 337 of the Tariff
Act, 19 U.S.C. § 1337, the ITC has jurisdiction to protect domestic markets against “unfair acts,”
which includes intellectual property infringement in general, and trade secret misappropriation in
particular. See In re Certain Apparatus for the Continuous Production of Copper Rod, 206
U.S.P.Q. 138, 157-58 (I.T.C. Nov. 23, 1979) (refusing, however, under the circumstances of the
case, to issue an exclusion order and instead issuing a “cease and desist” order). There must be a
causal link shown between the misappropriation and the act of importation, and unlike statutory
claims for patent, copyright, and trademark infringement, trade secret cases will be considered
under the stringent test of injury to a domestic industry that generally prevailed before the Omnibus
Trade Act of 1988.

Because the robust common law and statutory protections for trade secrets in the U.S. do not
exist in many foreign countries, the ITC can be an attractive forum for U.S. companies to seek
redress for misappropriation of trade secrets that occurs overseas if the foreign actor attempts to
import articles produced using the misappropriated trade secrets into the U.S. In addition to
proving the traditional elements of trade secret misappropriation, the trade secret owner will need
to prove that the importation of the articles produced using misappropriated trade secrets threaten
“to destroy or substantially injure an industry in the U.S.” 19 U.S.C. § 1337(a)(1)(A)(1); see
TianRui Grp. Co. v. Int’l Trade Comm’n, 661 F.3d 1322, 1335-37 (Fed. Cir. 2011) (finding
potential for substantial injury to domestic industry despite evidence that trade secret owner did
not practice the misappropriated trade secrets in the U.S.). Note that the Federal Circuit has held
that electronic transmissions alone cannot be the subject of an ITC exclusion order. ClearCorrect
Operating, LLC v. Int’l Trade Comm’n, 810 F.3d 1283, 1293-94 (Fed. Cir. 2015).

The ITC’s remedial powers are limited to exclusionary orders barring importation of the illicit
articles. Since the ITC cannot award damages, petitioners typically file a parallel action in federal
court and then request a mandatory stay of that action pursuant to 28 U.S.C. § 1659. If the ITC
determines that an unfair trade practice has occurred through trade secret misappropriation, that
finding can have preclusive effect in the district court action. See Manitowoc Cranes LLC v. Sany
Am. Inc., 2017 U.S. Dist. LEXIS 202860, at *8 (E.D. Wis. Dec. 11, 2017) (granting summary
judgment of misappropriation under state law). Section 3.11 discusses related case management
issues.
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3.1 Introduction

Federal courts have been hearing and resolving civil trade secret claims for well over one
hundred years. See E.I. duPont de Nemours Powder Co. v. Masland, 244 U.S. 100 (1917). Until
the passage of the DTSA, federal courts heard these claims under diversity jurisdiction or through
the exercise of supplemental or ancillary jurisdiction in cases asserting related claims under federal
statutes. The trade secret claims themselves were governed by state law: first, under common law
and since 1985, to a growing degree by the UTSA. The sole exception is New Y ork, which follows
the Restatement (First) of Torts, §§ 757—759 (1939). While the UTSA as adopted by the states is not
entirely uniform and contains some variations including on applicable statutes of limitations, the
availability of particular remedies, and other matters that can have a significant impact on deciding
particular cases, the Federal Circuit recognized in Tianrui Group Co. v. ITC, 661 F.3d 1322, 1337
(Fed. Cir. 2011), a national consensus on the broad principles governing trade secret law.

The DTSA conferred upon federal courts original, but not exclusive, jurisdiction over claims
brought under the DTSA, 18 U.S.C. § 1836 (c), and established a federal substantive civil statute.
The DTSA was enacted as an addition to the Economic Espionage Act, 18 U.S.C. §§ 1831-1839,
a federal criminal trade secret statute enacted in 1996. It is substantially patterned on, but is not
identical to, the UTSA. With the exception of its whistleblower immunity provision, see 18 U.S.C.
§§ 1833(b), 1838, the DTSA does not pre-empt state law.

The adoption of the DTSA means that judges in the federal courts will be increasingly likely
to preside over trade secret claims, often brought in conjunction with supplemental claims under
applicable state trade secret law. Many of these DTSA claims are coupled with additional claims,
including supplemental claims that an individual defendant has breached a noncompetition or
nondisclosure agreement designed to protect trade secrets or that an entity defendant has breached
a nondisclosure or other agreement in connection with the exploration or wind down of a business
relationship with another organization. Some are accompanied by claims for patent infringement,
where an owner of intellectual property rights has elected to protect some rights under patent law
while retaining others as trade secrets, or where the defendant is accused of having misappropriated
information while it was a trade secret and then using it to make, use, or sell products or services
once the owner has obtained patent protection for the information. Other trade secret claims arise
in the context of larger business disputes, which may assert contractual, fraud, or other claims in
addition to claims for misappropriation. Trade secret disputes can be local in focus, relating to acts
of misappropriation allegedly occurring in a single locale or, increasingly, and particularly under
the DTSA, can include allegations regarding acts of misappropriation allegedly crossing state and
international borders. Trade secret claims may also be mirrored by related federal and state
criminal proceedings and investigations, arbitration proceedings, or proceedings before the U.S.
International Trade Commission, as well as proceedings across multiple domestic or non-U.S.
jurisdictions.

Many of the case management techniques some federal courts developed in addressing purely
state law trade secret claims will be equally applicable to DTSA disputes. The DTSA brings with
it additional issues for courts and litigants to consider.

3.2 Special Case Management Challenges Presented by Trade Secret Disputes

Trade secret claims, whether brought under state or federal law, differ from other intellectual
property disputes. They require investigation into not only technical questions, often requiring the
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need for expert testimony, relating to the scope of the claimed right and whether it has been
subverted, or misappropriated, by the defendant, but also into broader historical facts regarding
the relationship between the parties; how the trade secret owner has protected the information at
issue (or not); whether defendant knew or should have known that its use or disclosure of
information that has been allegedly protected as a trade secret was unauthorized; and what is
known or is ascertainable, and with what degree of difficulty, in the relevant industry.

Many trade secret disputes also contain a significant emotional component resulting in
heightened distrust between the parties. Trade secret disputes often involve formerly trusted
insiders, whether former employees or former business partners or prospects. They can, however,
involve outside “hackers” allegedly engaged in “espionage.” Plaintiffs often speak and think in
terms of having been “betrayed” by defendants. This distrust, if not recognized and managed, can
hamper cooperation and stall case progress.

Parties asserting trade secret claims frequently demand the court’s immediate attention—if the
misappropriation is not stopped, now, “a trade secret once lost is gone forever” and a “lost” trade
secret cannot be recaptured, goes the refrain. Trade secret claimants may attempt to push their case
to the front of the court’s calendar by seeking immediate injunctive relief and expedited discovery.
Defendants may be equally focused on obtaining an early ruling that the plaintiff’s claim is without
merit or may contend that there is no reason to deviate from a normal schedule or, at the least, seek
more time to respond. The filing of a request for immediate relief will virtually always trigger a
status conference with the parties and can often present an opportunity for the court to map out the
course of the dispute.

Because trade secret law does not rely on a public examination or registration system to stake
out or register rights in advance of disputes, the question of what information is claimed to be at
issue takes center stage early in nearly every trade secret dispute. Before a defendant can assess
and defend against the claims, it must know what it is accused of having misappropriated. Before
a court can determine what evidence is relevant from both sides to resolve discovery disputes,
adjudicate requests for preliminary injunctive relief, or frame other equitable orders and
appropriate monetary remedies, it must determine the nature and scope of the alleged trade secrets.
But because pleadings asserting trade secret claims cannot reveal the trade secret without exposing
it to the public (and thereby destroying the secret), initial pleadings often leave important
unanswered questions. Courts have at their disposal a variety of special tools to direct plaintiffs to
identify the information they claim to be trade secrets at an early stage without exposing them to
public view or allowing the litigation to founder on assertions that the information has not been
adequately specified.

Trade secret litigation also presents delicate issues regarding what evidence will be kept
confidential and from whom. Disputes most often occurs between parties (including individuals)
that either already are or plan to become competitors, each of whom zealously guards its own
information. Unless well-managed, early litigation can bog down in considerations of what
information must be kept confidential from whom and under what terms, with parties on both sides
reluctant to produce information they claim to be confidential prior to entry of an appropriate and
often strict protective order. Trade secret disputes also present issues regarding how to balance the
public’s interest in access to the courts with the trade secret owner’s need to protect trade secrets
from public disclosure during litigation. While these issues are also present in many kinds of
commercial litigation, they can become acute in trade secret litigation and may call for special
solutions. Importantly, the “trade secret privilege,” often invoked to protect or even bar disclosure
of some kinds of information in other kinds of commercial disputes, does not bar production of
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relevant information pertaining to the very secrets at issue in trade secret disputes. The terms of a
protective order controlling how disclosure of that information will be made therefore become
critical at an early stage of the litigation.

Trade secret disputes frequently involve requests for urgent equitable relief on an incomplete
record to halt actual or “threatened” disclosure of trade secrets. The resolution of such requests
may point the way to future discovery or motion practice, including motions for partial or complete
summary judgment, or may create an opportunity to consider settlement on a more fully informed
basis. If the case is not resolved on such a motion or through settlement, bringing a case to trial in
a public forum regarding information that is alleged to be a highly valuable secret raises additional
challenging issues.

These and other factors create the need for courts to manage disputes asserting trade secret
claims actively from the outset. This chapter addresses ways litigants and courts can begin to
manage predictable issues through early discussion and an early case management conference.
Subsequent chapters explore some of these topics in greater detail, including: processes for
identifying trade secrets (chapter 4); handling requests for pre-trial injunctive relief, including ex
parte and noticed motions for temporary restraining orders, early forensic preservation and review,
requests for injunctive relief in aid of arbitration, expedited discovery and preliminary injunctions
(chapter 5); managing discovery, including protective orders, as well as managing requests to seal
information in public filings (chapter 6); considering summary judgment motions (chapter 7);
preparing for trial (see chapters 8 and 9); and managing trials (chapter 10). Chapter 11 addresses
the distinctive issues involved in managing criminal trade secret litigation.

3.3 A Trade Secret Case Management Checklist to Structure the Initial Case
Management Conference and Guide Subsequent Litigation

The standard form of civil cover sheet in use in most district courts does not include a checkbox
or other tool for flagging the fact that a new filing presents trade secret claims. It may therefore
not be immediately apparent to the court that a particular dispute presents those issues, particularly
when other claims are asserted. Courts or individual judges may find it useful to post as part of
their local rules or individual chambers rules a Checklist document pertaining to trade secret claims
designed to help the parties focus on pertinent issues both at an Initial Case Management
Conference and even prior to court intervention. In any event, litigants may find preparation of a
Checklist to be useful in planning their pleadings and the overall course of the litigation.

Preparing a specialized Checklist and case management orders for actions arising under
particular statutes or relating to particular subject matters is not unprecedented. Many courts have
adopted special rules, standing orders or practices relating to other types of substantive claims such
as, for example, requiring the submission of RICO case orders, see, e.g., United States District
Court, District of New Jersey, Local Rules and Appendices, Appendix O, Optional RICO Case
Order, available at https://www.njd.uscourts.gov/local-rules-and-appendices and rules gover-
ning aspects of the management of patent claims adopted in many courts, see, e.g., United
States District Court, Northern District of California, Patent Local Rules, available at
https://cand.uscourts.gov/rules/patent-local-rules; United States District Court, Southern Dis-
trict of Texas, Rules of Practice for Patent Cases (amended Apr. 18, 2022), available at
https://www.txs.uscourts.gov/sites/txs/files/rules.pdf, United States District Court, District of
Colorado, Patent Rules for the District of Colorado, available at http://www.cod.uscourts.gov/
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CourtOperations/RulesProcedures/LocalRules/Patentl.ocalRules.aspx. Courts have also devel-
oped special guidance for product liability filings, asbestos cases, and particular types of securities
law claims as well as guidance on conducting Rule 26(f) conferences regarding electronically
stored information. See, e.g., United States District Court, Northern District of California,
available at https://www.cand.uscourts.gov/filelibrary/1118/ESI_Checklist-12-1-2015.pdf. Trade
secret disputes, which in the aggregate may involve rights alleged to be worth billions of dollars,
can benefit from similar case management guidance.

Appendix 3.1 contains a proposed Checklist for the parties to discuss with each other before
the Initial Case Management Conference. Appendix 3.2 provides a proposed Case Management
Order template for trade secret cases. The Checklist focuses on key issues that often arise in trade
secret cases and is a “quick guide” to the issues discussed in greater detail in this chapter. Whether
or not a particular jurisdiction orders the use of the Case Management Checklist or Case
Management Order Template, parties in any case involving trade secret claims will likely benefit
by using the Checklist in formulating a Complaint or Answer and planning overall case strategy.
Further, the Checklist focuses the parties on issues they will need to address at an early stage, to
meet to prepare for the Initial Case Management Conference and Rule 26(f) Conference and,
ideally, to avoid the need for extensive motion practice to settle the pleadings and commence
discovery. The parties should be prepared to discuss their answers to the Checklist with the court
and periodically return to the Checklist over the course of the case to see if their answers, and the
need for judicial assistance, have changed. Courts may find it useful to require the parties to submit
the completed Checklist to the court in advance of the Initial Case Management Conference to
help the Conference proceed efficiently and ensure that the court is informed of the reasoning
behind the parties’ positions taken at the Conference.

The remainder of this chapter discusses in detail the legal issues and information requested in
the Checklist and Case Management Order and their significance in managing the case.

While ideally a court would conduct an early conference with attorneys in cases asserting trade
secret claims, and many judges have standing orders directing conferences within a matter of weeks
of filing of any case, not every court is able to operate on that schedule absent a specific request by
one of the parties for an early case conference. Such requests are often made by the court or the
parties in connection with a motion for early injunctive relief. Chapter 5 discusses developing case
management orders in connection with a request for pretrial equitable relief as well as following any
decision on a motion for preliminary injunction. That chapter ought to be read in conjunction with
this chapter with regard to any case in which pretrial equitable relief is contemplated. The court and
the parties may find it appropriate to expand the discussion of pretrial equitable relief to a full Initial
Case Management Conference regarding the projected path of the overall case.

3.4 Complaints

Many common deficiencies in the initial pleading can be avoided through close attention to
the following issues when drafting the pleading or can be productively addressed through early
discussion and submission of an amended pleading pursuant to stipulation at an early stage.

3.4.1 DTSA Claims

Federal district courts have original, although not exclusive, jurisdiction over claims arising
under the DTSA so long as the complaint satisfies the requisite pleading requirements.

3-6


http://www.cod.uscourts.gov/CourtOperations/RulesProcedures/LocalRules/PatentLocalRules.aspx

Trade Secret Case Management Judicial Guide Chapter 3: Early Case Management

3.4.1.1 Standing to Sue

The DTSA provides that “an owner” of a trade secret may bring a civil action for
misappropriation. Under the statute, the term “owner,” with respect to a trade secret, means “the
person or entity in whom or in which rightful legal or equitable title to, or license in, the trade
secret is reposed.” 18 U.S.C. § 1839(4). An ownership interest should be plausibly alleged as an
essential element of a DTSA claim. See Focused Impressions, Inc. v. Sourcing Grp., LLC, 2020
WL 1892062 at *5-6 (D. Mass. Apr. 16, 2020) (collecting cases and dismissing complaint for
failure to make allegations regarding ownership); Sentry Data Sys., Inc. v. CVS Health, 361 F.
Supp. 3d 1279, 1293 (S.D. Fla. 2018). The question of whether a claimant holds rightful legal or
equitable title to, or license in, the trade secret is a matter of state law, cf., e.g., Enovsys LLC v.
Nextel Commc 'ns, Inc., 614 F.3d 1333 (Fed. Cir. 2010) (holding that legal title to a patent is a
question of state law), which the DTSA does not alter.

3.4.1.2 Necessary or Indispensable Parties

Unlike patent law, trade secret law does not impose separate joinder obligations apart from the
general rules on joinder set forth in Fed. R. Civ. P. 19 and the rules on intervention set forth in
Fed. R. Civ. P. 24. There is no uniform or federal statutory requirement that each owner or licensee
be joined in a trade secret dispute before the case can proceed, although the Official Comment to
Section 2 of the UTSA states that “[w]here more than one person is entitled to trade secret
protection with respect to the same information, only that one from whom misappropriation
occurred is entitled to a remedy.” Contracts between owners and licensees often address the issue
of what party is entitled to bring suit against third party misappropriators.

The Federal Circuit has held that whether co-owners of trade secrets were necessary parties to
an action asserting a Fifth Amendment taking involved a fact intensive inquiry governed by Rule
19, which it remanded to the trial court. Gal-Or v. United States, 470 F. App’x 879, 885 (Fed. Cir.
2012). Cf. Tullet Pre-Bon PLC v. BCG Partners, Inc., 427 F. App’x 236 (3d Cir. 2011)
(unpublished) (finding that American subsidiaries of foreign company engaged in inter-dealer
broker business were “necessary parties” to company’s action against competitor asserting
misappropriation claims since non-named subsidiaries had clear interest in action and adjudication
of plaintiff company's right to relief necessarily required determination of wrongfulness of
competitor's conduct as to the subsidiaries).

Disputes arising from the alleged breach of a noncompetition agreement, which frequently
accompany trade secret claims affect at least three interested parties: the former employer, the new
employer, and the employee. However, all three parties are not necessarily named in the suit.
Courts may be asked to determine whether the named parties are entitled to assert claims and
whether any unnamed parties should be joined or permitted to intervene. See Tullet Pre-Bon v.
BCG and Acrisure Holdings, Inc. v. Frey, 2019 WL 1324943 (D. Del. Mar. 25, 2019) (dismissing
claims for breach of noncompetition agreement brought by parent nonsignatory to agreement,
holding that alleged injury to a subsidiary from breach of a noncompetition agreement did not
confer standing on the parent to enforce the noncompetition agreement). The parties and the court
will want to consider at an early stage whether the court will be able to afford complete relief
among the litigants without the inclusion of additional parties. See 7 Moore’s Federal Practice and
Procedure Civ. § 1604, n.31 and accompanying text (3d ed. 2022). Courts have not found a third
party to be necessary or indispensable where the resolution of the dispute between the named
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parties will dispose of the claims and where the named party will adequately represent the interest
of the non-named party, see Fuel Avenue v. Nat’l Brokers of Am., Inc., 329 F.R.D. 461 (S.D. Fla.
2019) (denying motion to intervene by organization allegedly formed by named defendant in
violation of noncompete agreement); Clorox Co. v. S.C. Johnson & Son, Inc., 627 F. Supp. 2d 954
(E.D. Wis. 2009) (denying employee’s motion to intervene in dispute between former and prospective
new employer over whether the employee’s hire constituted “threatened misappropriation”).

Further, given the rapid pace with which state governments, Congress, and the Federal Trade
Commission are evaluating the enforceability of noncompetition agreements, the parties and the
court will want to assess at an early stage the viability of any asserted claim relating to a
noncompetition agreement.

3.4.1.3 Required Allegations

DTSA complaints must allege, tracking the statute itself, facts making it plausible that:
1. the information at issue is used in, or intended for use in interstate or foreign commerce;
2. an act of misappropriation occurred after May 11, 2016;
3. the information is a trade secret;
4

. misappropriation (wrongful acquisition, use, or disclosure of trade secrets) has
occurred or is threatened; and

e

for any non-U.S. defendant, that “acts in furtherance” of the misappropriation occurred
or are occurring in the United States.

Allegations should not simply parrot the language of the statute; rather, they must assert facts
making the claims plausible in accordance with Bell Atl. Corp. v. Twombly, 550 U.S. 544 (2007)
and Ashcroft v. Igbal, 556 U.S. 662 (2009).

Each of these allegations is discussed in turn below.

3.4.1.3.1 Interstate or Foreign Commerce

The DTSA protects trade secrets related to a product or service used in or intended for use in
interstate or foreign commerce. 18 U.S.C. § 1836(b)(1). This element has been held not to be
satisfied by mere conclusory allegations. See, e.g., DLMC, Inc. v. Flores, 2019 WL 309754 (D.
Haw. Jan. 23, 2019) (dismissing DTSA claim where plaintiff failed to identify any nexus between
interstate or foreign commerce and the alleged trade secret); Hydrogen Master Rights, Ltd. v.
Weston, 2017 WL 78532, at *10 (D. Del. Jan. 9, 2017) (same; dismissing DTSA claim without
prejudice).

3.4.1.3.2 Misappropriation After Effective Date of the DTSA

The DTSA applies to misappropriation for which any act allegedly occurred on after May 11,
2016, even if some acts occurred prior to that date. See Brand Energy v. Irex Contracting Group,
2017 WL 1105648, at *8 (E.D. Pa. Mar. 24, 2017); Adam Arms, LLC v. Unified Weapons Sys.,
2016 U.S. Dist. LEXIS 132201 (M.D. Fla. Sep. 27, 2016) (denying motion to dismiss DTSA claim
where complaint alleged wrongful use of trade secrets before and after the effective date;
dismissing however, claim for wrongful acquisition of trade secrets, which was alleged to have
been complete by the effective date); Teva Pharm. USA Inc. v. Sandhu, 291 F. Supp. 3d 659, 674—
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75 (E.D. Pa. 2018); Syntel Sterling Best Shores Mauritius Ltd. v. Trizetto Grp., No. 2016 WL
5338550 (S.D.N.Y. Sept. 23, 2016) (allowing defendants to add a DTSA counterclaim where they
alleged that plaintiff’s improper use of the earlier misappropriated trade secrets continued after the
Act’s effective date). But see Camick v. Holladay, 758 F. App’x 604 (10th Cir. 2018) (finding that
continued possession of a trade secret after the effective date, without more, does not constitute
misappropriation under the DTSA). While this requirement is increasingly easy to satisfy given
the passage of time since May 2016, it should not be overlooked in the pleading when the acts
complained of allegedly began before the DTSA’s effective date.

3.4.1.3.3 Existence of Trade Secret

While a trade secret complainant need not disclose the trade secret(s) in the complaint,

it must do more than simply list general categories of information. If that were not the
case, then any claimant could survive a motion to dismiss a trade secret claim with
conclusory statements that simply restate the elements of a trade secret. Twombly and
Igbal require more.

Elsevier Inc. v. Doctor Evidence, LLC, 2018 WL 557906, at *14 (S.D.N.Y. Jan. 23, 2018)
(emphasis added). Chapter 4 discusses the proper identification of trade secrets.

Under the DTSA, 18 U.S.C. § 1839(c), plaintiffs must allege as non-conclusory facts, not
simply that the information is not generally known or readily ascertainable by proper means but
also that:

(A) Plaintiff has taken reasonable measures to keep the information secret, see Syntel
Sterling Best Shores Mauritius Ltd. v. Trizetto Grp., Inc., 2016 WL 5338550, at *6
(S.D.N.Y. Sept. 23, 2016) (finding that pleadings sufficiently alleged reasonable
measures by alleging plaintiff’s actions in “making those who use it subject to
confidentiality provisions and limitations, and only making it accessible through strictly
controlled servers); cf- Dichard v. Morgan, 2017 WL 5634110, at *3 (D.N.H. Nov. 22,
2017) (dismissing DTSA claim with leave to replead where complaint failed to allege
that the trade secret owner took any measures to protect the secrecy of information at
suit) and

(B) the information at issue derives independent economic value, actual or potential, from
not being generally known to, and not being readily ascertainable through proper means
by, another person who can obtain economic value from the disclosure or use of the
information, see First United Bank Ins. Sols. v. Inservices LLC, 2020 WL 1483138, at
*4 (W.D. Okla. Feb. 2, 2023) (finding allegation of economic value merely conclusory
and dismissing claim, noting that “Plaintiff does not, for example, allege facts to support
its contention that the secrecy of the information provided it with a competitive
advantage.”); Pittsburgh Logistics Sys., Inc. v. LaserShip, Inc., 2019 WL 2443035
(W.D. Pa. June 12, 2019) (dismissing as conclusory claim simply tracking statutory
language without alleging plausible facts to support economic value claim); Democratic
Nat’l Comm. v. Russian Fed’n,392 F. Supp. 3d 410, 448 (S.D.N.Y. 2019) (holding that
“‘[t]o survive a motion to dismiss, a party alleging that it owns a trade secret must put
forth specific allegations as to the information owned and its value’” (quoting Elsevier,
2018 WL 557906, at *4); ATS Grp., LLC v. Legacy Tank & Indus. Servs. LLC, 407 F.
Supp. 3d 1186, 1197 (W.D. Okla. 2019) (stating that “[i]n order to plead a claim for
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violation of the DTSA, a plaintiff must allege that it lawfully owned information of
independent economic value . . . ”).

3.4.1.3.4 Misappropriation is Plausible

A trade secret complainant must allege facts providing a plausible basis for its
misappropriation allegations. Doing so may be challenging since trade secret owners might not
have direct evidence of misappropriation at the time of filing. Importantly, the complainant need
not prove its case in the complaint itself. Rather, the complainant may rely on circumstantial
evidence and reasonable inferences therefrom to state a plausible claim for relief where the
evidence, if proven to be true, would support a finding for plaintiff. See Oakwood Lab’ys, LLC v.
Thanoo, 999 F.3d 892 (3d Cir. 2021); Wisk Aero LLC v. Archer Aviation, Inc.,2021 WL 3771786
(N.D. Cal. Aug. 24, 2021); Applied Biological Lab’ys v. Diomics Corp., 2021 WL 4060531 (S.D.
Cal. Sept. 7, 2021).

3.4.1.3.5 “Acts in Furtherance” of Misappropriation in the United States

The DTSA is part of the Economic Espionage Act, which provides that
This chapter also applies to conduct occurring outside the United States if—

(1) the offender is a natural person who is a citizen or permanent resident alien of the
United States, or an organization organized under the laws of the United States or a
State or political subdivision thereof; or

(2) an act in furtherance of the offense was committed in the United States.

18 U.S.C. § 1837. District courts have held that this requirement is satisfied when the defendant,
or “offender,” is a citizen or permanent resident alien of the United States or an act in furtherance
of the offense was committed in the United States. See Motorola Sols., Inc. v. Hytera Commc 'ns
Corp. Ltd., 436 F. Supp. 3d 1150, 1159-67 (N.D. Ill. 2020). Courts have found a broad range of
actions to constitute an “act in furtherance” sufficient to establish extraterritorial reach under the
DTSA. For example, allegations that defendant accessed data on the plaintiff’s U.S.-based server
(among other acts) have been found to be sufficient. See Dmarcian, Inc. v. Dmarcian Europe BV,
60 F. 4th 119 (4th Cir. 2023) (affirming district court’s finding that there is “a relatively low bar”
for the “acts in furtherance” requirement and that “courts place less import on the scope of the acts
committed within the United States than the tie between those actions and the misappropriation™);
see also Medcenter Holdings Inc. v. WebMD Health Corp.,2021 WL 1178129 (S.D.N.Y. Mar. 29,
2021) (finding allegations of meetings between an employee of plaintiff and defendant’s CEO in
Florida shortly before plaintiff’s employee resigned to work for defendant; the negotiation of an
NDA between the parties in New York as, allegedly, a “trojan horse” for acquiring trade secrets;
and the employee’s alleged consulting work for defendant under a contract calling for her services
to take place partly in the United States sufficiently alleged “acts in furtherance” in the United
States); MedImpact Healthcare Sys., Inc. v. IQVIA Inc., 2020 WL 5064253, at *14—15 (S.D. Cal.
Aug. 27, 2020) (finding that allegations that defendants accessed U.S. servers and communicated
with U.S. plaintiffs through phone calls, virtual meetings, board meetings, and correspondence
sufficiently pled that misappropriation was “at work™ and that acts in furtherance were committed
in the United States); but see ProV Int’l Inc. v. Lucca, 2019 WL 5578880, at *3 (M.D. Fla. Oct.
29, 2019) (finding no act in furtherance of the offense was committed in the United States where
the amended complaint alleged no facts connecting defendant’s attendance at U.S. trade show with
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the alleged misappropriation; and the alleged damages resulting from the misappropriation “do not
constitute part of the offense itself” but constitute the effects of a “‘fully completed operation.’”’)
(quoting Luminati Networks Ltd. v. BlScience Inc., 2019 WL 2084426, at *11 (E.D. Tex. May 13,
2019) (quoting Yates v. United States, 354 U.S. 298, 334 (1957))); see also § 11.9.

3.4.1.3.6 Discovery of Misappropriation and the Statute of Limitations

The DTSA’s statute of limitations period is three years from the date that plaintiff knew, or
with the exercise of reasonable diligence, should have known, of the misappropriation. In
comparison, the statute of limitations for criminal violations of the EEA under 18 U.S.C. § 3282
is five years and begins to run on the last day of defendant’s continuing offense. See § 11.7.1.
Because of this difference, this means that the government could bring criminal charges under the
EEA that would be time-barred if lodged as a civil DTSA complaint.

In many DTSA cases, it will be readily apparent from the complaint that the alleged
misappropriation occurred within the DTSA’s three-year statute of limitations period. Where a
plaintiff learned of the misappropriation more than three years (or applicable state law period) after
it allegedly occurred, plaintiff should be prepared to allege facts making it plausible that defendant
concealed the misappropriation and that plaintiff could not, with the exercise of diligence, have
discovered the misappropriation earlier. While the statute of limitations is an affirmative defense,
it has been held that a complaint that makes it apparent on its face that the claim arose outside of
the limitations period can be dismissed absent a permitted explanation for the delay. See Houser
v. Feldman, 2021 WL 4991127, at *4 (E.D. Pa. Oct. 27, 2021 (citing Wisniewski v. Fisher, 857
F.3d 152, 157 (3d Cir. 2017)).

Depending on the facts alleged, the final resolution of any statute of limitations affirmative
defense may require substantial discovery and may present factual issues that cannot be resolved
until trial. See B&P Littleford, LLC v. Prescott Mach., LLC, 2021 WL 3732313 (6th Cir. Aug. 24,
2021).

3.4.1.4 Injury

When a victim of misappropriation frames its complaint for actual or threatened
misappropriation, it may not yet have suffered economic harm or be aware of the scope of any
damages. Courts have held, however, “[b]y statutory definition, trade secret misappropriation is
harm,” Oakwood Lab’ys, LLC v. Thanoo, 999 F.3d 892, 913 (3d Cir. 2021) (emphasis in original),
since it ends plaintiff’s exclusive access or control over its information. This is a “real and
redressable harm.” Id., at 914. While quantifying the loss through monetary relief or preventing it
through equitable relief is a subject for later in the case, “cognizable harm is pled when a plaintiff
adequately alleges the existence of a trade secret and its misappropriation.” /d. at 913—14 (footnote
omitted).

3.4.1.5 Pleading a Violation of the DTSA as a RICO Predicate Offense

The Racketeer Influenced Corrupt Organization (RICO) Act, 18 U.S.C. §1961, et seq, provides
for civil and criminal penalties, civil forfeiture, injunctive relief, treble damages, and attorneys’
fees upon proof of a “pattern” of multiple prohibited offenses in interstate commerce by a
“continuing enterprise.” Prior to the enactment of the DTSA, victims of trade secret
misappropriation were generally forced to establish other “predicate offenses” such as mail fraud,
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wire fraud, or receipt of stolen property having a value of $5,000 or more to state a RICO claim,
and could not uniformly rely on violation of state trade secret law as a predicate offense. See, e.g.,
Thermodyn Corp. v. 3M Co., 593 F. Supp. 2d 972 (N.D. Ohio 2008) (stating, prior to the most
recent amendments to the RICO statute, that “[m]isappropriating trade secrets is not a RICO
predicate act. Thus, the relevant question here is whether there is an ongoing threat of wire fraud,
mail fraud, or theft”); see also Mgmt. Comp. Servs. Inc. v. Hawkins, Ash, Baptie & Co., 883 F.2d
48, 51 (7th Cir. 1989) (viewing RICO as requiring a pattern of illegal activity; analogizing
continued use of stolen trade secrets to using the proceeds from a theft and concluding that “[w]hen
a thief steals $100, the law does not hold him to a new theft each time he spends one of those
dollars™); Binary Semantics Ltd. v. Minitab Inc., 2008 WL 763575, at *4 (M.D. Pa. Mar. 20, 2008)
(expressing concern that plaintiff’s theory that use of stolen trade secrets established a continued
threat of future prohibited activity would mean that “every misappropriation of trade secrets could
result in a RICO claim,” stretching the statute “beyond what it was intended to reach.”).

Some courts, however, found that wrongful receipt of trade secrets and subsequent use
constituted separate offenses and further that each misappropriated trade secret could be the basis
for a separate offense of receipt of stolen property. See Gould, Inc. v. Mitsui Mining & Smelting
Co., 750 F. Supp. 838 (N.D. Ohio 1990); General Motors Corp. v. Ignacio Lopez de Arriortua,
948 F. Supp. 670 (E.D. Mich. 1996) (finding that GM had stated a RICO claim by alleging that its
former employees had joined Volkswagen AG in a management role, bringing with them 20
cartons of stolen documents with the intent to use them); Avery Dennison Corp. v. Four Pillars
Enter. Co., 45 F. App’x 479 (6th Cir. 2002) (affirming jury verdict of $81 million which included
an award under RICO and state law for wrongful acquisition and use of trade secrets).

The DTSA resolved some but not all of the debate by concurrently amending the RICO statute
to make trade secret misappropriation under “18 U.S.C. §§ 1831 and 1832 [relating to economic
espionage and theft of trade secrets]” a RICO predicate act. This does not mean, however, that
stating a claim for violation of the DTSA or for misappropriation of multiple trade secrets
necessarily states a RICO claim. A plaintiff asserting a RICO claim as to which a misappropriation
of trade secrets is one predicate act must allege all of the other RICO requirements, which include:

(1) the existence of an enterprise affecting interstate commerce;
(2) that the defendant was employed by or associated with the enterprise;

(3) that the defendant participated, either directly or indirectly, in the conduct or the affairs
of the enterprise; and

(4) that the defendant participated through a pattern of racketeering activity that included
at least two racketeering acts.

18 U.S.C. § 1964(c).

From a case management perspective, the parties and the court will want to confirm that a
RICO claim in which theft of trade secrets is asserted as a RICO predicate offense conforms with
all local rules and local case management requirements attendant to RICO claims as well as to
the case management practices described within this chapter. Certain courts or judges require
plaintiffs to submit with or within a specified number of days after filing any pleading asserting a
RICO claim a “RICO Case Statement” that sets forth in specific detail the supporting facts and
legal bases of their claims. See, e.g., the requirement in the Southern District of New York to
file a RICO statement within 20 days of filing a pleading asserting a RICO claim,
https://www.nysd.uscourts.gov/sites/default/files/practice_documents/kmwRICOStatement.pdf;
Reid J. Schar, E.K. McWilliams, and Philip B. Sailer, RICO: A Guide to RICO Litigation in
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the Federal Courts, §8 7 (Jenner & Block 2021), available at https://www.jenner.com/a/web/
taV21sfHsERD37g5Wk8dA6/4HRMZQ/2021_RICO_Guide.pdf.

From a substantive standpoint, judicial interpretation of the use of DTSA as a predicate act for
civil RICO is evolving. It has been held, for example, that a plaintiff relying on DTSA as the only
predicate offense must plead two or more acts of trade secret theft that occurred after May 11,
2016 to withstand a motion to dismiss. See Magnesita Refractories Co. v. Tianjin New Century
Refractories Co., Ltd, 2019 WL 1003623, at *9 (M.D. Pa. Feb. 28, 2019). Focusing on differences
in wording between the Economic Espionage Act and the Defend Trade Secrets Act, some courts
have held that the criminal statute limits its reach to the point in time that a trade secret falls into
unauthorized hands, and that the ongoing use of the trade secrets once obtained cannot be a
predicate act to establish a threat of continued criminal activity. See Cross Border Sols., Inc. v.
Macias, 2022 WL 562934, at *10 (S.D.N.Y. Feb. 23, 2022), relying on ESPOT, Inc. v. MyVue
Media, LLC, 492 F. Supp. 3d 672, 694-95 (E.D. Tex. Oct. 2, 2020) (holding the RICO statute, 18
U.S.C. § 1832, specifically treats stealing and receiving trade secrets as a predicate act but not
“using” the misappropriated trade secrets) and Hardwire, LLC v. Ebaugh, 2021 WL 3809078, at
*6—7 (D. Md. Aug. 26, 2021) (same). Given the potential complexities of RICO litigation, the
court will want to flag and the parties will want to discuss at an initial case management conference
potential ways to resolve at an early time whether a RICO claim has been properly pled.

While the statute of limitations for DTSA violations is three years, the statute of limitations for
a civil RICO claim is four years. See Agency Holding Corp. v. Malley-Duff & Assocs., 483 U.S.
143, 156 (1987).

3.4.2 State Law Claims for Trade Secret Misappropriation

Many claims under the DTSA are supplemented by claims under applicable state trade secret
law. Because the claims under these parallel regimes are typically closely intertwined, federal
courts hearing DTSA cases consistently exercise supplemental jurisdiction over these state law
claims, generally without challenge by the defendant. See John Zink Co. v. Robertson, 2022 WL
17547786 (N.D. Okla. Dec. 9, 2022) (finding jurisdiction over DTSA claim and exercising
supplemental jurisdiction over claim under Oklahoma’s Uniform Trade Secrets Act). Where,
however, the DTSA claim is dismissed, the court may determine that it no longer has supplemental
jurisdiction over the state law claims. See §3.6.2.2.

While many of the elements of state law misappropriation claims will be satistied by pleadings
required under the DTSA, state law provisions, particularly those relating to standing to sue, statute
of limitations, preemption and substantive requirements, may raise special issues that should be
assessed at an early stage. As explored in § 3.6, the court will need to determine whether it has
personal and subject matter jurisdiction over all of the parties and each of the non-DTSA claims
and that the requirements to allege each claim are satisfied. If a fraud claim is asserted, for example,
the claim will need to satisfy the pleading requirements of Fed. R. Civ. P. 9(b).

3.4.2.1 Standing to Sue

Assessing standing to sue under the UTSA and New York common law depends on the
language of the applicable statute or common law as adopted in the relevant jurisdiction as well as
the terms of any applicable contracts between the parties specifying ownership rights. The UTSA
provides that the victim, referred to at points as the “complainant,” may seek remedies for
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misappropriation but does not specify that the victim need be the “owner” of the trade secret. An
official comment to the UTSA states that “whenever more than one person is entitled to trade
secret protection with respect to the same information, only that one from whom misappropriation
occurred is entitled to a remedy.” UTSA § 3, Official Comment (1985).

Cases decided under some versions of the UTSA have found that exclusive licensees, non-
exclusive licenses, and persons lawfully possessing and having some rights to control trade secrets
have standing to sue for misappropriation on the theory that under the specific state’s laws, any
misappropriation destroys the value for all enjoying rights in the trade secret. See, e.g., BladeRoom
Grp. Ltd. v. Facebook, Inc., 219 F. Supp. 3d 984, 990 (N.D. Cal. 2017) (explaining that exclusive
licensee possessed allegedly secret information and had obligations of secrecy, entitling it to
demand remedies against those who had allegedly misappropriated the information; and holding
that “the better focus for determining whether a party can assert a misappropriation claim is on
that party’s possession of secret knowledge, rather than on the party’s status as a true owner”);
Metso Minerals Indus. Inc. v. FLSmidth-Excel LLC, 733 F. Supp. 2d 969 (E.D. Wis. 2010) (non-
exclusive licensee had standing to sue); Faiveley Transp. USA, Inc. v. Wabec Corp., 758 F. Supp.
2d 211, 220 (S.D.N.Y. 2010) (applying New York law and reaching same conclusion); Williams-
Sonoma Direct., Inc. v. Arhaus, LLC, 304 F.R.D. 520 , 527-28 (W.D. Tenn. 2015) (finding that
“persons lawfully possessing and having some rights to control trade secrets had standing to sue”
for misappropriation under Tennessee law). In DTM Research, LLC v. AT&T Corp., 245 F.3d 327,
331-34 (4th Cir. 2001) (considering the Maryland UTSA), the Fourth Circuit held that “fee
simple” ownership of a trade secret is not an element of a misappropriation claim and that mere
“lawful possession” of the trade secret is sufficient to confer standing to sue for its
misappropriation. Other circuits have followed the Fourth Circuit’s approach. See Advanced Fluid
Sys., Inc. v Huber, 958 F.3d 168, 177-80 (3d Cir. 2020); Gaedeke Holdings VII LTD v. Baker, 683
F. App’x 677, 684 (10th Cir. 2017); see also Phyllis Schlafly Revocable Trust v. Cori, 2022 WL
898760 (E.D. Mo. Mar. 28, 2022) (finding that the Missouri UTSA does not limit standing to
owners of a trade secret and permitting suit by non-owner parties allegedly suffering harm from
misappropriation).

State statutes vary, however, on the question of whether ownership is necessary to confer
standing to sue. Some state variations of the UTSA use the term “owner,” rather than “claimant”
at various points when describing obligations and rights of the party seeking relief. See, e.g., N.C.
Gen. Stat. § 66-153 (providing that “[t]he owner of a trade secret shall have remedy by civil action
for misappropriation of his trade secret”); and Colo. Rev. Stat. §§ 7-74-101 through 7-74-110
(noting that for information to be a trade secret, “the owner” thereof must have taken measures to
prevent the secret from becoming available to persons other than those selected by “the owner” to
have access thereto for limited purposes). Several courts have held that under the applicable state
law one must own a trade secret to sue for misappropriation. See Brigham Young University v.
Pfizer, 2012 WL 1032769, at *2 (D. Utah Mar. 27, 2012) (holding that there is “ample authority
for the proposition that one must own a trade secret to sue for its misappropriation”; and declining
to follow DTM Research v. AT & T Corp., 245 F.3d 327 (4th Cir. 2001)); but see Xyngular Corp.
v. Innutra, LLC,2013 WL 6916525 at *§ (D. Utah Nov. 20, 2013) (commenting on Brigham Young
v. Pfizer and holding that “[w]hile this is a correct statement, there is also ample authority for the
proposition that one need not be an owner in the traditional sense to bring a misappropriation
claim”; finding, however, that plaintiff had not presented sufficient evidence or allegations to
establish standing to sue); Woodfords Family Servs., Inc. v. Casey, 2011 WL 6218101, at *10 n.
10 (D. Me. 2011) (holding that “in order to prevail on its claim for misappropriation of trade
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secrets, [plaintiff] must establish that it owns that which it is striving to keep secret.”); Cytodyn,
Inc. v. Amerimmune Pharm., Inc., 160 Cal. App. 4th 288,297, 72 Cal. Rptr. 3d 600 (2008) (“Under
the UTSA, a prima facie claim for misappropriation of trade secrets requires the plaintiff to
demonstrate: (1) the plaintiff owned a trade secret . . .”) (internal quotation marks and citation
omitted)). Texas has adopted a variation of the Uniform Trade Secrets Act that defines the “owner”
of a trade secret as “the person or entity in whom or in which rightful, legal, or equitable title to,
or the right to enforce rights in, the trade secret is reposed,” and further explains that if a party
seeks recovery of damages on behalf of another person, “claimant” includes both that other person
and the party seeking recovery or damages. Tex. Civ. Prac. & Rem. Code § 34A.002.

Given this variation in state law, the parties will want to consider standing at an early stage
and be prepared to discuss the issue at the initial case management conference.

3.4.2.2 State Law Statutes of Limitations

The UTSA contains a three-year statute of limitations period. See UTSA § 6 (providing that
“for purposes of this section, a continuing misappropriation constitutes a single claim of
misappropriation”). Not all states, however, have adopted this period. State trade secret statutes
currently vary between two to six years from “discovery,” typically defined as when the victim
knew or by the exercise of “reasonable diligence” should have known, of the misappropriation.
State laws also vary with respect to whether each act of unauthorized “use” of a trade secret triggers
another limitations period. See, e.g., Heraeus Medical GmbH v. Esschem, Inc., 2019 WL 2556820
(3d Cir. June 21, 2019) (observing that when enacting its version of the UTSA, Pennsylvania
declined to adopt the UTSA’s single-claim treatment for continuing misappropriation of trade
secrets). New York, the only state that has not adopted the UTSA, or any other civil trade secret
statute, applies the three-year limitations period applicable to injury to property, N.Y. CPLR
213(4), and treats each successive use or disclosure as a separate tort triggering the running of a
new statute of limitations so long as the information remains a trade secret. See Lemelson v.
Carolina Enters., Inc., 541 F. Supp. 645, 659 (S.D.N.Y. 1982).

A court confronting choice of law questions relating to the applicable statute of limitations or
factual questions regarding when the plaintiff knew or should have known of an alleged
misappropriation may wish to focus on these disputes early in the litigation as they might prove
dispositive. The court might wish to explore whether it is possible to sequence discovery and
motion practice with this issue in mind to prioritize resources and stage case management.

3.4.2.3 State-Specific Substantive Provisions

Although the substantive elements of many state law trade secret claims closely track the
DTSA requirements, there are some noteworthy differences. Nevada law, for example, provides
that “[t]he owner of a trade secret is presumed to make a reasonable effort to maintain its secrecy
if the word ‘Confidential’ or ‘Private’ or another indication of secrecy is placed in a reasonably
noticeable manner on any medium or container that describes or includes any portion of the trade
secret. This presumption may be rebutted only by clear and convincing evidence that the owner
did not take reasonable efforts to maintain the secrecy of the trade secret.” Nev. Rev. Stat. (NRS)
600 A. 032. The same statute includes a unique provision stating that a trade secret that has been
posted to the Internet has not ceased to exist if the trade secret owner follows prescribed procedures
to remove it. See NRS 600 A.055. Other state statutes vary in defining “improper means” of
acquiring trade secrets, prohibiting or limiting particular monetary and equitable remedies orders,
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and other issues. While many of these variations will be developed over the course of a dispute, if
any are believed to be pertinent to the early resolution of a portion of the dispute the parties should
be prepared to discuss them at the initial case management conference.

3.4.3 Other State Law Claims; Preemption under State Trade Secret Law

Many trade secret claims, whether under the DTSA or state law, are accompanied by claims
for breaches of non-disclosure or confidentiality agreements. Many trade secret owners use such
agreements as one measure for protecting their trade secrets by giving authorized recipients of
information notice that the trade secret owner claims rights in particular information and requires
the recipient to comply with restrictions on the use and disclosure of that information. Trade secret
lawsuits with business counterparties may include claims for breaches of license agreements, as
well as other contract-based causes of action relating to the overall business relationship. Trade
secret claims are also often accompanied by claims for breaches of noncompetition agreements.
The enforceability of such agreements is currently a subject for state law, which varies markedly,
although attention is being given by Congress and the Federal Trade Commission to developing
national legislation on the subject.

Successful claims for breach of contract and for interference with contract may result in
different damages than those, including unjust enrichment damages or a reasonable royalty, that
may be available for misappropriation of trade secrets. See Town & Country Linen Corp. v.
Ingenious Designs LLC, 2022 WL 2757643 (S.D.N.Y. July 14, 2022). Early recognition of this
fact can be helpful in evaluating discovery requests and, ultimately, in responding to Daubert
motions and motions in /imine concerning ex pert testimony.

Plaintiffs often choose to assert additional state law claims. These may include, for example,
claims arising under common law governing idea submission, e.g. Apfel v. Prudential-Bache Secs.
Inc., 81 N.Y.2d 470 (1993) or claims for alleged breaches of implied-in-fact contracts to pay for
ideas, e.g., Desny v. Wilder, 46 Cal. 2d 715 (1956); claims for unfair competition; claims for
conversion; and claims for tortious interference with contract. Where the trade secret claimant
asserts state law claims relating to information, the court should consider whether those other
claims are preempted by the applicable trade secret law.

The DTSA provides that, except for the whistleblower immunity provision, see § 3.5.2, it does
not preempt other laws for the misappropriation of a trade secret. 18 U.S.C. §1838(f). By contrast,
the UTSA “displaces conflicting tort, restitutionary, and other state law providing civil remedies
for trade secret misappropriation.” See UTSA § 7(a). Section 7(b) of the UTSA excludes from
preemption contractual remedies, other civil remedies not based on misappropriation of trade
secrets, and criminal remedies. The trade secret laws of individual states, even those that have
adopted a version of the UTSA, may differ in the wording or interpretation of their preemption
provisions and the breadth of claims or remedies that they find their statute preempts.

The majority rule is that courts assess whether a claim, whatever its label, is premised on the
same facts as the trade secret misappropriation claim. If so, it is preempted. See ScaleFactor, Inc.
v. Process Pro Consulting, LLC, 394 F. Supp. 3d 680, 686 (W.D. Tex. 2019) (breach of fiduciary
duty claim preempted only insofar as it relies on allegations that defendants misappropriated trade
secrets); Waymo LLC v. Uber Techs, Inc., 256 F. Supp. 3d 1059, 1063 (N.D. Cal. 2017) (unfair
competition claim preempted to the extent claims were based on allegations that former employee
misappropriated information that did not qualify as a trade secret); UOP LLC v. Exterran Energy
Sols., L.P.,2021 WL 4096560, at *7 (W.D. Tex. Aug. 26, 2021) (unfair competition claim wholly
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preempted by Texas Uniform Trade Secrets Act where plaintiff failed to allege facts independent
of its misappropriation claim); MLB Advanced Media, L.P. v. Big League Analysis, 2017 NY Slip.
Op. 32617 (U), 2017 WL 6450546 (N.Y. Co. Dec. 18, 2017) (conversion claim preempted where
defendant did not deprive plaintiff of use of allegedly confidential information by removing and
subsequently returning binder containing information); Blue Earth Biofuels v. Hawaiian Elec. Co.,
123 Haw. 314, 320-21 (2010) (holding that if proof of a non-UTSA claim would also
simultaneously establish a claim for misappropriation of trade secrets, it is preempted irrespective
of whatever surplus elements of proof were necessary to establish it, but that to the extent “that the
claim is “based upon wrongful conduct[,] independent of the misappropriation of trade secrets|[,]”
it will not be preempted); Digital Envoy, Inc. v. Google, Inc., 370 F. Supp. 2d 1025 (N.D. Cal.
2005), vacated on other grounds, 2006 U.S. Dist. LEXIS 6449 (N.D. Cal. Jan. 25, 2006) (common
law and statutory unfair competition and unjust enrichment claims preempted where based on the
same operative facts as the trade secret claim); Acculmage Diagnostics Corp. v. Terarecon, Inc.,
260 F. Supp. 2d 941, 953—-54 (N.D. Cal. 2003) (common law misappropriation claim preempted);
Mortg. Specialists, Inc. v. Davey, 904 A.2d 652, 666 (D.N.H. 2006) (conversion claim preempted);
Opteum Fin. Servs., LLC v. Spain, 406 F. Supp. 2d 1378 (N.D. Ga. 2005) (claim for quantum
meruit preempted); Thomas & Betts Corp. v. Panduit Corp., 108 F. Supp. 2d 968, 972 (N.D. Ill.
2000) (claim for breach of fiduciary duty preempted); MicroStrategy, Inc. v. Bus. Objects, S.A.,
429 F.3d 1344 (Fed. Cir. 2005) (claim for civil conspiracy preempted).

Other courts suggest that the mere presence of facts in a claim that go beyond trade secret
misappropriation prevents a finding of preemption. See Micro Display Sys., Inc. v. Axtel, Inc., 699
F. Supp. 202, 205 (D. Minn. 1988) (“[T]he court will allow plaintiff to go forward and maintain
its separate causes of action to the extent that the causes of action have ‘more’ to their factual
allegations than the mere misuse or misappropriation of trade secrets . . . If the facts at trial disclose
that the whole of plaintiff's case involves the misappropriation of trade secrets, those counts will
be dismissed which are merely duplicative of the MUTSA.” (emphasis added.)); see also LaFrance
Corp. v. Werttemberger,2008 WL 5068653, at *3 (W.D. Wash. Nov. 24, 2008) (“LaFrance alleges
facts that are not necessary to the UTSA claim. Therefore, this common law claim is not
dismissed.” (internal citation omitted.)); Orca Commc ’'ns Unlimited, LLC v. Noder, 337 P.3d 545,
546 (Ariz. 2014) (“We hold that AUTSA does not displace common-law claims based on alleged
misappropriation of confidential information that is not a trade secret.”).

This issue should be discussed at the case management conference and may need to be resolved
through motion practice directed to specific claims.

3.4.4 Patent Infringement Claims

Trade secret claims are often accompanied by claims for patent infringement where the
plaintiff has chosen to protect some information under patent law and some as a trade secret and
the information protected by the two regimes does not overlap, see Olaplex, Inc. v. L’Oreal USA,
Inc., 855 F. App’x. 701 (Mem) (Fed. Cir. 2021); Wisk Aero LLC v. Archer Aviation, Inc., 2021
WL 2201183 (N.D. Cal. Apr. 6, 2021); Waymo, LLC v. Uber Techs., Inc., 2017 WL 2123560 (N.
D. Cal. May 15, 2017) (finding patent claims too weak to warrant preliminary injunctive relief but
granting limited injunction to protect trade secrets). Appeals from cases in which a claim or
compulsory counterclaim for patent infringement has been asserted at any time (even if the patent
claim is dismissed) are heard by the Federal Circuit, 28 U.S.C. § 1295, which will apply the law
of the regional circuit in assessing the trade secret claim. In managing a case asserting both patent
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and trade secret claims, the court will want to apply any local patent case management rules to
scheduling the events relating to the patent claims (such as any deadlines for holding a Markman
hearing or filing infringement contentions) and coordinate the sequence of activities on the
different claims. Further, it may become necessary to determine when particular acts occurred if
the information at issue has been fully disclosed in a patent. If the information was maintained as
a secret prior to publication of the patent, the plaintiff may be entitled to recover damages for trade
secret misappropriation that occurred prior to publication. If the patent fully discloses the
information at issue, the plaintiff may be entitled to remedies for patent infringement post-
issuance.

3.5 Answer

The defendant’s answer will include defenses and counterclaims. It might also invoke whistle-
blower immunity.

3.5.1 Defenses

Defenses asserted to trade secret claims differ under applicable law, but often include:

1. Factual defenses: The information at issue is not a trade secret (it is generally known
in the relevant industry or readily ascertainable, does not have actual or potential
economic value because of secrecy, or has not been the subject of reasonable measures
to maintain secrecy); defendant did not have access to the claimed information;
defendant was licensed or authorized by contract or by plaintiff’s actions to use the
information; or defendant has independently developed the information claimed to be
a trade secret rather than misappropriating it. Defendant may assert that it owns a patent
covering the information.

2. Knowledge defenses: The defendant did not know or have reason to know that the
information was a trade secret, was acquired by improper means, or was disclosed or
used without express or implied consent or that the information was derived from or
through a person who had used improper means to acquire it or who owed a duty to the
person seeking relief to maintain its secrecy or limit its use. Alternatively, the defendant
may respond that its knowledge of the trade secret was acquired by accident or mistake
and that defendant did not learn prior to a material change of position that the
information was subject to duties limiting its use.

3. Denials: The defendant did not wrongfully acquire, use or disclose the information.

4. Lack of Responsibility: The defendant is not responsible for the acts of parties, such as
employees or vendors, who are accused of having misappropriated the information.

5. Technical legal defenses: These include statute of limitations, laches, waiver, estoppel

by conduct (distinguished from collateral estoppel), release, res judicata, collateral

estoppel, unclean hands (which typically must relate to acts or information alleged as

part of plaintiff’s affirmative claims), and privilege or justification.
Other defenses may be available based on particular contractual terms (such as specific
authorization for the challenged conduct, caps on liability, or other terms) or other applicable law.
An answer may also assert counterclaims including, for example, claims for patent infringement
or breaches of contract.
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3.5.2 Whistleblower Immunity

As discussed in § 2.4, an employee or independent contractor defendant may assert in response
to a complaint that his or her actions are immunized by the DTSA’s whistleblower immunity
provision. See 18 U.S.C. § 1833(b)(1)(A). The DTSA immunizes “employees,” defined to include
contractors and consultants, from criminal or civil liability under any federal or state trade secret law
“for disclosing trade secrets in confidence to a Federal, State, or local governments, either directly
or indirectly, or to an attorney” “solely for the purpose of reporting or investigating a suspected
violation of law, ” or “in a complaint or other documents filed in a lawsuit or other proceeding, if
such filing in made under seal.” 18 U.S.C. § 1833(b)(1). DTSA also immunizes individuals who file
a lawsuit for retaliation by their employer for reported a suspected violation of law from liability for
disclosing trade secrets to their attorney and use of the trade secret information in the court
proceeding so long as they file any documents containing trade secrets under seal and do not disclose
the trade secret, except pursuant to court order. 18 U.S.C. § 1833(b)(2).

If a defendant asserts the immunity, the parties should be prepared to address the issue with
the court at the earliest possible stage to determine the impact on management of the case. As
explored in § 2.4.1, Congress titled this provision as an immunity from liability rather than as an
affirmative defense. This reflected Congress’s sensitivity to the risks and burdens that trade secret
litigation could impose on potential whistleblowers. The immunity classification was selected to
deter those engaging in illegal activity from using trade secret lawsuits to intimidate or retaliate
against whistleblowers. Furthermore, courts should be mindful to apply the whistleblower
immunity provision in such a way as to prevent trade secret complainants from using discovery
and evidentiary burdens to gain access they would not otherwise have to governmental
investigations into alleged wrongdoing. The False Claims Act and some other federal and state
whistleblowing regimes are designed to enable the government to conduct investigations without
tipping off the defendant.

District courts can faithfully follow the letter and purpose of the DTSA whistleblower immunity
provision through careful staging of case management and proper allocation of the burden of proof.
Asthe U.S. Supreme Court has explained, the purpose of an immunity is to extinguish liability before
litigation gets underway. See Saucier v. Katz, 533 U.S. 194, 200-01 (2001). In the DTSA context,
the purpose of the immunity was to eliminate the need for a whistleblower to undergo the expense
and strain of defending a trade secret lawsuit and to prevent investigatory targets from using trade
secret litigation to probe government investigations. The DTSA whistleblower provision reflects the
Congressional determination that insulating potential whistleblowers from trade secret liability if
they are disclosing the information solely to consult meaningfully with counsel and to provide the
government with confidential access to potentially incriminating evidence outweighs trade secret
owners’ right to unilateral control of trade secret information.

The trade secret complainant will understandably be concerned that a person or persons not
authorized to have trade secret information—such as a former employee or contractor, their
attorney, and/or government officials—may possess protected files or documents. Congress
appreciated that concern in crafting the whistleblower immunity provision and struck a balance
between trade secret protection and law enforcement, and built-in safeguards for the trade secret
owner. As the DTSA provides, the immunity provision aims to ensure that trade secrets will remain
in the care of trusted intermediaries. If the whistleblower uses or discloses the trade secrets for
purposes other than confidential law reporting, then the immunity will not protect those acts.

3-19
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Consequently, the court’s initial focus in a trade secret case in which the defendant asserts
whistleblower immunity should be to assess the immunity question. This will require the court to
address some delicate questions with care, including not necessarily inferring that a defendant who
declines to disclose its whistleblowing activity in a public filing or a filing accessible by the trade
secret complainant lacks a proper basis for invoking immunity. A defendant invoking the
immunity might choose to keep the basis for its assertion of immunity under wraps for several
reasons. First, the defendant might not wish to, or may not be authorized by the government agency
investigating potential wrongdoing, to disclose the government agency investigating the conduct
or reveal the specific information that defendant has disclosed to that agency. As detailed in
§ 2.4.1, the federal False Claims Act and SEC and IRS whistleblower provisions, and many state
analogs, require that whistleblower actions be filed under seal. This both ensures the protection of
trade secrets and affords the government the ability to pursue undercover investigations. Second,
the defendant might still be weighing whether to report the alleged illegal activity to the
government. The court should not force the defendant to reveal the basis for its invocation of
whistleblower immunity in a public filing or even in a filing that is accessible by the trade secret
complainant. Doing so could unduly rush a potential whistleblower’s decision to report potential
illegal activity and interfere with government investigations.

On the other hand, both the court and the trade secret complainant will want to take measures
to detect whether the assertion of immunity is ill-founded or even a ruse to conceal
misappropriation for commercial or other purposes not shielded by the immunity.

3.5.2.1 Where Defendant Discloses Basis for Whistleblower Immunity

Where the defendant chooses to reveal the basis for invoking whistleblower immunity, as for
example, occurred in FirstEnergy Corp. v. Pircio, 524 F. Supp. 3d 732 (N.D. Ohio 2021), the trade
secret complainant and the court will have a relatively clear idea whether the immunity applies. If
defendant’s assertion of the immunity is sound and the trade secret complainant has no basis for
undermining the immunity (such as by making plausible allegations that the defendant has used or
disclosed the trade secrets for purposes other than to report or investigate illegal activity), then the
court should dismiss the trade secret complaint against the individual without prejudice. If the
court is concerned that the defendant might not reliably protect the trade secrets, then it could
consider issuing an order barring the defendant from using the trade secret information for
purposes other than investigating or reporting illegal activity—the activity protected by the
immunity— and directing defendant to store any alleged trade secret documents or files in a secure
location with a trusted custodian and return copies to the complainant following conclusion of the
government’s investigation. Such orders should not extend to the government itself, since, for
example, federal government officials are already prohibited from publishing, divulging or making
known any trade secret information. See 18 U.S.C. § 1905.

If the court determines that the defendant is not eligible for whistleblower immunity, it should
nonetheless not take any actions that would interfere with governmental investigations based on
the alleged trade secret information.

Although it mischaracterized whistleblower immunity as an affirmative defense, the district
court in FirstEnergy prioritized the defendant’s unrebutted invocation of DTSA immunity at the
motion to dismiss stage in such a way as to spare the defendant of many of the burdens and costs
of litigation. Consequently, it provides a useful framework for managing whistleblower immunity
where the defendant has provided notice of the whistleblowing activity.
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FirstEnergy Corp. brought a trade secret misappropriation action against Michael Pircio, a
former employee of its outside auditing service based on its discovery that Pircio had downloaded
proprietary files from a shared workspace in violation of a non-disclosure agreement. After the
outside auditing firm demanded that Pircio delete any confidential information, and before plaintiff
filed suit, Pircio’s counsel promptly replied that his client had shared confidential documents with
him and that counsel had provided them to a government agency. Tracking the language of the
DTSA immunity, counsel wrote that Pircio had not shared any company information or documents
with anyone other than his counsel and, through his counsel, with unspecified government
officials. Plaintiff acknowledged these representations in the complaint. Based upon this record,
Pircio brought a motion to dismiss based on the DTSA whistleblower immunity provision.

FirstEnergy opposed Pircio’s motion to dismiss on the ground that discovery might show that
Pircio did not use the trade secrets at issue “solely” to report or investigate suspected wrongdoing
on the part of FirstEnergy. It did not, however, allege any specific facts supporting its allegation.
The court rejected the contention that the claim should survive in light of what discovery “might”
show, noting that “discovery is not a fishing expedition, and Plaintiffs’ speculation about what
discovery may reveal does not suffice to raise the right to relief they claim above the speculative
level.” 524 F. Supp. 3d at 738-39 (citing Bell Atl. Corp. v. Twombly, 550 U.S. 544, 555 (2007);
Ashcroft v. Igbal, 556 U.S. 662, 678-79 (2009)). The court therefore granted Pircio’s motion to
dismiss the trade secret misappropriation complaint.

Although the case properly allocated the burden of showing that the immunity does not apply
to the plaintiff, it states that immunity constitutes an affirmative defense and notes that courts are
reluctant to dismiss complaints based on affirmative defenses at the pleading stage and before
discovery has been conducted. See 524 F. Supp. 3d at 741. This reading may, however, be seen as
running counter to the intent of the DTSA whistleblower immunity regime and does not adequately
insulate whistleblowers and government agencies from being forced to reveal government
investigations or from having to defend a claim for misappropriation not plausibly alleged to rest
on acts unprotected by the immunity. Courts should, of course, guard against the appropriation of
trade secrets for purposes other than to report or investigate suspected wrongdoing. The DTSA,
however, provides a clear staging and burden of proof framework for balancing the competing
concerns and managing such claims in trade secret litigation.

3.5.2.2 The Proper Allocation of the Burden of Proving and Rebutting
Whistleblower Immunity

As described above, there may be justifiable reasons why a defendant might not wish or might
not even be authorized by a government agency to explain the details underlying its invocation of
trade secret immunity in a public filing or a filing accessible by the complainant. In fact, this is the
most common setting in which the whistleblower immunity provision will be invoked.

If the defendant presents a sworn statement or verified pleading asserting that he or she is in
compliance with the immunity provision—namely that his or her only disclosures have been made
in confidence to a government official or an attorney solely for purposes of reporting or
investigating a suspected violation of law or in complaints or other documents filed in a lawsuit or
other proceeding, see 18 U.S.C. § 1833(b)(1)(B)—then, as described in § 3.5.2.1, the burden shifts
to the trade secret complainant to come forward with plausible factual allegations that the
defendant does not qualify for the immunity—for example, that the defendant is using or disclosing
the alleged trade secrets for a competing business. If the trade secret complainant fails to do so,
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then the court should dismiss the complaint without prejudice, with leave to refile if plaintiff is
able to come forward with plausible factual allegations controverting the immunity.

If the trade secret complainant makes plausible factual allegations or offers evidence that the
immunity does not apply, then to resolve the question of the applicability of the immunity, the
court may be able to determine that the immunity is inapplicable. In some cases the court may
choose to exercise its discretion to structure a limited initial investigation into the immunity
question. In some cases, to protect what would otherwise be a confidential governmental
investigation, the court might hold an in camera proceeding focused solely on the question of
whether the defendant’s disclosures of alleged trade secrets have been made in compliance with
the immunity provision.

As with any in camera proceeding, the trade secret complainant would likely raise concern
about its inability to examine and respond to the defendant’s evidentiary showing, particularly in
light of the possibility that the individual asserting whistleblower status might be inclined to
attempt to disclose information to the court that could prejudice the court against the plaintiff or
undermine unrelated aspects of the trade secret cause of action. The court can minimize this risk
by narrowing the scope of an in camera proceeding to focus on the question of to whom disclosures
have been made and for what purpose, rather than on the content of the whistleblower’s claims of
unlawful activity. The court might also delegate resolution of the question of whether defendant is
entitled to assert whistleblower immunity to a magistrate judge or appoint a special master to
conduct the inquiry. In this way, the judge would be cordoned off from the inquiry, much as is
done with review of documents as to which one party asserts attorney client privilege. As a further
precaution to ensure compliance with the immunity, the Judge could issue an order barring the
defendant from using or disclosing any alleged trade secrets beyond consulting with counsel and
reporting illegal activity. The court could also order that the defendant place any alleged trade
secret documents or files in a secure location with a trusted custodian.

Absent plaintiff’s presentation of plausible allegations or evidence that the defendant has
disclosed plaintiff’s trade secrets outside the scope of the immunity or has used the plaintiff’s trade
secrets improperly, the court should be cautious in opening discovery beyond the immunity
question and should not interfere with the defendant’s ability to work with counsel and the
government to investigate and report alleged violations of law in accordance with the statutory
immunity. Courts should be especially vigilant to ensure that the trade secret litigation does not
serve as a fishing expedition into what would otherwise be a confidential process by the party
asserting whistleblower status to communicate with law enforcement representatives.

3.5.2.3 Where the Defendant Asserts that It Is Disclosing Information to
Report Allegedly Illegal Activity but Does Not Qualify for
Whistleblower Immunity

A more complex scenario could arise where the defendant invokes the whistleblower immunity
provision but does not qualify for its terms under the DTSA. Defendant may assert that it has
disclosed information to the government but plaintiff also plausibly alleges that defendant has used
the information for other purposes, such as in a competing enterprise. In this circumstance, the
trade secret plaintiff may be entitled to pursue its claim for misappropriation. The court may choose
to enter an order to bar the defendant from using or disclosing the trade secret information other
than to work with their attorney or the government in investigating or reporting violations of law.
The mixed motive whistleblower/misappropriator situation does not, however, mean that the
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defendant violates trade secret law solely by reporting to the government. The public policy
exception could well apply to that disclosure, see § 2.5.8, although not to further disclosures
beyond the government. Furthermore, such uses would likely not result in any actionable harm to
the trade secret complainant. The government is obliged to keep the information secret. If it
violates that trust, then there could be a claim against the government. See Ruckelshaus v.
Monsanto Co., 467 U.S. 986 (1984). Defendant’s unauthorized disclosures to third parties and
unauthorized use would remain potentially actionable under the DTSA.

3.5.3 Counterclaims

3.5.3.1 Compulsory Counterclaims

Fed. R. Civ. P. 13 requires the defendant to plead any counterclaim that

(A) arises out of the transaction or occurrence that is the subject matter of the opposing
party’s claim; and

(B) does not require adding another party over whom the court cannot acquire jurisdiction.

In determining whether the original claim and counterclaim arise out of the same “transaction or
occurrence,” courts commonly consider four factors:

(1) Are the issues of fact and law raised by both claims largely the same?

(2) Would res judicata bar a subsequent suit on the defendant’s claim absent the
compulsory counterclaim rule?

(3) Will substantially the same evidence be involved in the adjudication of both claims?
(4) Is there a logical relation between the original claim and the counterclaim?
20 Am. Jur. 2d Counterclaim, Recoupment, and Setoftf § 28 (2005).

Common compulsory counterclaims include “mirror images” of plaintiff’s claims. The
defendant may seek a declaration, for example, that particular information is not a trade secret,
that a noncompete or non-disclosure agreement asserted by plaintiff is inapplicable or
unenforceable or that defendant, and not the plaintiff, owns the trade secret or owns a patent
covering the claimed information. Employee defendants may assert counterclaims for plaintiff’s
alleged failure to make proper payments to them, for wrongful discharge, or for plaintiff’s
termination or recapture of certain benefits allegedly promised in contracts or the relationship at
issue in the trade secret case.

3.5.3.2 Anti-SLAPP Counterclaims

Currently, at least 32 states and the District of Columbia have enacted “anti-SLAPP” legis-
lation, intended generally to discourage the filing of “Strategic Lawsuits Against Public
Participation” against individuals for exercising constitutionally protected speech, press, assembly,
petition or association rights relating to matters of public concern. Like whistleblower immunity,
these statutes are designed to enable successful defendants to obtain dismissal of improper
“SLAPP” claims before incurring substantial litigation expense. Many automatically stay
discovery once the defendant makes an anti-SLAPP motion. Such statutes place the initial burden
on defendant to show that plaintiff’s claims arise from defendant’s constitutionally protected free
speech or petition rights in connection with a public issue. Plaintiff in the underlying action must
typically then, depending on the statutory terms, present “substantial support” for each element of
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the claim or face dismissal. Statutes may provide for an immediate appeal of denial of an anti-
SLAPP motion, and permit a defendant making a successful anti-SLAPP motion to recover
attorney’s fees and costs.

Some defendants in trade secret cases have attempted to invoke anti-SLAPP statutes as a
defense to claims brought to enjoin them from disclosing trade secrets or from joining new
organizations in violation of noncompete or nonrecruitment obligations. Some anti-SLAPP
statutes expressly exclude from their reach lawsuits involving “commercial speech,” generally
defined narrowly, or involving the protection of trade secrets. See, e.g., Tex. Civ. Prac. & Rem.
Code § 27.010(a)(5)(A)—(B) (exempting actions seeking recovery for misappropriation of trade
secrets or a corporate opportunity or seeking to enforce a non-disparagement agreement or
covenant not to compete) while others do not include such an express carve-out from their reach.
This is a rapidly developing area of law with considerable variation in the scope and requirements
of state statutes as construed under state law. It is also an area of increased legislative activity.

As with a claim for whistleblower immunity, a defendant’s invocation of anti-SLAPP
legislation in response to a trade secret dispute should be addressed at an early stage. Different
circuits have reached different conclusions over whether state anti-SLAPP laws apply to cases in
federal court, with some concluding that the anti-SLAPP burden-shifting provisions and
requirement that plaintiff produce evidence at an early stage are procedural requirements
conflicting with federal procedural rules. Compare Klocke v. Watson, 936 F.3d 240 (5th Cir. 2019)
(holding in a non-trade secret case that the Texas anti-SLAPP statute then in effect was a
procedural mechanism for speedy dismissal of a meritless lawsuit that does not apply in federal
courts as it conflicts with Fed. R. Civ. P. 12 and 56), followed in Star Sys. Int’l Ltd. v. Neology,
Inc., 780 F. App’x 172 (5th Cir. 2019) (unpublished) (affirming dismissal of anti-SLAPP
counterclaim in trade secret dispute); La Liberte v. Reid, 966 F.3d 79, 88 (2d Cir. 2020) (holding
that California’s anti-SLAPP statute conflicts with federal procedural law and does not apply in
federal court to a defamation claim); Carbone v. Cable News Network, Inc., 910 F. 3d 1345 (11th
Cir. 2018) (affirming decision holding that state anti-SLAPP statute did not apply in federal court
to defamation claim because it was in conflict with Fed. R. Civ. P. 8, 12, and 56) and Abbas v.
Foreign Policy Grp. LLC, 783 F.3d 1328 (D.C. Cir. 2015) (affirming decision that D.C. anti-
SLAPP statute did not apply to defamation claim filed in federal court because of conflict with
federal rules) with CoreCivic, Inc. v. Candide Grp. LLC, 46 F.4th 1136 (9th Cir. 2022) (holding,
in non-trade secret case, that California anti-SLAPP statute does not present a “direct collision”
with federal law and thus properly applied in federal court). Whether or not a particular anti-
SLAPP claim can be asserted in federal court in response to a claim of trade secret
misappropriation or other state law claim may also depend on the wording of the particular statute
and the specific acts alleged.

If the court determines that the anti-SLAPP statute applies, it will need to phase the case
accordingly.

3.5.3.3 Non-Compulsory Counterclaims

The defendant may also assert counterclaims that do not arise or do not arise fully out of the
same transaction. Such counterclaims need not necessarily proceed on the same timetable as the
original claim. At the case management conference, the parties and the court should begin to focus
on whether discovery and ultimately trial should proceed on the same timetable for noncompulsory
counterclaims. Under Fed. R. Civ. P. 42(b), for convenience, to avoid prejudice, or to expedite and
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economize, the court may order a separate trial of one or more separate issues, claims, crossclaims,
counterclaims, or third-party claims. See, e.g., Kolon Indus. v. E.I. DuPont deNemours & Co., 637
F.3d 435 (4th Cir. 2011) (reversing and remanding order dismissing antitrust claim brought as a
counterclaim to trade secret case; on remand the trial court bifurcated the antitrust claim from the
trade secret claim, which had been separately proceeding during the appeal).

3.6 Jurisdiction

3.6.1 Personal Jurisdiction

While the DTSA provides for non-exclusive jurisdiction in the federal courts, it does not
provide for nationwide service of process. Mission Measurement Corp. v. Blackbaud, Inc., 287 F.
Supp. 3d 691, 706 (N.D. I11. 2017) (“The [DTSA] does not have nationwide service of process that
would confer personal jurisdiction over all Defendants, therefore, the court may exercise personal
jurisdiction over Defendants only if personal jurisdiction would be proper in an Illinois court.”);
Optimas OE Sols. v. Grimes, 2020 WL 4365917, at *12 (N.D. Ill. July 30, 2020); Spigot, Inc. v.
Hoggatt, 2020 WL 1955360, at *8 (M.D. Fla. Apr. 23, 2020); Sears Authorized Hometown Stores
v. Nationwide Mktg. Grp., 2019 WL 5064731, at *2 (N.D. Ill. Oct. 9, 2019). Cf. the civil RICO
statute, 18 U.S.C. § 1965(d), which provides that service may be made “on any person in any
judicial district in which such person resides, is found, has an agent, or transacts his affairs.”

Under Fed. R. Civ. P. 4(k)(1)(A), serving a summons or filing a waiver of service establishes
personal jurisdiction over a defendant who is subject to the jurisdiction of a court of general
jurisdiction in the state where the district court is located. The court’s exercise of personal
jurisdiction must be authorized by the long-arm statute of the forum state and must be in
accordance with the Due Process Clause of the Fourteenth Amendment. “General” personal
jurisdiction over a party exists where the defendant has “continuous and systematic” contacts with
the forum so as to render the defendant “essentially at home there.” Goodyear Dunlop Tires
Operations, S.A. v. Brown, 564 U.S. 915, 919 (2011) (quoting Int’l Shoe v. Washington, 326 U.S.
310 (1945)). “Specific” personal jurisdiction applies where defendant’s contacts are fewer or less
intimate, but where the legal action “arise[s] out of or relate[s] to those contacts. See Ford Motor
Co. v. Mont. Eighth Jud. Dist. Ct., 141 S. Ct. 1017, 1025 (2017).

Under Fed. R. Civ. P. 4(k)(2), for a claim that arises under federal law, serving a summons or
filing a waiver of service establishes personal jurisdiction over a defendant if (A) the defendant is
not subject to jurisdiction in any state’s courts of general jurisdiction, and (B) exercising
jurisdiction is consistent with the United States Constitution and laws. This rule has been held to
function as a “federal long-arm statute, which allows a district court to exercise personal
jurisdiction over a foreign defendant whose contacts with the United States, but not with the forum
state, satisfy due process.” Archangel Diamond Corp. Liquidating Tr. v. OAO Lukoil, 75 F. Supp.
3d 1343, 136061 (D. Colo. 2014), aff’d sub nom. Archangel Diamond Corp. Liquidating Tr. v.
Lukoil, 812 F.3d 799 (10th Cir. 2016) (quoting Synthes (U.S.A.) v. G.M. Dos Reis Jr. Ind. Com De
Equip. Medico, 563 F.3d 1285, 1296 (Fed. Cir. 2009)). “[I]n determining whether jurisdiction does
not offend the Constitution under Rule 4(k)(2), the court first analyzes Defendant’s contacts with
the United States as a whole, not just the forum state and then looks to the Fifth Amendment fairness
factors,” Ivanti, Inc. v. Shea, 2018 WL 1033205, at *16 (D. Utah Feb. 21, 2018) (finding that court
could exercise jurisdiction over Singapore defendant for violation of the DTSA where defendant
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affirmatively stated that he was not subject to jurisdiction in any state and plaintiff alleged that the
alleged injuries arose out of defendant’s forum-related activities and contacts with Utah).

Under either prong of Rule 4(k), the plaintiff bears the burden of establishing that the court
can exercise personal jurisdiction over each defendant. See Intera Corp. v. Henderson, 428 F.3d
605, 615 (6th Cir. 2005) (dismissing complaint against corporate officers for misappropriation
where officers had not had personal or corporate contact with Tennessee); Stolle Mach. Co., LLC
v. RAM Precision Indus., 605 F. App’x 473, 479-80 (6th Cir. 2015) (holding that plaintiff in case
asserting claims under Ohio state trade secret law met its burden by alleging that its former
employee, the individual defendant, acquired trade secrets in Ohio which he used for a company
he started in China). The court may exercise its discretion to hold an evidentiary hearing on the
jurisdiction issue, at which plaintiff must establish jurisdiction by a preponderance of the evidence.

Importantly, while plaintiffs asserting trade secret claims often contend that personal
jurisdiction is proper in the forum where the “effects” of misappropriation are felt, relying on
Calder v. Jones, 465 U.S. 783, 790 (1984) (holding that the defendant’s conduct outside the forum
state can be sufficient to confer personal jurisdiction if the defendant “purposefully directs
activities towards the forum state with the intent to cause harm there”), the Supreme Court has
clarified that where the complaint does not allege that defendants had “anything to do with” the
forum state other than knowing that plaintiffs were there and might sustain a financial loss from
the alleged wrongful acts, the exercise of personal jurisdiction is improper. Walden v. Fiore, 571
U.S. 277 (2014).

Courts considering personal jurisdiction over out-of-state defendants in trade secret cases have
focused on whether the alleged misappropriation—the actual acts from which the claim arose—
was sufficiently connected to the forum jurisdiction. In JST Corp. v. Foxconn Interconnect Tech-
nology, Ltd., 965 F.3d 571 (7th Cir. 2020), for example, the court affirmed the dismissal of a suit
brought under the Illinois Trade Secrets Act for lack of personal jurisdiction over out-of-state
defendants accused of misappropriation since none were headquartered in Illinois, the alleged mis-
appropriation took place outside Illinois, and defendants were not alleged to have sold any of the
products they had manufactured in Illinois. The court concluded that “if the defendants knowingly
acquired, disclosed, or used [plaintiff’s] trade secrets anywhere, it was not in Illinois” and rejected
plaintiff’s argument that jurisdiction was appropriate simply because plaintiff “felt harm” in
Ilinois. Id. at 577; see also Celgard, LLC v. Shenzhen Senior Tech. Material Co. Ltd., 2020 WL
1548513 (N.D. Cal. Mar. 5, 2020) (finding that court lacked personal jurisdiction over DTSA and
state trade secret law claim under a “purposeful direction theory” where plaintiff had failed to
make a prima facie case of any intentional act expressly aimed at California); Gold Medal Prods.
Co. v. Bell Flavors & Fragrances, Inc., 2017 WL 1365798, at *10 (S.D. Ohio Apr. 14, 2017)
(dismissing trade secret claim brought under DTSA and Ohio law for lack of personal jurisdiction
despite the fact that the plaintiff felt the effects of the allegedly tortious activity in Ohio since
defendants were not alleged to have engaged in any acts of misappropriation in Ohio and the
individual defendant was alleged to have acquired the trade secret in Ohio by legitimate means).

These cases should be contrasted with cases finding personal jurisdiction over out-of-state
defendants that had allegedly “reached in” to the forum state to commit or advance
misappropriation. See Mesa Indus., Inc. v. Charter Indus. Supply, Inc., 2022 WL 3082031 (S.D.
Ohio Aug. 3, 2022) (finding that exercising personal jurisdiction over defendants on plaintiff’s
DTSA claim and supplemental state law trade secret claim was proper where corporate defendant
had allegedly aimed its conduct at plaintiff in Ohio and all defendants had engaged in acts in Ohio
furthering misappropriation); Genentech, Inc. v. JHL Biotech, Inc., 2019 WL 1045911 (N.D. Cal.
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Mar. 5, 2019) (finding jurisdiction over non-US defendants including a non-U.S. organization for
violations of DTSA and California’s UTSA where allegations plausibly stated that the entity
“reached into” California to further the purported conspiracy by successfully recruiting California
residents to specifically steal and use California trade secrets); Allstate Ins. Co. v. Ameriprise Fin.
Sves. Inc., 317 F. Supp. 3d 1006 (N.D. I1l. 2018) (finding personal jurisdiction over defendants
where DTSA claim alleged that defendants directed recruitment efforts at Illinois employees and
solicitated confidential information from them).

Where the complaint alleges multiple causes of action, the court must consider the question of
personal jurisdiction separately for each one. Pictometry Int’l Corp. v. Air Am. Flight Ctr., 394
F.3d 320 (W.D.N.Y. 2019) (citation omitted) (separately finding specific personal jurisdiction over
defendants on DTSA, breach of fiduciary duty and breach of the duty of loyalty claims). Similarly,
where there are multiple defendants, plaintiff bears the burden of proving that jurisdiction “exists
over each defendant independently.” Beydoun v. Wataniya Rest. Holdings, Q.S.C., 768 F.3d 499,
504 (6th Cir. 2014) (citation omitted).

3.6.2 Subject Matter Jurisdiction

A federal court must have subject matter jurisdiction over each claim brought before it. Where
all claims are brought under a federal statute, including the DTSA, the court has jurisdiction over
the claims; where multiple claims are asserted, however, subject matter jurisdiction must be
analyzed as to each claim.

3.6.2.1 DTSA Claims

The district courts of the United States have original jurisdiction of civil actions brought under
the DTSA. See 18 U.S.C. § 1836(c). Thus, a DTSA claim can be maintained in federal court even
if there are no other bases for subject matter jurisdiction, such as diversity. On occasion defendants
attempt to dismiss a DTSA claim for lack of subject matter jurisdiction, claiming that plaintiff has
not adequately alleged the existence of trade secrets. However, usually when a statute provides
both the basis for subject matter jurisdiction and the substantive claim for relief, “entwinement”
exists which makes it improper to dismiss an action for lack of jurisdiction instead of for failure to
state a claim, unless the allegations are frivolous. See Berkadia Real Estate Advisors LLC v.
Wadlund, 2022 WL 3213113, at *9 (D. Ariz. Aug. 9, 2022) (denying motion to dismiss DTSA
claim for lack of subject matter jurisdiction, holding that the question of whether plaintift’s alleged
trade secret claim comes within the reach of the DTSA goes to the merits of plaintiff’s action rather
than to the question of jurisdiction).

3.6.2.2 Supplemental Jurisdiction Over State Trade Secret Claims

Under 28 U.S.C. §1367, the court has discretion to exercise supplemental jurisdiction over all
other claims that are ““so related to claims in the action within such original jurisdiction that they
form part of the same case or controversy under Article III of the United State Constitution. Such
supplemental jurisdiction shall include claims that involve the joinder or intervention of additional
parties.” Many trade secret claimants asserting claims under the DTSA also assert claims under
the applicable state trade secret statute or common law. They may choose to do so both to avail
themselves of the wealth of decisional law under state law and because state law claims may carry
with them different requirements, both from each other and from the DTSA, regarding, among
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other things, standing to sue, statutes of limitation, pre-emption, and the availability of various
monetary and equitable remedies. District courts routinely exercise supplemental jurisdiction in
DTSA cases over state law trade secret claims, which typically incorporate by reference many of
the operative factual allegations underlying the DTSA claim.

The court may decline to exercise supplemental jurisdiction, however, where the court has
dismissed the DTSA claim and there is no remaining independent basis for federal jurisdiction,
particularly where the remaining claim raises a novel or complex issue of state law, 28 U.S.C. §
1367 (c)(3). See, e.g., Active Design Polymer, LLC v. Walsh, 2022 WL 3139085, at *6 (N.D.N.Y.
Aug. 5, 2022) (dismissing supplemental state law claim for trade secret misappropriation since
court dismissed DTSA claim as time barred as to one defendant and for lack of personal
jurisdiction over other defendants); IDEXX Lab’ys, Inc. v. Bilbrough, 2022 WL 3042966, at *6
(D. Me. Aug. 2, 2022) (dismissing state law trade secret claim where court dismissed DTSA claim
and found remaining issues under Maine’s trade secret statute including applicability of the
“inevitable disclosure” doctrine to be complex); Zabit v. Brandometry, LLC, 540 F. Supp. 3d 412,
428 (S.D.N.Y. 2021) (dismissing supplemental state law claim for trade secret misappropriation
since court dismissed DTSA claim for failure to plausibly allege that plaintiff had taken reasonable
measures to protect the information at issue); CGB Diversified Servs. Inc. v. Adams, 2020 WL
1847733, at *3—4 (D. Kan. Apr. 13, 2020) (dismissing supplemental state law claim for
misappropriation after dismissing DTSA claim for failure to plausibly allege misappropriation).

Assertion of a DTSA claim is not the only potential basis for a claim that the court should
exercise supplemental jurisdiction over a state trade secret claim, as many pre-DTSA cases
illustrate. If the court has federal question jurisdiction over another claim, such as a claim for patent
infringement and the court determines in its discretion that the state trade secret law claims are
sufficiently related to be part of the same case and controversy, it may exercise supplemental
jurisdiction over the state law claim. See, e.g., VIA Techs., Inc. v. ASUS Comput. Int’l, 2015 WL
3809382, at *6 (N.D. Cal. June 18, 2015) (exercising supplemental jurisdiction over state trade
secret claim alleging that defendant had misappropriated trade secrets to make product alleged to
infringe plaintiff’s patent); cf. Taiwan Semiconductor Mfg. Co. v. Semiconductor Mfg., Int’l Corp.,
2004 WL 5212448 (N.D. Cal. Apr. 21, 2004) (declining to exercise supplemental jurisdiction over
and dismissing state trade secret claim upon finding that the “wide-ranging” trade secret claims
would overwhelm the “relatively unexceptional” patent claims).

3.6.2.3 Supplemental Jurisdiction Over Other State Law Claims

A plaintiff in a DTSA case often asserts additional related state claims, such as contractual or
equitable claims seeking an assignment of a patent allegedly incorporating plaintiff’s trade secret,
claims for fraudulently inducing plaintiff to share its trade secrets, claims for fraudulent
concealment of misappropriation, claims for breach of a noncompetition agreement or violations
of fiduciary duty, or claims relating to the breakdown of a contractual relationship which allegedly
resulted in the misappropriation of trade secrets. See § 2.8.

The court may exercise supplemental jurisdiction over those claims under 28 U.S.C. § 1367 if
the court in its discretion determines that they are so related to the claims at issue that they are part
of the same case or controversy. A court having jurisdiction over a DTSA claim may decline, in
its discretion, to exercise jurisdiction over a supplemental state law claim for breach of a
noncompetition agreement posing “subtle issues” of state law differing from the trade secret claim.
See Integro USA, Inc. v. Crain, 2019 WL 6030100, at *3 (S.D.N.Y. Nov. 14, 2019).
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3.6.2.4 Diversity Jurisdiction Over Stand-Alone State Trade Secret Law
Claims

Where the trade secret claimant satisfies the requirements for diversity jurisdiction, namely,
complete diversity of citizenship and an amount in controversy in excess of $75,000, exclusive of
interest and costs, 28 U.S.C.§ 1332, it may choose to assert a stand-alone claim under state law for
misappropriation of trade secrets or for other state law claims. A trade secret claimant may choose
to rely on diversity jurisdiction if it fails to satisfy the requirements for a DTSA claim as to one or
more defendants or if the selected state law is perceived to provide substantive advantages.

If the jurisdictional amount is satisfied, diversity jurisdiction may be asserted if the claim is
between:

(1) citizens of different States;

(2) citizens of a State and citizens or subjects of a foreign state, except that the district
courts shall not have original jurisdiction under this subsection of an action between
citizens of a State and citizens or subjects of a foreign state who are lawfully admitted for
permanent residence in the United States and are domiciled in the same State;

(3) citizens of different States and in which citizens or subjects of a foreign state are
additional parties; and

(4) a foreign state, defined in 28 U.S.C. §1603(a), as plaintiff and citizens of a State or of
different States.

28 U.S.C.§ 1332(a).

Importantly, diversity jurisdiction requires that there be complete diversity, with few
exceptions. One important configuration on which plaintiffs sometimes stumble is alleging
citizenship of a partnership or limited partnership or a limited liability company, which requires
assessment of the citizenship of each partner or member of the entity, potentially through several
layers (if a partner of an entity is itself a partnership, for example). Often the plaintiff does not
have full knowledge of the configuration and citizenship of a partnership or limited liability
company, yet if diversity is ultimately found to be lacking and was the sole basis for subject matter
jurisdiction, the court will be found to have had no jurisdiction over the claim. In an effort to avoid
the expense and delay of learning belatedly that there was no subject matter jurisdiction, the
Checklist requires such parties to state the citizenship of the partners or LLC members or, in the
case of a defendant, state whether the citizenship of any accused party or its constituents is the
same as that of the complainant. This is consistent with the revised Fed. R. Civ. P. 7.1(b), which
took effect on December 1, 2022 and requires that in an action in which jurisdiction is based on
diversity under 28 U.S.C. § 1332(a), a party or intervenor must, unless the court orders otherwise,
file a disclosure statement naming and identifying the citizenship of every individual or entity
whose citizenship is attributed to that party or intervenor:

(A) when the action is filed in or removed to federal court, and
(B) when any later event occurs that could affect the court’s jurisdiction under § 1332(a).

Another frequently overlooked block to establishing diversity jurisdiction is when a party
plaintiff and a party defendant are both non-U.S. citizens but are citizens of different countries
(e.g., a Canadian organization on the plaintiff’s side and a French organization on the defendant
side, perhaps along with other entities on each side that are diverse from each other). For purposes
of diversity jurisdiction, both non-U.S. parties are treated as citizens of a foreign state and there is
no diversity as to those parties. Again, the Checklist should assist in discovering such issues early
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in the course of the case and can assist the parties in determining whether particular entities need
to be parties or not or whether alternative claims with alternative bases for jurisdiction may be
appropriate.

3.7 Venue

3.7.1 DTSA Claims

The DTSA, unlike the Patent Act, does not include a venue provision. Thus, the general venue
rules apply, 28 U.S.C. § 1391, and, barring other considerations discussed below, venue is proper
in

(1) a judicial district in which any defendant resides, if all defendants are residents of the
State in which the district is located;

(2) a judicial district in which a substantial part of the events or omissions giving rise to
the claim occurred, or a substantial part of property that is the subject of the action is
situated; or

(3) if there is no district in which an action may otherwise be brought as provided in this
section, any judicial district in which any defendant is subject to the court’s personal
jurisdiction with respect to such action.

28 U.S.C. § 1391(b).

Although the chosen venue does not have to be the place where the most relevant events took
place, the selected District’s contacts with events giving rise to the claim must still be substantial.
See Akurate Dynamics, LLC v. Carlisle Fluid Techns., Inc., 2021 WL 86006, at *3 (W.D. Tex.
Mar. 8, 2021) (citation omitted) (finding venue improper over DTSA claim where allegations
established only “paltry” connections to the forum and the alleged acts of misappropriation all
occurred outside the district). Cf. Hicklin Eng’g L.C. v. Bartell, 116 F. Supp. 1107, 1112 (S.D.
Iowa 2000) (finding venue improper over state trade secret claim where no events, much less
substantial events, other than the potential for economic injury, occurred in the district).

3.7.2 Statutory Venue Provisions Relating to Other Claims

If the complaint also alleges claims arising under Federal statutes containing special venue
provisions, such as the Patent Act, 28 U.S.C. § 1400(b), those claims must be brought in a forum
permitted under the applicable statute. Under the Patent Act, venue is proper only in the judicial
district where the defendant resides or where the defendant has committed acts of infringement
and has a regular and established place of business. It has been held that a patent claim may not be
brought in an improper venue simply because it is pendant to a DTSA claim brought in that venue.
Akurate Dynamics, 2021 WL 86006, at *3.

3.7.3 Impact of a Forum Selection Clause; Choice of Law Provisions

Often parties to a trade secret dispute are or were parties to a contract, such as an employment
agreement or license agreement, agreeing that some or all disputes between the parties would be
heard in a particular jurisdiction. In evaluating such a provision, the court will determine whether
the forum clause is mandatory or permissive and whether it governs the particular dispute (for
example, does the provision apply only to claims of breach of the agreement or does it extend to



Trade Secret Case Management Judicial Guide Chapter 3: Early Case Management

all claims between the parties). In re Orange, S.A., 818 F.3d 956 (9th Cir. 2016) (holding that
forum selection clause in parties’ nondisclosure agreement did not govern software developer’s
suit against French multinational telecommunications company for theft of trade secrets where
plaintiff did not sue company for any breach of NDA or for misappropriation of information
disclosed pursuant to the NDA, and resolution of its claims did not require any analysis of NDA).
A valid forum selection provision will be set aside only in the most exceptional cases. Atl. Marine
Const. Co., Inc. v. U.S. Dist. Ct. for Dist. of Tex., 571 U.S. 49 (2013), citing Stewart Org., Inc. v.
Ricoh Corp., 487 U.S. 22 (1988).

The fact that the DTSA provides access to federal courts for DTSA claims has been held not
to override a contractual forum selection provision calling for litigation in a foreign forum. Amydas
Pharms., S.A. v. Zealand Pharma, A/S, 48 F.4th 18 (1st Cir. 2022) (holding that the bare fact that
a law provides a federal cause of action with some extraterritorial reach does not prevent private
parties from contracting either outside it or around it).

Contractual forum selection clauses are often coupled with a specification of what law governs
the contract. Whether a contractual choice of law provision applies to a state law trade secret claim
will need to be assessed separately. Resolution of this issue will require, among other things,
analysis of any choice of law provision and the nature and purpose of the contract containing the
provision. See Stoneyfield Farm, Inc. v. Agro-Farma, Inc., 2009 WL 3255218 (D.N.H. Oct. 7,
2009) (concluding that specific contractual choice of law provision in an NDA providing that “the
mutual objective of the parties hereto is to provide appropriate protection for Confidential
Information” applied to claim for misappropriation of trade secrets as well as to contract claims;
holding that “artful pleading” of a claim grounded in contract as a tort claim should not override
agreed choice of law); Facility Wizard Software, Inc. v. Southeastern Tech. Svcs., LLC, 647 F.
Supp. 2d 938 (N.D. IlI. 2009) (holding that Illinois choice of law provision in distributorship
agreement granting defendant, among other things, rights to use confidential information, which
provided that “all rights and obligations hereunder, including matters of construction, validity and
performance” extended to state law claim for misappropriation of trade secrets). Resolution of
which state’s law governs a state trade secret claim may require extensive factual development as
the case progresses. Cf. Ala. Aircraft Indus., Inc. v. Boeing Co., 2022 WL 433457 (11th Cir. Feb.
14, 2022) (determining after eleven years of litigation and a jury trial that Missouri law, not
Alabama law, applied to defendant’s statute of limitations defense based in part on wording of
broad contractual choice of law provision).

The applicability of a contractual choice of law often arises in connection to claims concerning
the enforceability of a noncompete agreement. In some cases, a state statute may override a
contractual choice of law. See, e.g., Cal. Lab. Code 925 (providing, subject to certain exceptions,
that any provision of contracts required as a condition of employment of employees who primarily
reside and work in California that requires the employee to adjudicate outside of California that
arises in California or that deprives the employee of the substantive protections of California law
with respect to a controversy arising in California is voidable by the employee, and if a provision
is rendered void at the request of the employee, the matter shall be adjudicated in California and
California law shall govern the dispute). In other cases, the forum state’s choice of law rules may
override a contractual choice of law. See Cabela’s LLC v. Highby, 801 F. App’x 48 (3d Cir. 2020)
(holding that although the case would be heard in Delaware due to the contractual choice of forum
provision, under Delaware’s choice of law rules, Nebraska had a more significant connection to
the dispute and the Delaware court would thus apply Nebraska law to the claims, overriding the
Delaware choice of law provision). The issue can raise significant complexities which may be
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outcome determinative. Early attention to governing law issues can play a useful role in case
management.

3.8 Impact of an Arbitration Agreement

Many trade secrets disputes arise in connection with the termination of employment or business
relationships. The overall relationship may be subject to an arbitration provision that may sweep
within its reach not only contractual claims but “any and all” claims “arising out of or relating to”
the subject matter of the agreements or even all claims relating to the relationship governed by the
agreement. Other arbitration provisions are narrower, confined to claims for breach of the contract
or even to claims of breach of specific provisions of the agreement. Understanding the implications
of any arbitration provision early on is essential to permit the court to determine what aspects, if
any, of the dispute will be heard before the court.

3.8.1 What Claims Are to Be Arbitrated?

Arbitration is a creature of contract. Under the Federal Arbitration Act (FAA), 9 U.S.C. §1, et
seq., the court must stay an action brought “upon any issue referable to arbitration under an agree-
ment in writing for such arbitration” until the trial has been had, providing that the applicant for the
stay is not in default in proceeding with the arbitration. This language is mandatory. Countrywide
Home Loans v. Mortg. Guar. Ins. Co.,2011 WL 4948538, at *2 (N.D. Cal. Oct. 18, 2011).

The Checklist and Case Management Order direct the parties and the court to consider whether
the dispute brought in court is subject to arbitration. In reaching this decision, the starting point is
the language of the contract itself. Often it will be clear. But sometimes its reach may be uncertain
or ambiguous. In First Options of Chicago, Inc. v. Kaplan, 514 U.S. 938 (1995), the Supreme
Court held that courts—and not arbitrators—must decide questions of arbitrability unless there is
clear and unmistakable evidence of the parties’ intent to submit questions of arbitrability to the
arbitrators. The contract may state that the question of arbitrability is to be decided by the
arbitrator, either by expressly stating so, or by incorporating rules of arbitration tribunals that
provide that the arbitration panel will decide arbitrability. All of the U.S. federal circuit courts to
consider the issue have “agreed that incorporation by reference of arbitral rules into an agreement
that expressly empower an arbitrator to resolve questions of arbitrability clearly and unmistakably
evidences the parties’ intent to empower an arbitrator to resolve questions of arbitrability.” Airbnb,
Inc. v. Doe, 2022 WL 969184, at *4 (Fla. Mar. 31, 2022) (holding that this rule is the law of
Florida, as well).

Parties and the court should note that many contracts containing provisions requiring disputes
to be arbitrated expressly carve out claims seeking injunctive relief or claims for violations of
intellectual property rights, which, depending on the applicable law and contractual language, may
encompass claims for misappropriation, or may expressly carve out from arbitration claims for
misappropriation of trade secrets. The scope of any arbitration provision and of the court’s role in
resolving any portion of the dispute should be discussed at an early conference.

3.8.2 Who May Be Compelled to Arbitrate? The “Non-Signatory Doctrine”

A party that has agreed to arbitrate a claim may be compelled to arbitration if it chooses instead
to file its claim in court, unless, as described below, it seeks only to seek judicial relief “in aid” of
arbitration. Normally only parties to an arbitration agreement may be compelled to arbitrate claims
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with a signatory party or permitted to compel a signatory party to arbitrate claims against it. This
rule is not, however, absolute. The Supreme Court has interpreted Section 3 of the FAA “[t]o
permit a litigant who is not a party to the arbitration agreement [to] invoke arbitration under the
FAA if the relevant state contract law allows the litigant to enforce the agreement.” Arthur
Andersen LLP v. Carlisle, 556 U.S. 624, 632 (2009). The Supreme Court has recognized that
“traditional principles” of state law allow a contract to be enforced by or against nonparties to the
contract through “assumption, piercing the corporate veil, alter ego, incorporation by reference,
third-party beneficiary theories, waiver and estoppel.” 21 R. Lord, Williston on Contracts §57:19,
183 (4th ed. 2001), Arthur Andersen, 556 U.S. at 632.

Each of these theories might be invoked in disputes with multiple parties alleged to have each
had a role in trade secret misappropriation. For example, an assumption, agency or alter ego, third-
party beneficiary or corporate veil theory might be viably asserted if closely related corporate
entities are asserted to have worked together to misappropriate trade secrets. Thus, when
addressing the Checklist and the existence of an arbitration provision, the court will want to
understand whether any of the theories for compelling a nonsignatory to arbitrate may apply and
whether plaintiff is prepared to make any representations about how it intends to conduct the case
in court that may bear on this question.

Under the doctrine of equitable estoppel, a nonsignatory can enforce an arbitration clause:

(1) when a signatory must rely on the terms of the written agreement in asserting its claims
against the nonsignatory or the claims are intimately founded in and intertwined with the
underlying contract, and (2) when the signatory alleges substantially interdependent and
concerted misconduct by the nonsignatory and another signatory and the allegations of
interdependent misconduct are founded in or intimately connected with the obligations of
the underlying agreement.

Murphy v. DirecTV, Inc., 724 F.3d 1218, 1229 (9th Cir. 2013) (citations omitted).

The doctrine of equitable estoppel has recently been asserted offensively, although ultimately
unsuccessfully, by non-signatory defendants in at least two high profile trade secret cases to try to
compel arbitration where plaintiff alleged that the defendants had misappropriated trade secrets in
connection with their hiring of plaintiff’s former employees who were subject to an arbitration
agreement. The non-signatory new employers each argued that the misappropriation claims against
them in court should be sent to arbitration because the plaintiff, signatory to the agreement
containing the arbitration clause, would necessarily rely on the terms of its agreement with the
employee in asserting its claims against the new employer.

To resolve the assertion that the claims against the non-signatory should be arbitrated, the
courts assessed the evidence the plaintiff would rely on in attempting to prove its case against the
non-signatory to determine the extent to which the evidence and issues in the lawsuit are
necessarily intertwined with the issues governed by the agreement containing the arbitration
provision. Where the plaintiff represented that it would prove all of the elements of its DTSA and
state trade secret misappropriation claim against the non-signatory hiring company without
reference to any obligations contained in the agreements with its former employees (which
agreements required breaches of the obligations to be arbitrated), courts have held that the plaintiff
was not equitably estopped from proceeding against the non-signatory in court. Waymo LLC v.
Uber Techs., Inc., 870 F.3d 1342, 1346 (Fed. Cir. 2017); Faraday & Future, Inc. v. Evelozcity,
Inc., 2018 WL 11346536 (C.D. Cal. Aug. 9, 2018). The cases illustrate the importance of
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determining at an early stage how the litigation claims and the proof being offered to support them
may differ from claims that are governed by an agreement containing an arbitration provision.

3.8.3 Injunctive Relief from the Court in Aid of Arbitration; Waiver of Right to
Arbitrate

Recognizing that, as may be especially true in the context of agreements regarding the
disclosure or sharing of trade secrets, the acts complained of may cause serious or irreparable
injury before an arbitration gets underway, many contracts authorize the complaining party to seek
an injunction in court “in aid” of arbitration. Applicable state law may also permit the complainant
to seek such relief in court. As further described in chapter 5, otherwise “[a]rbitration can become
a hollow formality if parties are able to alter irreversibly the status quo before the arbitrators are
able to render a decision in the dispute.” Blumenthal v. Merrill Lynch, Pierce, Fenner & Smith,
910 F.2d 1049, 1053 (2d Cir. 1990). Seeking an injunction in aid of arbitration does not waive the
right to arbitrate, as recognized by both courts, see, e.g., Tesla v. Yatskov, No. 3:22-cv-02725-]D,
Dkt., at *52 (N.D. Cal. Aug. 18, 2022), and the rules of major arbitration centers. See, e.g., AAA
Commercial Rules 37, 38, JAMS Comprehensive Arbitration Rules and Procedures R. 24 (e);
ICDR R. 24; ICC Article 28(2). Courts evaluating a request for an injunction in aid of arbitration
will typically apply the traditional requirements for equitable relief applicable to other requests for
injuinctions. See S.G. Cowen Sec. Corp. v Messih, 224 F.3d 79, 82 (2d Cir. 2000); Tesla, Inc. v.
Khatilov, 2021 WL 624174, at *2 (N.D. Cal. Jan. 22, 2021).

Many of the leading arbitration organizations permit the movant, alternatively, to seek urgent
injunctive relief in the arbitration itself. In commercial arbitrations before the American
Arbitration Association, for example, a tribunal is empowered to take “whatever interim measures
it deems necessary, including injunctive relief and measures for the protection and conservation of
property.” AAA Commercial R. 37. The arbitrator also has the power to require security for the
costs of the interim measures. /d. If interim relief is required before the presiding arbitrator has
been appointed or panel has been convened, the AAA may appoint an emergency arbitrator. AAA
Commercial R. 38. Similar rules exist at JAMS, the AAA’s ICDR, and the ICC. See JAMS
Comprehensive Arbitration Rules and Procedures R. 2, 24; ICDR R. 6, 24; ICC Article 29.

Once an application to the court for relief in aid of arbitration has been resolved, the court’s
role 1s concluded and the court action should be dismissed or stayed while the parties proceed to
arbitration. See Tesla v. Yatskov, No. 3:22-cv-02725-JD, Dkt., at *52 (N.D. Cal. Aug. 18, 2022)
(staying case in favor of arbitration after directing defendant not to “copy, transfer, modify, or edit
in any way any electronic file in any format that contains information he obtained during his
employment with Tesla” and otherwise denying injunction in aid of arbitration; finding no waiver
of right to arbitrate); In re M.B. Int’l W.W.L.,2012 WL 3195761, at *14 (S.D.N.Y. Aug. 6, 2012);
In re Faiveley Transport Malmo AB, 2009 WL 3270854 (S.D.N.Y. Oct. 7, 2009) (closing case
after denying motion for preliminary injunction in aid of arbitration).

While seeking injunctive relief in aid of arbitration does not, as described above, waive the
right to arbitrate, courts will be attentive to whether the parties have engaged in acts before the
court manifesting their intent to proceed solely in court rather than in arbitration. There is no
concrete test to determine whether a party has acted inconsistently with its arbitration right.
Instead, a holistic approach is taken that considers the totality of the party’s actions. “That is, a
party acts inconsistently with exercising the right to arbitrate when it (1) makes an intentional
decision not to move to compel arbitration and (2) actively litigates the merits of a case for a
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prolonged period of time in order to take advantage of being in court.” Newirth v. Aegis Senior
Cmtys., LLC, 931 F.3d 935, 941 (9th Cir. 2019). This standard was applied in Sequoia Benefits &
Insurance Services v. Costantini, 553 F. Supp. 3d 752, 762 (N.D. Cal. 2021), denying defendants’
motion to dismiss a court action and proceed to arbitration where, the court found “[i]n this action
for trade-secret misappropriation, both sides told the district judge that they saw no occasion to
invoke an arbitration clause, and so both sides duly litigated their action in court. Once, however,
the former-employee defendants saw which way the wind was blowing in the action, they reversed
course and now move to compel arbitration. This gamesmanship will not be rewarded. This order
finds the defendants waived their right to invoke the arbitration clause.” Id. at 755.

3.9 Related Proceedings

Trade secret disputes often arise in the context of other litigation between the parties. Claims
may be asserted in multiple jurisdictions, domestic and international, for the same or related
alleged acts of misappropriation, for patent infringement pertaining to related technologies, or for
a variety of commercial claims relating to possession or ownership of information at issue.
Criminal proceedings may be moving ahead in the same or other courts, including internationally,
presenting evidentiary and other issues for a trade secret case pending in federal district court.
Claims for alleged breaches of restrictive covenants or alleged “raiding” of employees to acquire
trade secrets may be proceeding in other forums.

The court should be made aware of other concurrent proceedings at an early stage to avoid
engaging in improper “end runs” around proceedings in other jurisdictions and to explore and
manage potential efficiencies.

The parties should also be prepared to discuss the extent to which evidence obtained in other
fora may be used in the district court proceeding and whether protective orders may impact the use
of evidence obtained in other proceedings.

3.9.1 Other Civil Proceedings

Parties to a trade secret dispute may be embroiled in other related litigation. As a matter of
case management one party may seek to consolidate these proceedings or to dismiss or stay one
of the proceedings in deference to a first filed action on related claims.

3.9.1.1 Motions to Consolidate

The parties may be engaged in ongoing litigation concerning other claims. For example, parties
to a trade secret dispute may be involved in patent litigation in which some of the information and
evidence relates to or overlaps with evidence at issue in the trade secret case. They may be involved
in litigation over the demise of business relationships in which trade secrets are alleged to be at
risk. Depending on the degree of overlap and the status of the first filed case, either or both parties
may prefer for pragmatic or strategic reasons that the claims be pursued together, either as a
consolidated or related action. If actions before the court involve a common question of law or
fact, Fed. R. Civ. P. 42 authorizes the court to consolidate the cases or order separate trials:

(a) Consolidation. If actions before the court involve a common question of law or fact, the
court may:

(1) join for hearing or trial any or all matters at issue in the actions;
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(2) consolidate the actions; or
(3) issue any other orders to avoid unnecessary cost or delay.

(b) Separate Trials. For convenience, to avoid prejudice, or to expedite and economize, the
court may order a separate trial of one or more separate issues, claims, crossclaims,
counterclaims, or third-party claims. When ordering a separate trial, the court must
preserve any federal right to a jury trial.

Consolidation is not granted as of right. The court has broad discretion to determine whether
consolidation is appropriate under the circumstances. Johnson v. Celotex Corp., 899 F.2d 1281,
1284-85 (2d Cir. 1990). Consolidation is warranted where it promotes “judicial economy,” id. at
1285, and serves to eliminate the waste associated with duplicative discovery and multiple trials.
See, e.g., JBF Interlude 2009 Ltd. v. Quibi Holdings, LLC, 2020 WL 4339896, at *6 (C.D. Cal.
July 28, 2020) (granting motion to consolidate cases brought by overlapping parties alleging
patent, trade secret, breach of NDA claims and a variety of claims relating to inventorship and
ownership of patents, finding that the actions involve closely related questions of law and fact and
that consolidation would promote the interests of judicial and litigant economy without prejudicing
either party or action); Shapiro v. Hasbro, Inc.,2016 WL 9113993, at *8 (C.D. Cal. Oct. 13, 2016)
(granting motion for consolidation of later filed DTSA claim with earlier misappropriation claim
under state law arising out of the same nucleus of common facts even though different doll designs
were allegedly misappropriated in the two actions, finding that nearly identical facts will support
both claims, the same legal inquiries will occur in both proceedings and that delay in first action
would not significantly prejudice either party).

Before granting consolidation, the court must determine that the parties will not be prejudiced.
The moving party bears the burden to demonstrate that consolidation is appropriate. Kamdem-
Ouaffo v. PepsiCo, Inc., 314 F.R.D. 130, 136-37 (S.D.N.Y. 2016) (denying motion to consolidate
trade secret suit with earlier filed action between the parties that was at a different stage of
litigation, finding that consolidation would interfere with the two proceedings, delay rather than
expedite proceedings, and increase expense).

At the early stages of a case, the parties’ and the court’s focus may be on consolidation. At a
later stage, a party may propose to bifurcate certain claims for trial. This will necessarily be a topic
for discussion at later case management conferences.

3.9.1.2 “Dueling Courthouses”

Trade secret lawsuits against former employees are frequently intertwined with an employer’s
claim that the employee is subject to and is violating a non-compete agreement designed to protect
trade secrets and customer relationships. State laws vary substantially concerning the
enforceability of non-compete agreements. Where a contract between the parties specifies the
exclusive forum for all disputes under the agreement or provides that all disputes between the
parties must be brought in a particular jurisdiction, absent a showing that that provision was
procured through fraud or other improper means, courts will typically defer to the selected choice
of forum (although the chosen forum may not necessarily apply the chosen law and may conduct
its own choice of law analysis). Atl. Marine Const. Co., Inc. v. U.S. Dist. Ct. for Dist. of Tex., 571
U.S. 49 (2013).

Absent a mandatory exclusive venue provision, the parties’ differing assessments of which
court may be a more favorable forum may lead each party to choose to file its claims in a different
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jurisdiction. Courts may then be asked to exercise their discretion to stay or dismiss one suit in
preference to the suit in the other forum. Such requests are frequently accompanied by time-
sensitive requests for the court to enforce the non-compete agreement or issue a declaratory
judgment that it is unenforceable.

As a matter of case management, this issue will generally be brought to a head early in the life
of the suits. The issue is often multidimensional, requiring attention not only to the question of
which forum will adjudicate the dispute but also to the separate issue of what law will apply to the
dispute wherever it is decided. See § 3.7.3. There is a wealth of caselaw addressing these
sometimes complex “dueling courthouse” situations and jurisdiction-specific law will always need
to be consulted in evaluating which case should proceed or whether both should continue. Some
general principles follow.

3.9.1.2.1 Both Actions in Federal Court

Federal courts maintain a system of comity among themselves. As between two suits between
the same (or in some cases, substantially the same) parties involving substantially the same issues
filed in two different federal courts, a general principle of case management is the “first filed” rule,
which was first applied, although without a label, by the United States Supreme Court in Smith v.
M’Iver, 22 U.S. (9 Wheat) 532, 535 (1824). This “rule” is a discretionary rule of case management
not codified in caselaw. Kerotest Mfg. Co. v. C-O-Two Fire Equip. Co., 342 U.S. 180 (1952)
(holding that in questions of priority between similar proceedings, “[ajn ample degree of
discretion, appropriate for disciplined and experienced judges, must be left to the lower courts™);
Alltrade, Inc. v. Uniweld Prods., Inc., 946 F.2d 622, 628 (9th Cir. 1991). Individual courts have
exercised considerable latitude in determining whether and under what circumstances to apply this
management tool. Some courts have modified the general rule of priority by imposing
qualifications, such as balance of convenience, balance of hardships, and similar considerations,
observing that an absolute “first-to-file” rule might “encourage an unseemly race to the courthouse
in certain instances.” Tempco Elec. Heater Corp. v. Omega Eng’g, Inc., 819 F.2d 746, 749-50 (7th
Cir. 1987) (describing the rule as the product of “discretion hardened by experience.””) Other courts
tend to adhere more frequently to the “first-to-file” rule, with the Eighth Circuit, for example,
following the “first-to-file” rule barring “extraordinary circumstances.” Minnesota Mining & Mfg.
Co. v. Rynne, 661 F.2d 722, 723 (8th Cir. 1981) (finding no extraordinary circumstances and
affirming injunction preventing former employee from proceeding with a later filed action against
the former employer in Georgia arising out of the same operative facts as employer’s first filed suit).

Litigants may seek orders from the “first filed” court enjoining the other party from pursuing
litigation in the second forum or may ask the court presiding over the “second filed” action to stay
its proceeding in deference to the first filed action. It has been held to be an abuse of discretion for
the court presiding over the second filed proceeding to issue a temporary restraining order after
the first filed court has accepted jurisdiction to decide the matter. W. Gulf Maritime Ass’n v. ILA
Deep Sea Local 24, 751 F.2d 721, 728-31 (5th Cir. 1985).

Courts have held that the two suits need not be between identical parties and identical issues
for the “first filed” rule to come into play where there is a substantial overlap of the subject matter.
See Synthes, Inc., v. Knapp, 978 F. Supp. 2d 450 (E.D. Pa. 2013) (granting motion to transfer
second-filed suit to enforce non-compete agreement to forum in which employee had first filed
suit seeking declaration that his non-compete agreement was unenforceable given the substantial
overlap in the cases, which arose out of the same employment relationship and conduct). But see
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Owens v. Blue Tee Corp., 177 FR.D. 673, 679 (M.D. Ala. 1998) (finding first filed rule
inapplicable where the prior suit involved some identical claims but two of the three plaintiffs in
the second suit were not parties to the first suit).

Federal courts have developed equitable exceptions to the first-to-file rule, including where
there are rare or extraordinary circumstances; the first filer engaged in inequitable conduct, acted
in bad faith, or engaged in improper forum shopping; the later filed action has developed further
than the first filed action; or the first filing party instituted suit in one forum in anticipation of the
opposing party’s suit. E.E.O.C. v. Univ. of Pa., 850 F.2d 969, 972, 976 (3d Cir. 1988).

The “second filed” party seeking to invoke the “anticipatory suit” exception bears the burden
of producing evidence that the first filed suit is anticipatory. While the fact that the first filed suit
is a declaratory judgment action may be a factor to consider, not all first filed declaratory judgment
suits are found to warrant a stay. See, e.g., Manuel v. Convergys Corp., 430 F.3d 1132, 1135-36
(11th Cir. 2005) (finding in noncompete dispute that even if a filing is anticipatory, “this
consideration does not transmogrify into an obligatory rule mandating dismissal” but is just one
equitable factor) (citing 800-Flowers, Inc. v. Intercontinental Florist, Inc., 860 F. Supp. 128, 132
(S.D.N.Y. 1994)); Synthes, Inc. v. Knapp, 978 F. Supp. 2d at 455-56 (finding that employee’s
filing of declaratory judgment action in California on the same day he resigned was not inequitable
and anticipatory where he had lived and worked in California).

In ruling on a request to dismiss or stay a parallel suit, the first filed court will assess the pre-
filing history of the dispute, focusing particularly on pre-filing communications between the
parties and the circumstances surrounding the communications to assess whether the party accused
of making an anticipatory filing “jumped the gun.” The amount of time that elapsed between the
pre-filing events and the filing of suit or between the filing of the two suits can be an important
consideration, with a court often discounting the time stamp of suits filed on the same day but
paying particular attention to a second filing that occurred only after the initial suit had progressed.

3.9.1.2.2 Parallel Actions in Federal and State Court

Due to general rules of federal-state comity, the first filed rule is not often invoked in contests
between suits filed in federal court and state court. Generally the two cases will proceed on their
own timetable. The Eleventh Circuit has found, however, that the rule can be equally applicable
where one of two competing courts is a state court. Merrill Lynch, Pierce, Fenner & Smith, Inc. v.
Haydu, 675 F.2d 1169, 1174 (11th Cir. 1982).

Where the first filed action was a state suit later removed to federal court, the federal
proceeding retains the state court filing date for purposes of the rule. Unlimited Tech., Inc., v.
Leighton, 266 F. Supp. 3d 787, 789 (E.D. Pa. 2017) (but finding that first filed declaratory
judgment action brought in Georgia state court was an anticipatory suit brought in bad faith and
denying motion to dismiss, stay or transfer employer’s second filed action); Mfrs. Hanover Trust
Co. v. Palmer Corp., 798 F. Supp. 161, 166 (S.D.N.Y. 1992).

3.10 Criminal Proceedings

Criminal trade secret investigations or suits are often known or anticipated to be underway
during the pendency of a civil proceeding. See § 11.10. How such actions should be coordinated
is often a question that needs to be addressed early.

(US)
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Both the government and the defendant in a civil case may have reasons for seeking a stay of
the civil proceedings pending resolution of the criminal case. The government may seek a stay of
the civil action or of discovery so as to prevent potential interference with its investigation. The
defendant may seek a stay to avoid having to invoke the Fifth Amendment during an active criminal
investigation. On the other hand, the plaintiff in a civil case may want to pursue its claim
expeditiously. The court’s interest in efficiently managing its caseload may also come into play. The
mere presence of a criminal investigation that is related to an ongoing civil case is, without more,
insufficient to warrant a stay of the civil case, see, e.g., Horn v. D.C., 210 F.R.D. 13, 15 (D.D.C.
2002) (denying government’s pre-indictment request for a 90-day stay in a non-trade secret case,
finding that the government’s claim that the case was “likely to cause interference with an ongoing
investigation of interest to the United States” falls “far short of the showing of ‘hardship or
inequality’” and is “entirely conclusory”). In fact, a stay has been held to be an “extraordinary
remedy.” F.T.C. v. E.M.A. Nationwide, Inc., 767 F.3d 611, 627 (6th Cir. 2014). The district court
has discretion, however, to stay a civil case if the interests of justice require, United States v. Kordel,
397 U.S. 1, 12, n. 27 (1970), and typically will consider factors including:

1. the extent to which the issues in the civil and criminal cases overlap;

2. the status of the criminal proceedings, including whether any defends have been
indicted;

3. the plaintiff’s interests in expeditious civil proceedings weighed against the
prejudice to the plaintiff caused by the delay;

the burden on the defendants;
5. the interests of the court; and
the public interest.

See E.I. DuPont de Nemours & Co. v. Hou, 2017 WL 2531940 (D. Del. June 9, 2017) (granting
motion to stay discovery in civil trade secrets case in light of criminal proceeding); Keating v. Off-
of Thrift Supervision, 45 F.3d 322, 324 (9th Cir. 1989) (citations omitted) (non-trade secret case),
discussed at length in Genentech, Inc. v. JHL Biotech, Inc., 2019 WL 1045911, at *24-25 (N.D.
Cal. Mar. 1, 2019) (granting partial stay as to indicted individual defendants in trade secret case
and holding that no stay would be imposed as to the corporate defendant, which did not have Fifth
Amendment rights). In Genentech, the court reserved the right to revisit the issue and continued to
issue additional orders as discovery continued. See Genentech, Inc. v. JHL Biotech, Inc., No. C
18-06582 WHA, Dkt. 212 (May 30, 2019).

3.11 Proceedings before the International Trade Commission

Under the Tariff Act of 1930, 19 U.S.C. §1337, the International Trade Commission (ITC)
provides a forum for domestic industries to seek exclusion of goods violating U.S. intellectual
property rights or that constitute other acts of unfair competition. The Federal Circuit has held that
the ITC is entitled to investigate acts of trade secret misappropriation occurring in whole or in part
outside the United States where the trade secrets were either incorporated into or used to
manufacture goods being imported into the United States under circumstances threatening a
domestic industry. Tian Rui Grp. Co. Ltd. v. Int’l Trade Comm’n, 661 F.3d 1322 (Fed. Cir. 2011),
reh’g and reh’g en banc denied, 2012 U.S. App. LEXIS 4790 (Fed. Cir. Feb. 1, 2012). ITC
proceedings are in rem proceedings. The Trade Act directs the ITC to resolve cases “at the earliest
practicable time,” which generally translates into an 18-month process. See Uruguay Round
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Amendments Act of 1994, Pub. L. No. 103-465, § 321, 103d Cong., 2d Sess., 108 Stat. 4809
(1994); Trade Act of 1974, Pub. L. No. 93-618, § 341, 88 Stat. 1978, 2053 (1975) (amending
§ 337(b) of the Tariff Act of 1930).

While most ITC investigations have been patent cases, the number of investigations involving
trade secrets issues, alone or in combination with other claims, appears to be on the increase since
the decision in Tian Rui.

If an ITC investigation regarding the trade secrets at issue in a district court proceeding is
underway or has been concluded, at the Initial Case Management Conference, the parties and court
will want to consider whether the district court action will be stayed and what evidence or rulings
from the ITC proceeding may be used or applicable in the district court action.

3.11.1 Stays of District Court Actions Relating to Parallel ITC Proceedings

Under 28 U.S.C. § 1659(a), parties to a civil action that are also respondents in a parallel
proceeding before the ITC can timely move for a stay of the district court proceedings as a matter
of right:

Stay. In a civil action involving parties that are also parties to a proceeding before the
United States International Trade Commission under section 337 of the Tariff Act of 1930,
at the request of a party to the civil action that is also a respondent in the proceeding before
the Commission, the district court shall stay, until the determination of the Commission
becomes final, proceedings in the civil action with respect to any claim that involves the
same issues involved in the proceeding before the Commission, but only if such request is
made within (1) 30 days after the party is named as a respondent in the proceeding before
the Commission, or (2) 30 days after the district court action is filed, whichever is later.

See Manitowoc Cranes LLC v. Sany Am. Inc., No. 13-CV-677, ECF No. 20 (E.D. Wis. July 17,
2013) (granting unopposed motion to stay civil trade secret misappropriation proceeding pending
conclusion of ITC patent and trade secret investigation). Cf. In re Princo Corp., 478 F.3d 1345,
1355 (Fed. Cir. 2007) (granting writ of mandamus against district court that had refused to stay
patent case between parties involved in ITC proceeding on same patent).

Although the stay provided for in § 1659(a) is mandatory if timely requested, it only applies to
“any claim that involves the same issues involved in the proceeding before the Commission.”
Thus, for example, if an ITC proceeding has been commenced with respect to a claim of patent
infringement, §1659(a), it does not mandate a stay of a district court proceeding addressing trade
secret claims even relating to similar technologies. Rather, the district court will need to consider
and balance such factors, in an exercise of its sound discretion, as

1. Possible damage that may result from the granting of a stay

2. The hardship or inequity which a party may suffer in being required to go forward; and

3. The orderly course of justice measured in terms of the simplifying or complicating of

issues, proof, and questions of law which could be expected to result from a stay.

As an alternative to granting a stay, the court may apply other case management techniques. Cf.
Monolithic Power Sys., Inc. v. O2 Micro Int’l Ltd., 726 F.3d 1359, 1363 (Fed. Cir. 2013) (noting
that district court had declined to stay proceedings before it for patent infringement and trade secret
misappropriation pending resolution of the ITC investigation directed to related patents, instead
ordering that to avoid duplication and a waste of resources all discovery in the ITC proceeding

3-40
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would apply in the district court action. Exceptional Case Order, 2011 U.S. Dist. LEXIS 154454,
at *8 (N.D. Cal. Mar. 3, 2011). All parties assented to this procedure).

28 U.S.C. § 1659 prevents the district court from lifting a stay while the ITC determination is
on appeal. Manitowoc Cranes LLC v. Sany Am. Inc.,2015 WL 13001543 (E.D. Wis. Nov. 9, 2015)
(denying motion to lift stay in patent and trade secret case filed in district court while the ITC’s
determination that defendant had infringed one of plaintiff’s patents and misappropriated some of
plaintiff’s trade secrets was on appeal).

3.11.2 Use of Evidence from a Terminated ITC Proceeding

After the dissolution of a stay, 28 U.S.C. § 1659(b) allows the parties to use the ITC
investigation record in the district court proceeding:

Notwithstanding section 337(n)(1) of the Tariff Act of 1930, after dissolution of a stay
under subsection (a), the record of the proceeding before the United States International
Trade Commission shall be transmitted to the district court and shall be admissible in the
civil action, subject to such protective order as the district court determines necessary, to
the extent permitted under the Federal Rules of Evidence and the Federal Rules of Civil
Procedure.

Once a stay is lifted, it will generally be appropriate to conduct a further Case Management
Conference at which the parties and the court will assess what information from the ITC
proceeding is available for use in the district court proceeding.

3.11.3 Potential Preclusive Effect of Rulings in ITC Proceeding

If an ITC proceeding has been concluded addressed to trade secret claims under the DTSA or
state law, the parties and the court will want to address at an early stage or after the ITC proceeding
has been concluded whether particular determinations at the ITC give rise to estoppels in the
district court proceeding. In a case of first impression it has been held that, unlike ITC
determinations in patent cases, the ITC’s determinations that plaintiff’s trade secrets were
protectable and that defendant had misappropriated them would be given preclusive effect in the
subsequent civil litigation under principles of collateral estoppel. Manitowoc Cranes LLC v. Sany
Am., Inc.,2017 WL 6327551 (E.D. Wis. Dec. 11, 2017), cert. of interlocutory app. Denied, 2018
WL 582334 (E.D. Wis. Jan. 1, 2018); further proceedings at Grove US LLC v. Sany America Inc.,
2019 WL 969814, at *9 (E.D. Wis. Jan. 29, 2019) (holding that at trial defendant’s damages expert
could not offer opinions that contradict the ITC’s findings on defendant’s misappropriation).

3.12 Protective Orders; Right of Public Access

Where information is plausibly alleged to be a trade secret, information revealing the trade
secret will need to be produced in discovery, subject to an appropriate protective order and to
general rules regarding proportionality of discovery. See, e.g., Coca-Cola Bottling Co. of Shreve-
port, Inc. v. Coca-Cola Co., 107 F.R.D. 288 (D. Del. 1985) (directing production of formula for
Coke, New Coke, and Diet Coke in a bottler dispute because, while the formulas were trade secrets,
plaintiffs had met their burden of demonstrating a need for the formula greater than the company’s
need for protection of its secrets). Chapter 6 discusses a variety of provisions that may be
appropriate to protect trade secrets
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As directed in the Checklist, the parties should consider at an early stage the nature of the
information they expect to exchange and what restrictions are necessary on who will be given
access to trade secrets and confidential information. If other proceedings are ongoing between the
parties or their affiliates, the applicability and impact of protective orders that may have been
entered in other proceedings and the use of evidence in multiple proceedings will need to be
addressed as well.

As the case progresses, the parties will need to work with each other and ultimately the court
to establish procedures to follow when the parties seek to file in court documents that either party
contends contain trade secrets. A private agreement between the parties to file such documents
under seal does not resolve the issue. Managing information presented in public filings or in
testimony in court requires judicial intervention to properly balance the right of public access to
the courts and judicial records against the private right to protect trade secrets from public view in
litigation about them. Discussion of these interests and ways to manage requests to seal
information appear in §§ 6.5.8, 6.5.9.

3.12.1 Default Protective Orders

Many district courts have developed default protective orders governing the exchange of
confidential information between the parties in litigation. See, e.g., Appendices 6.1, 6.2, and 6.3.
These default orders are sometimes designated as applying to patent or other complex technical
cases. The parties should familiarize themselves with any applicable default protective orders and,
as specified in the Checklist, discuss with each other and be prepared to discuss any proposed
deviations at the Initial Rule 16 Case Management Conference.

3.13 Stipulation to an Early Protocol to Quarantine Evidence and Conduct
Forensic Review of Particular Electronic Devices

Many trade secrets cases are launched with an assertion by the plaintiff that it has developed
evidence that the defendant has downloaded or otherwise removed computer files allegedly
containing the claimant’s property or trade secrets or has e-mailed or otherwise transferred them
to others. Even absent an affirmative request or court order, parties to a dispute have an obligation
to preserve relevant evidence. Federal law holds that the parties have a duty to preserve evidence
at least at the point at which it “reasonably anticipates litigation.” See Fed. R. Civ. P. 37(e)
(addressing electronically stored information).

While plaintiff’s concerns over the location of its documents and digital information may result
in an application to the court for a temporary restraining order or preliminary injunction as
discussed in detail in chapter 5, many parties can productively negotiate and begin to implement
quarantine or inspection procedures without court intervention in advance of the Initial Case
Management Conference. Examples of such negotiated protocols which have been entered by the
court on consent appear at Appendix 3.1

3.14 Identification of Trade Secrets

The threshold issue in every trade secret case is “what is the secret” alleged to be at issue. As
described in other sections of this Guide, see chapter 4, the court may want to develop and
announce as part of its chambers rules its own default procedures for identification of trade secrets,
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emphasizing that this effort will not result in an early adjudication that particular information is or
is not in fact a trade secret but rather will place the parties and the court on notice of what is being
claimed to be a trade secret. Absent such a default procedure, a variety of tools exist for identifying
trade secrets and the Checklist contemplates that the parties will discuss with the court at the Initial
Case Management Conference the particular needs of the case. Similarly, in the absence of a local
or statutory rule on the subject, the parties should be prepared to discuss at the initial case
management conference whether discovery on the trade secret claim will proceed prior to the
plaintiff’s initial identification of the trade secrets at issue. A variety of potential approaches are
discussed in chapter 4.

As discussed in detail in chapter 4, “identification” is typically not best resolved on a motion
to dismiss. The Checklist contemplates that before making a motion to dismiss regarding the
identification of trade secrets the parties will discuss the contemplated motion with each other and
with the court and consider whether identification protocols can address the concern. This issue
can frequently be addressed in the Initial Case Management Conference.

3.15 Jury Trial Demand

Whether a party has demanded a jury trial may have important ramifications for case
management and the scheduling of trial.

3.15.1 Demanding a Jury; Advisory Jury

Federal Rule of Civil Procedure 38 preserves the right of trial by jury inviolate as declared by
the Seventh Amendment or applicable statute. A party demands a jury trial on any issue triable by
a jury by serving the other parties with a written demand—which may be included in a pleading—
no later than 14 days after the last pleading directed to the issue is served.

While it may be tempting to view the determination of all monetary remedies as being an issue
for the jury, the issue can be complex. The Federal Circuit, for example, has concluded that some
requests that the defendant disgorge amounts unjustly gained through misappropriation are
effectively a proxy for plaintiff’s loss to be awarded by the jury, while other amounts awarded for
unjust enrichment are an equitable remedy to be determined by the court. See Tex. Advanced
Optoelectronic Sols., Inc. v. Renesas Elecs. Am., Inc., 895 F.3d 1304 (Fed. Cir. 2018); accord GSI
Tech., Inc. v. United Memories, Inc., 721 F. App’x 591, 594 (9th Cir. 2017). Determining the “fine
line” between legal and equitable restitution can be challenging. See, e.g., Motorola Sols., Inc. v.
Hytera Commc’ns Corp., Ltd., 495 F. Supp. 3d 687, 708 (N.D. IlI. 2020) (finding that an award of
defendant’s profits was a case-specific proxy for plaintiff’s loss, to be determined by the jury, and
that an award of defendant’s avoided development costs was an equitable remedy not tied to
plaintiff’s loss and treating the jury’s decision as advisory). The matter is unlikely to be resolved
at an Initial Case Management Conference but should be kept in mind as the case moves to trial.
The court may ultimately decide to submit certain monetary issues to the jury and treat the jury’s
decision as advisory.

3.15.2 Waiving a Jury

Many trade secret claims arise from the breach of a license, employment, confidentiality or
other agreement under which the defendant has been provided access to trade secrets. The contract
may contain a provision waiving a right to a jury trial. The scope of any waiver must be determined.
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Does it extend only to claims arising under the contract (and thus, potentially, not to any related
tort or statutory claims)? Is the waiver broader, extending to all claims “relating to the contract”
or “arising out of the relationship between the parties”? Will the scope of any jury trial waiver
need to be construed? Is the jury trial waiver valid under applicable law? Disputes about these
issues can be discussed at the Initial Case Management Conference but may not need to be resolved
until the case is ready for trial. “[A] court has the discretion to permit a motion to strike
a jury demand at any time, even on the eve of trial.” Bear, Stearns Funding, Inc. v. Interface
Group-Nevada, Inc., 2007 WL 3286645, at *3 (S.D.N.Y. Nov. 7, 2007) (internal quotation marks
omitted) (quoting 8 James Wm. Moore et al., Moore’s Federal Practice § 39.13[2][c] (3d ed.
2007)), cited in Town & Country Linen Corp. v. Ingenious Designs, 2022 WL 1515120, at *4
(S.D.N.Y. May 13, 2022) (holding that counterclaim plaintiff had not waived its contractual jury
trial waiver by filing a demand for a jury trial on “all issues triable to a jury” when asserting claims
for breach of an NDA, misappropriation of trade secrets and patent infringement since the
underlying contract included a waiver of jury trial on “ANY CLAIM OR CAUSE OF ACTION
IN ANY COURT IN ANY JURISDICTION BASED UPON OR ARISING OUT OF OR
RELATING TO THIS AGREEMENT” and provided that any amendments to the contract must
be signed by both parties.).

3.16 Alternative Dispute Resolution

Like other disputes, most trade secret disputes settle before trial, often late in the case. But
arriving at settlement earlier can be particularly challenging in these cases. The extent to which
the court will want to require parties to consider settlement at an early stage varies depending on
factors including: the individual preferences and caseload of the court; the projected scope and
pacing of the case; and the interest of counsel for the parties and the parties themselves in focusing
on dispute resolution early on.

One of the biggest impediments to early dispute resolution in trade secret cases is an infor-
mation asymmetry. At the outset of the case, each party typically lacks critical information about
the strength of their own and each other’s claims. Discovery may reveal the situation to be far
worse than the trade secret plaintiff suspects or defendant was willing to admit. Or it may show
that plaintiff’s concerns were overblown and that defendant engaged in independent development
of competing products or services without using plaintiff’s trade secrets. This early knowledge gap
1s compounded by the fact that trade secret disputes tend to be particularly emotional. The trade
secret owner typically had a relationship with the accused misappropriator prior to the dispute.
Trade secret complaints tend to feature plaintiff’s claims of “betrayal.” Defendants, on the other
hand, frequently contend that the suit itself is an anticompetitive ploy designed to hobble their
legitimate activities and cripple their business. Absent access to evidence, both sides may be
inclined to suspect or believe the worst. It can be easy for the parties to decide that early settlement
discussions will be pointless.

Some courts respond to these concerns by stepping aside, directing the parties simply to go
ahead with full discovery, on the assumption that when the parties decide they have acquired the
information they need to evaluate the case, they will initiate settlement talks themselves. Other
courts find it productive, resources permitting, to require the parties to engage in an early settle-
ment conference with a magistrate judge at which they explore together, sometimes with party
representatives and not simply lawyers, what information they anticipate being most valuable in
assessing the case and sequence discovery to obtain that information at an early stage. Following
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this approach can lead to an efficient path to earlier informed case evaluation, especially where an
early claim focuses on evidence that identifiable documents or computer files have been retained
by a defendant but there is uncertainty about whether the files have been used or shared. It can also,
however, run the risk that the parties will delay in “doling out” evidence that may undermine either
side’s position. For that reason, many courts direct that the principal litigation deadlines will not be
suspended during early settlement exploration. Still other courts have observed that the parties can
engage in productive settlement discussions once the trade secrets at issue have been identified with
greater particularity than was the case in the complaint and suggest or direct settlement talks at that
stage or upon completion of a motion for expedited relief. There is no universally “right” approach
and the appropriate course for a particular case may alter as the case unfolds.

The Case Management Checklist can help parties begin the process, separately and together,
of prioritizing information or relief (such as quarantining or remediating particular information)
they need to resolve the dispute and consider whether third party assistance could be useful. It also
asks parties to consider what kind of settlement vehicle may be most appropriate, such as a
settlement conference before a magistrate judge, private mediation, or some other approach.

Where each party has its own trade secrets to protect and the parties are prepared to explore
settlement, some parties have found it useful rather than pursuing full bore discovery directly,
which will necessarily further expose the trade secrets to attorneys or party representatives who
may not previously have known them in detail, to engage a trusted third party having requisite
technical expertise and familiarity with the industry to assist. The third-party expert can investigate
and report back to the parties a conclusion on whether trade secrets in fact appear to be at risk or
whether suspicions in fact appear to be unfounded. This conclusion can be rendered without fully
disclosing either side’s information to the other.

Negotiating a “black box” fact finding and evaluation protocol requires the parties to have trust
in the expert’s qualifications and integrity. It also requires agreement on what information is to be
assessed and how, discussion of what “clues” should be treated as probative, and often agreement
on the implications of a “clean report” or “bad report” for future litigation. The precise structure
of any approach will need to be tailored to the dispute, information, and parties, and will be
possible or appropriate in most instances. The exercise of selecting the third-party expert and
designing such a protocol may help the parties narrow their litigation focus and claims; the
information provided by the black box evaluator may help the parties resolve significant portions
of the overall dispute. Typically, parties wishing to pursue such an approach design it themselves,
although the assistance of a magistrate judge or third-party facilitator can be helpful in some cases.
The parties should bear in mind that if settlement is not reached, the neutral expert will not be
available to act for either party without consent. See Calendar Rsch. LLC v. StubHub, Inc., 2017
WL 10378337 (C.D. Cal. Sept. 22, 2017).

If the case does not settle at an early stage, there may be both impediments and reasons to
considering settlement as the case unfolds, whether with the assistance of a third party or
otherwise. Where the plaintiff seeks early injunctive relief, expenses can be heavily front-loaded,
potentially making settlement more difficult as parties become focused on their substantial “sunk
costs.” Going through a preliminary injunction hearing will likely, however, give both parties of a
better view of whether and how to continue to pursue the dispute through trial.

The trade secret litigation process itself can pose the risk to both sides that each party’s valuable

trade secrets will be exposed in litigation to the very competitors, or their proxies, who can most
benefit from the knowledge and who are best able to exploit it. Public hearings, particular in high
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profile cases, will necessarily educate interested members of the public on development activity
both sides claim as their own trade secrets even when the full details are kept secret. These factors
may lead the parties to consider resolution more seriously as time goes on.

As is true in patent and other complex cases, the settlement dynamic in trade secret cases can
tend to fall into predictable patterns. The following chart summarizes some of the recurring
patterns that can be associated with many of the most common types of trade secret disputes and
provides some insights into how and when settlement can be most effectively fostered. Where the
case also includes patent claims, guidance from the Patent Case Management Judicial Guide (3d
ed. 2016) (Table 2.10) may also be useful.

In some cases, the trade secret owner may be contemplating approaching prosecutors to
explore whether the known acts would support the filing of a criminal claim; in such cases, lawyers
should fully inform themselves of the applicable ethical rules concerning communications
regarding any criminal implications of defendant’s conduct. The existence of an ongoing criminal
prosecution will likely have an impact on private settlement communications; the private litigants
will not, however, be able to reach a settlement that binds the government.

Table 3.1 Settlement Considerations

Case Settlement Issues
Category

Personal animus, on either or both sides; disparate bargaining power; and
potentially limited agency to resolve the dispute. The employee will likely
need to be instructed by or coordinate with the new employer as to what
resolution is acceptable before settlement can be finalized, even when the new
employer is not a party. Business executives from both organizations will
likely need to be involved in any discussion that involves restructuring the

llgfnrgi(e);er Vs, gmployee’s activities. If the employee has gngaged in misappropriation before
Employee joining a new employer, such as by obtaining or downloading documents for
use in a new position, settlement discussions can address whether information
flowed to the new employer and how “remediation” of information can be
accomplished, and at whose expense. Cooperation of the new employer will
generally be necessary to investigate and finalize any remediation. The
individual employee may have related compensation or wrongful discharge
claims to be addressed to finalize resolution.
The two organizations should share the common goal of preventing
misappropriation. They may differ on whether particular information is a trade
Former secret anq if so, how .best to protect it and prevent misa}ppropriation. Both
Employer vs. parties will llkely be highly concerned about revea!lng their own tradg se.crets
Employee and to the other §1de. Thq case may become “symbolic” for both organizations,
New Employer particularly if there is a history of movement of employees between the

organizations, which is a subject the facilitator may want to explore even if
the parties do not raise it The parties are likely better able to fashion
appropriate contours of any job or activity restructuring than a court may be
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Case
Category

Settlement Issues

if business executives are involved and amenable to reasonable compromises
agreeable to the employee. Costs of “remediating” any misappropriation or of
investigating misappropriation will likely become a subject for discussion
along with scope and timing of job duties.

Potential antitrust considerations may arise if negotiated restrictions go
beyond what is necessary to protect trade secrets.

If the hiring organization believes that the employee has violated its
instructions or has misappropriated trade secrets, there may be a conflict
between the defendants. The facilitator will want to ensure that the defendants
are aware of any potential conflict and that where appropriate the defendants
have separate legal representation.

The employee may have separate claims, such as for compensation allegedly
owed by the prior employer, which do not involve the new employer and
which may impede overall progress toward resolution.

Competitor vs.
Competitor—
Core
Technology or
Information

These disputes can be particularly difficult to settle early on absent access to
critical information or reasons outside the lawsuit for strategic cooperation
(such as the fact that some organizations compete in one space but other parts
of the organizations engage in collaborative relationships or one organization
may purchase certain products from the other organization).

After some initial information sharing, evaluative “black box™ investigation
by a mutually trusted or other neutral third-party expert can be useful in some
disputes in providing necessary technical expertise and insight without full
disclosure of trade secrets to the opposing party. This approach generally
requires a reasonable working relationship that may not be possible, at least
initially, between skeptical competitors. Some industries, such as quantitative
trading and software development, as well as industries in which there is
general agreement on who the leading experts are, may be more amenable to
this approach.

Once information has been shared relating to liability, both sides will likely
want to focus with their own technical and economic experts on the economic
impact of the alleged misappropriation (e.g., lost sales, head start, market
advantages, avoided r&d costs) and requested remedies (such as the economic
impact of any injunctive relief and the feasibility and projected expense of
early design- arounds) before engaging in significant negotiations. In large
disputes, some organizations will work with consulting experts in evaluating
settlement who will not testify at trial; where this is not feasible parties need
to reach agreement that the expert’s work for settlement and participation in
joint settlement discussions will not be the subject of discovery or comment
at trial if the case does not settle.

Meaningful mediation will likely require participation from senior officers of
the parties. The operative protective order may need to be modified to give
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Case
Category

Settlement Issues

decisionmakers direct access to particular technical or economic information
for the purpose of advising on potential resolution.

Transactional solutions—one company acquires the other or technology from
the other or a particular division is spun off—or overall cross-licensing
arrangements may be viable in some cases and will generally require
involvement from legal and business teams that are not involved in the
litigation.

Competitor vs.
Competitor—
Noncore
Technology or
Information

These disputes may be more likely to settle through mediation, potentially
early in the litigation since the information at issue may be of limited or only
relatively short-term value. Design-arounds may be particularly feasible. Non-
economic remedies such as forensic investigation and return of specific
documents may be particularly useful; parties will want to consider allocation
of costs attendant to such solutions.

Trade secret
owner vs.
supplier or
vendor

Particularly if the trade secret owner wishes or needs to continue a relationship
with the supplier or vendor (or vice versa), both parties may have a business
incentive to resolve the matter. Direct communication with the supplier or
vendor and involvement by the personnel at both organizations who already
have business connections will typically be essential. In some cases, the trade
secret owner will be focused on recovering money from the supplier or
vendor; in others, where the trade secret owner contends that the supplier or
vendor is improperly disclosing a trade secret to assist a competitor, the trade
secret owner’s focus may be on stopping the flow of information to a
competitor and ensuring that the supplier or vendor cooperates fully in
providing the trade secret owner with admissible evidence concerning acts by
the competitor.
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Appendix 3.1: Trade Secret Case Management Checklist

This Checklist, whether or not part of the Court’s standard procedures, can be useful to
parties embarking on a trade secret litigation in planning the initial conference with the court
and the course of the dispute and in identifying at an early stage issues that may require
special management.

Absent exceptional circumstances requiring early court intervention, the Court will notify the
parties of an Initial Case Management Conference. Any request for earlier court intervention shall
be filed with the Court and served on the other side with an explanation of the reasons for the
request unless the movant is proceeding ex parte under the Defend Trade Secrets Act’s ex parte
seizure provision, 18 U.S.C. § 1836(b)(2), et seq. or Fed. R. Civ. P. 65(b)(1)—(3), in which case
movant must strictly comply with the requirements of the applicable statute.

At least  business days prior to the scheduled Initial Case Management Conference, the
parties should discuss the questions on this Checklist with each other, in person or via
videoconference (with cameras on) and should use the information developed and shared in this
discussion in preparing the proposed separate Case Management Order. The purpose of this
Checklist is to guide the parties in thinking through core management issues likely to be presented
by this case so that they can properly inform the Court in arriving at an overall Case Management
Plan and Scheduling Order. The points discussed in this Case Management Checklist are discussed
in detail in throughout the Federal Judicial Conference Case Management Guide.

Atleast  business days prior to the Initial Case Management Conference, the parties shall
jointly serve and file with the Court via ECF a copy of this completed Checklist and the Proposed
Case Management Plan and Scheduling Order, which is separately attached. If the parties cannot
agree on any item after meeting and conferring, they shall succinctly present an addendum setting
forth their position on the disputed items, issue by issue. In addition to the matters set forth in
Federal Rule of Civil Procedure 16, counsel for all parties should be prepared at the Initial Case
Management Conference to describe the case including the claims and anticipated defenses, any
contemplated motions, and the prospect for settlement as well as the other matters set forth in this
Trade Secret Case Management Checklist. The Court further encourages parties to discuss any
contemplated motions with one another prior to the Initial Case Management Conference.

1. Plaintiff on the trade secret claim should be prepared to describe each claim asserted by
reference to the complaint and identify the party or parties against whom each claim is
asserted:

a. Claim under the Defend Trade Secrets Act, 18 U.S.C. § 1836, ef seq. []

b. Claim under state laws concerning trade secrets. []
Specity which state(s)

c. Contract claim(s) [] (describe)

d. Patent claim(s) [] (specify patent number(s) )

e. Other statutory claims ] (specify)

f. Other claims [ (specify)
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If an answer has not yet been filed, counsel for defendant should be prepared to discuss
likely defenses and any anticipated counterclaims. If an answer and any counterclaims have
been filed, counsel for defendant should prepare an addendum discussing the same issues
set forth in this Paragraph 1. If the counterclaims include claims for misappropriation of
trade secrets, the counterclaim plaintiff should file an addendum on a schedule directed by
the Court to ensure that the issues pertaining to trade secret claims are properly managed.

2. What is the basis for jurisdiction of this Court over each defendant for each claim
asserted?

3. Is there an objection to this Court’s jurisdiction or venue over the dispute?

Yes | Noll
If yes, explain

4. Does a contract between the parties or their privies apply to this dispute?

Yes[ | Noll
If so, does the contract contain an arbitration provision? Yes ] NolJ

If there is an applicable contract between the parties, does the contract contain a choice of
law or choice of forum provision?

Yes [ | Nol]
If so, what law or forum is specified to apply and does it apply to all of the claims?

5. Does any employee or independent contractor who is a defendant on a trade secret claim
assert whistleblower immunity under 18 U.S.C. § 1833(b)(1) or (2)?

Yes| | Nol|

If so, the parties should be prepared to address this assertion and its consequences at
the initial conference.

6. Are other lawsuits or legal proceedings, including other federal proceedings, state
proceedings, proceedings before the International Trade Commission, criminal
proceedings, or foreign proceedings ongoing or contemplated relating to the subject matter
of this dispute?

If so, state the name, jurisdiction, current status, parties and a brief summary of the
nature of the other proceeding(s) including any dispositive rulings
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Will a stay, motion to consolidate or motion to transfer automatically apply to or be

requested of this or any related proceeding? Yes L] Noll

Are there any restrictions on the use of discovery from any related proceedings in this

action? Yes L] No [| The parties should be prepared to discuss.

Can discovery in this action be coordinated with discovery in any related proceedings?
Yes[] No ]

7. Is there any need for a specific order directing preservation of evidence in this dispute?
Yes ] No ]

Counsel for the parties are reminded to carefully review the parties’ obligations to
preserve evidence even without a specific request by the opposing party. Any request for
an additional preservation order must be supported by a sworn affidavit detailing the
reasons for such request.

8. The parties should discuss how and when the plaintiff on any trade secret claim (including
counterclaims) will identify the trade secrets at issue.

Potential tools may include:

e Ordering the trade secrets at issue to be disclosed as part of the initial disclosures
or in a separate document served on the alleged misappropriator

e Directing the trade secret plaintiff to respond by an early date to be set by the Court
to an interrogatory asking for identification of the trade secret(s) asserted to be at
issue

e Other approaches that may be pertinent to the specific dispute.

Generally the Court does not find it efficient to address the identification issue through
the vehicle of a motion to dismiss a complaint for failure to identify the trade secrets at
issue with specificity since the frequent response to such a motion is that further
information identifying the trade secret will be produced in response to other procedural
tools such as those discussed in this item 8. However, in the event that defendant on a trade
secret claim contends that the most appropriate vehicle for addressing the identification
issue is through a motion to dismiss, counsel should be prepared to discuss the reasons at
a conference before filing any such motion.

The parties should be prepared to discuss with each other and the Court how the process
of identifying the trade secrets at issue will relate to the sequence of discovery, taking into
account local practices and decisional law and any substantive requirements imposed in
connection with any specific claims. See, e.g., Mass. G.L. 42(d) , providing that “Before
commencing discovery relating to an alleged trade secret, the party alleging
misappropriation shall identify the trade secret with sufficient particularity under the
circumstances of the case to allow the Court to determine the appropriate parameters of
discovery and to enable reasonably other parties to prepare their defense”; Cal. Civ. C.C.P.
2019.210, providing that “in any action alleging the misappropriation of a trade secret
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under the Uniform Trade Secrets Act (Title 5 (commencing with Section 3426) of Part 1
of Division 4 of the Civil Code), before commencing discovery relating to the trade secret,
the party alleging the misappropriation shall identify the trade secret with reasonable
particularity subject to any orders that may be appropriate under Section 3426.5 of the Civil
Code.”

9. Do the parties contemplate making or have either of the parties made a request for
temporary or preliminary injunctive relief? Yes [] No []

If yes, the parties should be prepared to discuss the request or anticipated request and
responses with each other as well as proposed timing.

10. Do the parties anticipate a need for expedited discovery in connection with a request for
temporary or preliminary injunctive relief? Yes [] No []

If so, the parties are reminded that expedited discovery is not available as a matter of
right and if granted is not designed to compress full case discovery into an abbreviated
period of time. Any party seeking expedited discovery should be prepared to discuss at an
early court conference the tailored discovery it will request on an expedited basis and the
reasons for the request.

11. Do the parties anticipate a need to conduct discovery against entities or persons located
outside the United States? Yes [1 No [

If so, the parties should be prepared to discuss what evidence may be at issue and how
do they propose to secure such evidence? Do the parties themselves control evidence that
is located outside the United States?

The parties are cautioned that discovery against non-U.S. residents may take additional
time and require compliance with treaties and legal requirements imposed by other countries.
Counsel is instructed to investigate these procedural requirements promptly. Such measures
should not be delayed until the eve of trial or any dispositive motion if the need for foreign
discovery is reasonably foreseeable at an earlier date. Inexcusable delay in commencing any
foreign discovery process will not be a basis for delaying other dates established by this Order.

12. Orders to allow forensic examination.

Forensic investigation has become a common feature of much trade secret litigation.
Absent compelling circumstances justifying ex parte relief, a party moving for an order to
conduct a forensic inspection of electronic devices and storage media (including cloud storage)
must first meet and confer with the other party’s counsel to discuss the scope of any such
investigation; procedures for segregating, preserving and protecting confidential information
of the responding party; procedures for filtering and segregating personal or irrelevant data;
and the mitigation of harm, expense and inconvenience to the other party. The parties are
directed to confer in good faith on these issues.
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13.

14.

15.

16.

17.

Have the parties agreed to an early forensic protocol? Yes [1 No [
Is Court intervention required in directing a forensic protocol? Yes [ No []

If the parties are unable to agree or if the dispute poses special issues, the parties should be
prepared to discuss their proposals for handling any forensic examination with the Court.

Protective order for confidential information.

The parties should discuss with each other whether deviation from the Court’s standard
protective order for use in complex or technology cases is appropriate in this case.

Do the parties request deviations from the Court’s standard protective order for
complex cases? Yes [] No [

If so, they should discuss with each other and be prepared to provide any proposed
deviations in writing and to discuss them with the Court.

Do the parties request deviations from the Court’s standard protocols for filing
documents or evidence under seal? Yes [| No [

If so, they should be prepared to provide any proposed deviations consistent with the
DTSA in writing and to discuss them with the Court.

Narrowing the Case; Sequencing of Discovery.

The Court will be highly receptive to reasonable proposals to sequence discovery in a
manner calculated to give the parties information at an early stage that may enable them to
resolve their dispute efficiently. Parties should discuss with each other what discovery
sequence may be most likely to resolve core issues.

Have the parties engaged in settlement discussions? Yes [| No []

Will the early production of specific information be likely to facilitate early resolution or
settlement or narrowing the issues? Yes [] No [

If yes, what information?

Does either party believe that the assistance of a Magistrate Judge or private third party
neutral or expert would be useful in considering settlement?
Yes ] No ]
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18. The parties shall have an initial good faith conference to discuss prospects for settlement
no later than

19. Have any of the parties filed, or do any of the parties anticipate filing, a motion before the
Rule 16 Conference. Yes [] No [

If yes, identify each such motion?

A party wishing to make a motion for temporary restraining order or preliminary
injunction shall, absent exceptional circumstances as provided in Federal Rule of Civil
Procedure 65(b)(1), move only on notice to all parties. Counsel shall contact Chambers to
discuss the motion.
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Appendix 3.2: Trade Secret Case Management Plan and Scheduling Order

Applicability

Trade secret disputes frequently present unique needs that can benefit from early and close
management by the parties and the Court. It is the intention of the Court that foreseeable
issues between the parties that are likely to affect the progress and timely resolution of this
dispute be identified and managed early in the case. The Court will schedule an Initial Case
Management Conference. No later than  days before that conference, the parties to a
dispute containing trade secret claims should review, discuss in detail with each other, in
person or via video conference (with cameras on) and be prepared to discuss with the Court
the answers to the questions raised in the accompanying Trade Secret Case Management
Checklist as well as any special considerations pertaining to their case. No later than _ days
before the Initial Case Management Conference, the parties should serve their responses to
the Checklist and proposed Case Management Plan and Scheduling Order, using the
attached form.
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CASE CAPTION

This Case Management Plan and Scheduling Order will govern all suits in which either
or both parties assert a claim (including counterclaims) for misappropriation of trade
secrets.

If a trade secret claim is added by any party after the Initial Case Management
Conference, the party adding the trade secret claim shall (1) promptly notify the Court and
contact the other parties to discuss and complete the Trade Secret Checklist and (2) and
within _ business days file with the Court, a joint submission advising the Court of any
request to hold a further conference to discuss whether any proposed amendments to any
Case Management Plan in effect is necessary.

This Case Management Plan and Scheduling Order does not supersede any other
subject matter specific requirements that this Court may follow with respect to other claims
(e.g., patent claims, RICO claims, or other Federal statutory claims) but shall be integrated
as appropriate with such other requirements. It may be modified as specified in other
applicable Court rules.

1. List all parties known or contemplated to be added as parties and their principal place of

business
Plaintift(s)

Defendant(s)

If any party is an LLC and jurisdiction for any claim as to that party is predicated on
diversity jurisdiction, 28 U.S.C. § 1332, specify the citizenship of each member of the LLC
or each partner or limited partner of a partnership if known or, for defendants, state whether
any member, partner or limited partner is of the same citizenship as plaintiff:

2. Does any employee or independent contractor who is a defendant on a trade secret claim
assert an immunity under 18 U.S.C. § 1833(b)(1) or (2)?

Yes[ | Nol]
If so, the parties should be prepared to discuss early resolution of an assertion of
immunity.
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e

8.
9.

10. Any motion for summary judgment must be filed no later than

Consistent with local rules, initial disclosures pursuant to Rule 26(a)(1) of the Federal
Rules of Civil Procedure shall be completed no later than
[Absent exceptional circumstances, a date not more than fourteen (14) days following the
Initial Case Management Conference.|

Initial disclosures shall  shall not  include an initial identification by the plaintiff
on a trade secret claim of trade secrets alleged to be at issue in the case.

NOTE: In some jurisdictions the Rule 26(f) conference and the requirements of Rule
26(a)(1) operate on a different schedule. The parties should consider whether a deviation
from the general schedule is appropriate.

Initial trade secret identification shall be made no later than
All fact discovery is to be completed no later than

The following interim deadlines may be extended by stipulation of the parties without
application to the Court, provided that the parties meet the deadline for completing fact
discovery set forth in paragraph 5:
a) Initial requests for production of documents shall be served by
b) Trade secrets which plaintiff on any trade secret claim asserts are at issue shall be
identified to the opposing party by
c) The first set of fact interrogatories shall be served by .
d) Contention interrogatories may be served no earlier than days before
completion of fact discovery
e) Depositions shall be completed by
f) Special considerations (e.g., sequencing, foreign discovery, need for translatlon)

All expert discovery, including disclosures, reports, production of underlying documents
and depositions shall be completed by [Absent exceptional
circumstances, a date forty-five (45) days from the completion of fact discovery unless a
separate schedule has been ordered with respect to any motion for temporary or
preliminary injunctive relief.]

All discovery shall be completed no later than

Any Daubert motions must be filed no later than

11. This caseis____ isnot__to be tried to a jury.

Is there an applicable jury trial waiver? Yes ] Noll

If the case is to be tried to a jury, are any claims to be tried to the Court?
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12. Counsel for the parties propose the following alternative dispute resolution mechanism for
this case:

a) Referral to a Magistrate Judge for settlement discussions
b) Retention of a private mediator
c) Other

13. Do the parties believe that the case is ripe for alternative dispute resolution?
Yes ] No ]

14. Do the parties believe that the early exchange of specific information will be likely to
resolve key issues or position the case for alternative dispute resolution?
Yes[] No [l

If so, please be prepared to discuss at the Initial Case Management Conference

The use of any alternative dispute resolution mechanism does not stay or modify any
date in this Order except upon Order of the Court.

15. Other issues to be addressed at the Initial Case Management Conference, including those
set forth in Federal rule of Civil Procedure 26(f) (3), are set forth below.
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4.1 Introduction

Trade secrets are, by definition, secret—a fact that sets them apart from other subjects of
intellectual property litigation. In patent, copyright, and trademark cases, the property has already
been defined and registered with a regulatory body, so the plaintiff can easily identify in pleadings
and other public court documents what has allegedly been infringed. Not with trade secrets.
Because they are secret, they cannot be identified in public filings without destroying the very
subject matter of the plaintiff’s legal claim—and yet defendants still need to know what the secrets
are that they’ve allegedly misappropriated; and the court needs to know what the case is all about
to be able manage and decide it. That quandary is the basis for this chapter, which surveys the
rules for identifying trade secrets in litigation.

The burden is on the party alleging misappropriation to identify the trade secrets that it alleges
have been misappropriated. While this identification requirement is ubiquitous, the rules for doing
so are not. At the federal level, neither the criminal statute (Economic Espionage Act) nor the civil
statute (Defend Trade Secrets Act) explicitly addresses identification. At the state level, only
California and Massachusetts have statutes that define certain, but not all, aspects of identification.
All other state statutes are silent on this issue, leaving it to the courts to set out the rules in case law.
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Identification of trade secrets poses special challenges in litigation because what a plaintiff
alleges as its trade secrets is typically not the entirety of the plaintiff’s technology and business
information. All businesses employ a mix of secret and non-secret information, with different types
of information covered by one or more types of protection (e.g., patent, copyright, and trade
secret). Especially in technology cases, a body of engineering work (whether for a product or in
research) may contain trade secrets, public information, information licensed to the defendant,
patentable subject matter, and copyrighted expression all at the same time.

To make matters more complicated, most companies don’t maintain a record that lists all their
trade secrets. The reasons for not doing so may be both logistical and strategic. As a result, it is
common for many trade secrets not to be expressly identified in writing until the commencement
of a litigation in which they’re first alleged.

While the issue of identification is not easy, it is necessary. “Plaintiff’s failure to meet its duty
to identify what it claims is a trade secret that was misappropriated precludes Defendant and the
Court from evaluating whether a ‘trade secret’ exists and, if so, whether it was misappropriated.”
Purchasing Power, LLC v. Bluestem Brands, Inc., 22 F. Supp. 3d 1305, 1314 (N.D. Ga. 2014),
Jjudgment vacated on other grounds, No. 14-12502 (11th Cir. Feb. 2, 2015).

Identification of the alleged trade secrets, especially early in the litigation, is important for
several reasons. It reduces the risk that the alleged trade secrets become a moving target, leading
to inefficiencies for the parties and for the court. It helps to define the contours of discovery and
preservation obligations, leading to a more streamlined process and enabling the court to issue
appropriate discovery orders. It allows the court to focus on the relevant issues early on, facilitating
more effective judicial oversight of the litigation. And it enables courts to fashion the equitable
remedies, where appropriate, that are tied to the contours of the information claimed to be at issue.
Courts have articulated these and other reasons.! See DeRubeis v. Witten Techs., Inc., 244 F.R.D.
676, 680-81 (N.D. Ga. 2007); Comput. Econ., Inc. v. Gartner Grp., Inc., 50 F. Supp. 2d 980, 985
(S.D. Cal. 1999).

At the same time, the need for identification should not be weaponized or otherwise used to
deny justice to the trade secret plaintiff. It is thus important to balance identification with a
plaintiff’s broad right to discovery under Fed. R. Civ. P. 26. Nor should identification be dispro-
portionately burdensome and strict when compared with the efficiencies and other benefits it
provides. This burden can be particularly taxing on plaintiffs that may have a large number of trade
secrets and no way of determining without discovery which of these trade secrets the defendant is
using. See DeRubeis, 244 F.R.D. at 680.

The recognition that identification is necessary raises a host of other questions. When must
identification take place? What format is required? Are identifications static, or can they change
throughout litigation and, if so, under what conditions? How do courts evaluate the sufficiency of
the identification? This chapter discusses these and other questions inherent in trade secret
identification.

As a final introductory note, while trade secrets are often identified in other contexts—when
companies ask employees to enter into confidentiality agreements, when parties jointly develop
technology, and when parties license or sell trade secrets, and countless others—this chapter

1. Some courts have hypothesized that a requirement for identification prevents the risks that a plaintiff would use a
trade secret case as a fishing expedition to discover a competitor’s unrelated sensitive information. But this hypothetical
risk rarely arises and is better addressed through other tools, such as protective orders and discovery rulings.
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focuses on “identification” of trade secrets as part of federal trade secret misappropriation
litigation.?

4.2 Identification Is a Procedural Rule, Not a Merits Decision or a Substitute for
Discovery

Before getting to the logistics, a word of caution—identification is solely a procedural tool to
help manage trade secret cases. It is not an adjudication of the merits. Courts consistently hold that
the identification requirement “does not create a procedural device to litigate the ultimate merits
of the case—that is, to determine as a matter of law on the basis of evidence presented whether the
trade secret actually exists.” Uni-Systems, LLC v. U.S. Tennis Ass’n, 2017 WL 4081904, at *4
(E.D.N.Y. Sept. 13, 2017). Any ruling on the sufficiency of a trade secret identification is thus not
a determination of whether the information is a valid trade secret or has been misappropriated.
When courts address whether an alleged trade secret has been sufficiently identified—a standard
discussed in § 4.5—they should limit their conclusion to that procedure and avoid any implication
about whether the information qualifies as a trade secret. See Prolifig Software Inc. v. Veeva Sys.
Inc., 2014 WL 2527148, at *3 & n.4 (N.D. Cal. June 4, 2014).

Nor is identification a replacement for the parties’ right to engage in discovery about the
identified information. An identification merely lists the alleged trade secrets the parties will
litigate. It does not, for example, say anything about whether the trade secret is actually secret,
whether it possesses independent economic value, whether it was subject to reasonable measures
to protect its secrecy, whether it has been misappropriated, or any of the many other topics that are
the subject of proper discovery in trade secret cases. See Yoe v. Crescent Sock Co., 2017 WL
11479991, at *3 (E.D. Tenn. May 25, 2017).

4.3 Timing of Identification

Identification of trade secrets must take place early in trade secret litigation, but not in the
complaint itself. The decision on timing depends on the needs of the case, as discussed in § 4.3.2.

The timing of the identification also implicates discovery. As detailed in § 4.3.3, there is a split
of authority on whether discovery should be stayed until the court has ruled that the plaintiff’s
identification is sufficient. The better view is that all discovery should not be automatically stayed,
though the court should entertain discussion at a Rule 16 or similar conference or motion practice
on the question of the extent to which trade secrets must be identified before full discovery shall
proceed.

4.3.1 Trade Secrets Should Not Be Identified in Detail in the Pleadings

Plaintiffs alleging trade secret misappropriation are not, and should not be, required to identify
their alleged trade secrets in a public filing such as a complaint. To do so would destroy the trade
secret itself. “Courts are in general agreement that trade secrets need not be disclosed in detail in
a complaint alleging misappropriation for the simple reason that such a requirement would result
in public disclosure of the purported trade secrets.” Leucadia, Inc. v. Applied Extrusion Techs.,

2. Of course, when plaintiff and defendant in a trade secret case have entered into agreements authorizing access
or use of information, how trade secrets are defined in the governing document will be highly relevant to plaintiff’s
definition of trade secrets in litigation.
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Inc., 755 F. Supp. 635, 636 (D. Del. 1991). As a result, trade secret lawsuits begin without an
identification of the very property in dispute—unless the plaintiff attempts to file its complaint
under seal, or identifies the alleged trade secrets in a separate document available to opposing
counsel pursuant to a protective order or confidentiality agreement.

While plaintiffs are not required to identify their trade secrets in complaints, they still must
satisfy the federal notice-pleading standard in Fed. R. Civ. P. 8(a), as well as the rules set forth in
Bell Atl. Corp. v. Twombly, 550 U.S. 544 (2007), and Ashcroft v. Igbal, 556 U.S. 662 (2009).
Courts in trade secret cases have therefore held that the plaintiff must allege something more than
that the defendant has misappropriated “trade secrets” or simply enumerating “general categories of
information.” Elsevier Inc. v. Doctor Evidence, LLC, 2018 WL 557906 (S.D.N.Y. Jan. 23, 2018).

While something more than alleging “trade secrets” is required, courts generally rule that trade
secret misappropriation claims are not subject to a heightened pleading standard. See Magnesita
Refractories Co. v. Tianjin New Century Refractories Co., 2019 WL 1003623, at *9 (M.D. Pa.
Feb. 28, 2019) (citing cases from throughout the country); AptarGroup v. Chamulak, 2019 WL
2425175 (N.D. I1l. June 10, 2019); Cedars Sinai Med. Ctr. v. Quest Diagnostic Inc., 2018 WL
2558388, at *4 (C.D. Cal. Feb. 27, 2018).

Courts are split on how much more is necessary to satisfy applicable pleading standards. See
Kelly Servs. v. Eidnes, 530 F. Supp. 2d 940, 948 (E.D. Mich. 2008); OROS, Inc. v. Dajani, 2019
WL 2361047, at *3 (E.D. Va. June 4, 2019). The majority rule is that complaints need only allege
the trade secret in general terms or in general contours. See AptarGroup, Inc. v. Chamulak, 2019
WL 2425175, at *5 (N.D. IlL. June 10, 2019); Wells Lamont Indus. Grp. LLC v. Richard Mendoza
& Radians, Inc.,2017 WL 3235682, at *3 (N.D. I1l. July 31, 2017); Luvata Electrofin, Inc. v. Metal
Processing Int’l, L.P., 2012 WL 3961226, at *11 (W.D. Ky. Sept. 10, 2012); Poynt Corp. v.
Innowi, Inc., 2019 WL 935499, at *3 (N.D. Cal. Feb. 26, 2019); Pauwels v. Deloitte LLP, 2020
WL 818742, at *4 (S.D.N.Y. Feb. 19, 2020). Other courts have required more, such as additional
details about the types of information or categories of information allegedly misappropriated. See
Plastronics Socket Partners, Ltd. v. Highrel Inc., 2019 WL 2054362, *3 (D. Ariz. 2019) (granting
motion to dismiss without prejudice where complaint alleged only “vague and broad categories of
information”); Select Energy Servs., Inc. v. Mammoth Energy Servs., Inc., 2019 WL 1434586, at
*5 (W.D. Okla. Mar. 29, 2019); AutoTrakk, LLC v. Auto. Leasing Specialists, Inc., 2017 WL
2936730, at *5 (M.D. Pa. July 10, 2017); Elsevier Inc. v. Doctor Evidence, LLC,2018 WL 557906,
at *6 (S.D.N.Y. Jan. 23, 2018); AlterG, Inc. v. Boost Treadmills LLC, 2019 WL 4221599, at *5
(N.D. Cal. Sept. 5, 2019).

As for the applicable standards, courts hold that when “deciding whether a plaintiff has
sufficiently disclosed its trade secrets is a fact-specific question to be decided on a case-by-case
basis.” Oakwood Lab’ys LLC v. Thanoo, 999 F.3d 892, 906 (3d Cir. 2021) (citations and quotation
marks omitted).

In the end, the best approach is to require a plaintiff to allege its trade secrets in general, non-
confidential terms that fairly identify the specific categories of information alleged to be at issue.
The specific alleged trade secrets should be disclosed as part of the formal identification process.

4.3.2 Trade Secrets Should Be Identified Early in the Case

While trade secrets need not be spelled out in complaints, they should be identified early in the
case—well before any adjudication on the merits. The pre-adjudication requirement is obvious, as a
court cannot decide whether there has been an act of misappropriation if it doesn’t know what trade
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secrets are at issue. Because a court’s decision on the merits usually happens toward the end of a
case, long after any identification, the sequence usually is not an issue. But when a party alleging
trade secret misappropriation is also seeking preliminary relief in the form of a temporary restraining
order or a preliminary injunction, that party should identify its trade secrets so that the court can rule
on whether relief is appropriate. See Mallet & Co. Inc. v. Lacayo, 16 F.4th 364, 381 (3d Cir. 2021)
(“It follows that a district court’s injunction order must first adequately identify the information to
which it accords trade secret status. Otherwise, the injunction order lacks the foundation necessary
for holding a plaintiff likely to prevail on its misappropriation claim.”). In such instances, identi-
fication usually takes place either before a plaintiff moves for relief or as part of its moving papers.
Failing to identify information at issue in the application may not only leave the defendant uncertain
of the claims but also leave the court unable to assess the need for relief or to fashion enforceable
relief. See Digital Mentor, Inc. v. Ovivo USA, LLC, 2018 WL 993944, *4 (W.D. Wash. Feb. 21,
2018).

Even if there is no request for pre-trial relief, the identification should be early. How early
depends on the needs of the case. Absent extenuating circumstances, the identification should
come either before discovery commences (in the form of a standalone document that contains the
identification) or as part of initial discovery (often in the form of a response to an interrogatory
that asks the plaintiff to identify the alleged trade secrets). See United Servs. Auto. Ass’n v. Mitek
Sys., Inc.,289 F.R.D. 244,247 (W.D. Tex. 2013); A&P Tech., Inc. v. Lariviere,2017 WL 6606961,
at *3 (S.D. Ohio Dec. 27, 2017).

Only two states explicitly address the identification issue by statute, California and
Massachusetts, and both require identification before discovery commences:

e (alifornia: “/B]efore commencing discovery relating to the trade secret, the party
alleging the misappropriation shall identify the trade secret with reasonable
particularity.” Cal. Civ. Proc. Code § 2019.210 (emphasis added).

e Massachusetts: “Before commencing discovery relating to an alleged trade secret, the
party alleging misappropriation shall identify the trade secret with sufficient
particularity under the circumstances of the case to allow the Court to determine the
appropriate parameters of discovery and to enable reasonably other parties to prepare
their defense.” Mass. Gen. Laws Ch. 93 § 42D(b) (emphasis added).

Some California district courts have exercised their discretion to require parties to follow state
sequencing rules in identifying trade secrets as a case management tool. See, e.g., Masimo Corp.
v. Apple, Inc., 2020 WL 5223558 (C.D. Cal. June 15, 2020) (collecting cases); Quintara Bio-
sciences, Inc. v. Ruifeng Biztech Inc., No. C-20-04808 (WHA), Response by District Court to
Mandamus Petition (N.D. Cal. May 27, 2021).

As for other states and the DTSA, although there are disparities among courts about the timing
of identification, the predominant pattern and “growing consensus” is for courts to require pre-
discovery (or at least early-in-discovery) identification of trade secrets. See Le Tote, Inc. v. Urban
Outfitters, Inc., 2021 WL 2588958, at * 2 (E.D. Pa. June 24, 2021); Magnesita Refractories Co. v.
Tianjin New Century Refractories Co., 2019 WL 1003623, at *9 (M.D. Pa. Feb. 28, 2019); accord
Select Energy Svcs., Inc. v. Mammoth Energy Svcs., Inc., 2019 WL 1434586 (W.D. Okla. March
29, 2019); Aptargroup, Inc. v. Chamulak, 2019 WL 2425175 (N.D. Ill. June 10, 2019) (citing
cases); StoneEagle Servs., Inc. v. Valentine, 2013 WL 9554563, at *2 (N.D. Tex. June 5, 2013);
Switch Commc’ns Group v. Ballard, 2012 WL 2342929, at *4 (D. Nev. June 19, 2012)
(summarizing national case law). There are, however, decisions that do not require pre-discovery
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identification. See Nike, Inc. v. Enter Play Sports, Inc., 305 F.R.D. 642, 645-46 (D. Or. 2015);
BioD, LLC v. Amnio Tech., LLC, 2014 WL 3864658, at *5 (D. Ariz. Aug. 6, 2014). The better
approach, however, is to require identification before discovery commences or early in discovery.

4.3.3 Whether to Stay Discovery Pending a Sufficient Identification

To say that a plaintiff must identify its trade secrets before or early in discovery raises the
question of what happens if that identification does not comply with the applicable identification
standard—a test, as discussed in § 4.5, that usually turns on “reasonable particularity.”

The answer has far-reaching ramifications. If discovery cannot commence until the
identification is deemed sufficient, certain defendants may be motivated to argue disingenuously
that the identification is insufficient, thereby helping itself to an indefinite de facto stay of
discovery until the court issues an order finding the identification sufficient. In California, for
example, which by statute stays discovery prior to the identification of trade secrets at issue, the
identification process has at times resulted in some years-long discovery delays while the parties
brief and re-brief every conceivable identification issue until the court resolves sufficiency. This
briefing is not only costly for the parties, in both monetary terms and delay, but also burdensome
for the courts, which must pass judgment on the sufficiency of trade secret identifications that are
often detailed, technical, and numbered in the dozens or even hundreds.

On the other hand, if discovery can proceed with only a cursory identification, then some
plaintiffs might be encouraged to identify trade secrets in the most superficial of terms. Unless the
plaintiff provides a sufficient identification, the defendant and the court will not gain the benefits
that identification aims to confer.

The appropriate balance in most cases is for there to be no general stay of discovery while the
parties argue the sufficiency of the identification. The defendant should, however, be permitted
raise the question of the proper scope of identification at the Rule 16 or other conferences or to file
a motion for a protective order if particular circumstances justify a stay, such as instances in which
the plaintiff seeks broad, invasive discovery that is untethered to the allegations made in the
complaint. While there are cases on all sides of this issue, this approach aligns with the case-by-
case analysis most courts have undertaken.

4.4 Format for Trade Secret Identification

The format for identifying trade secrets must be flexible enough to encompass the universe of
trade secrets—from customer lists to source code to formulas to marketing data to the infinite types
of other confidential business information. Courts therefore do not prescribe a single format for
identifying trade secrets. They rarely even discuss the format of the identification, focusing instead
on whether the content is sufficient to permit a thoughtful comparison to information that is
generally known to the relevant public. This section presents a format that works well in most
cases. It also addresses specific issues that arise with particular types of trade secrets, including
combination trade secrets and so-called “negative” trade secrets. Further guidance may be found
in The Sedona Conference Commentary on the Proper Identification of Asserted Trade Secrets in
Misappropriation Cases, 22 Sedona Conf. J. 223 (2021).
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4.4.1 The Identification Must Be Protected by Protective Order or Agreement

The rules for requiring an identification of alleged trade secrets must ensure the confidentiality
of that identification. See 18 U.S.C. § 1835; UTSA § 5. A plaintiff should not be forced to provide
its identifications to the defendant, or to anyone else, until the court enters a protective order, the
parties enter into a sufficient written confidentiality agreement that covers the identification, or the
plaintiff is afforded some other form of protection.

In most trade secret litigation, the court will enter a protective order regarding exchange of
confidential information early in the case, which would apply to a plaintiff’s identification of its
alleged trade secrets. Courts often allow parties wide discretion to tailor the protective order to fit
the particular needs of the case and the types of trade secrets involved. For example, protective
orders will often allow the parties to designate documents, filings, or disclosures with varying
degrees of confidentiality, including tiers of confidentiality that apply greater protection the more
sensitive the information. Sections 3.9 and 6.5 address protective orders.

4.4.2 The Identification Must Be in Writing, Ideally as a Numbered List

A party alleging trade secret misappropriation must identify its trade secrets in writing. It is
not appropriate for a trade secret plaintiff to forgo this requirement by stating, “the defendant knew
what they stole.” Nor can a plaintiff say that it must have access to the defendant’s documents and
information before it can identify what trade secrets were allegedly misappropriated.

In many cases, the best way to identify the alleged trade secret is to provide a numbered list of
the trade secrets, with each number constituting a separate trade secret alleged to have been
misappropriated. Numbering trade secrets serves many purposes. It defines the boundary of a trade
secret and thereby demarcates one trade secret from the next. It helps ensure that trade secrets are
litigated and adjudged separately and not conflated. And it provides an easy signifier (e.g., Trade
Secret No. 16) instead of having to quote the trade secret in full each time it’s discussed.

4.4.3 Reference to Documents

A trade secret should not be identified exclusively by reference to a document or other item
unless the entirety of the information in that document or item is claimed as a trade secret. See
Loop Al Labs Inc. v. Gatti, 195 F. Supp. 3d 1107, 1116 (N.D. Cal. 2016); Dura Glob. Techs., Inc.
v. Magna Donnelly Corp., 2007 WL 4303294, at *4 (E.D. Mich. Dec. 6, 2007). If the plaintiff
references a document or other item as setting forth more than one trade secret, then it should
specify which portion(s) of the document or other item identifies each such trade secret.

At the same time, the plaintiff may choose to add documents or items as references in its
identification. Such references often improve the identification by providing context, showing the
origin of the trade secret, presenting examples of the trade secret in use, and in countless other
ways. But such references do not relieve the plaintiff of its obligation to provide a narrative
identification that meets the reasonable particularity standard. See InteliClear, LLC v. ETC Glob.
Holdings, Inc., 978 F.3d 653, 658 (9th Cir. 2020) (stating that “[i]t is inadequate for plaintiffs to
‘cite and incorporate by reference hundreds of documents that purportedly reference or reflect the
trade secret information’” (citation omitted)).

4.4.4 Identifying Combination Trade Secrets

It is well established that a “trade secret can exist in a combination of characteristics and
components, each of which, by itself, is in the public domain, but the unified process, design and
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operation of which, in unique combination, affords a competitive advantage and is a protectable
secret.” Integrated Cash Mgmt. Servs., Inc. v. Digital Transactions, Inc., 920 F.2d 171, 174 (2d
Cir. 1990); see Syntex Ophthalmics Inc. v. Tsuetaki, 701 F.2d 677, 683 (7th Cir. 1983); Vesta Corp.
v. Amdocs Mgmt. Ltd., 147 F. Supp. 3d 1147, 1155-56 (D. Or. 2015). These types of trade secrets
often create identification issues “because the information by itself is not confidential, thus
determining what about the compilation is protected requires more of an explanation to make clear
the claim and allow the opposing party to conduct meaningful discovery.” Aortech Int’l PLC v.
Maguire, 2016 WL 6459582, at *1 (D. Utah Oct. 31, 2016).

Courts generally agree that the identification must describe how the combination of infor-
mation is uniquely assembled so as to constitute a protectable trade secret. One court has outlined
the necessary steps this way: “specifically describe the particular combinations of components [the
plaintiff] has in mind, the manner in which these components are combined and how they operate
in unique combination.” Struthers Sci. & Int’l Corp. v. Gen. Foods Corp., 51 F.R.D. 149, 153 (D.
Del. 1970). Another court has explained that “[i]n order to meet its burden of describing its alleged
trade secrets with reasonable particularity, [the plaintiff] must specifically describe what particular
combination of components renders each of its designs novel or unique, how the components are
combined, and how they operate in unique combination.” Switch Commc ’'ns Grp. v. Ballard, 2012
WL 2342929, at *5 (D. Nev. June 19, 2012).

Thus, if the plaintiff contends that its trade secret is a combination of information, then it should
identify the entire combination. If the plaintiff contends that its trade secret consists of only one or
several elements of the claimed combination, then it should identify the element(s) or subset(s).

Similar considerations apply to ‘“compilations” of information—that is, aggregations of
information that collectively are claimed to constitute a trade secret. When a compilation trade
secret is claimed, the plaintiff should identify the specific list, files, or data claimed to constitute
the compilation trade secret. See LivePerson, Inc. v. [24]7.ai, Inc., 2018 WL 5849025, at *14 (N.D.
Cal. Oct. 26, 2018) (applying New York law).

4.4.5 Identifying Negative Trade Secrets

A “negative” trade secret is information about what not to do, such as technical experiments
that uncover what does not work or what works less well. Negative trade secrets are valuable
because knowing what does not work can save time and money in pursuit of what does work. As
described by one court, the “defendant might use a negative know-how trade secret by taking its
lesson to avoid developing apparently fruitless technology.” Waymo LLC v. Uber Techs., Inc.,
2018 WL 466510, at *2 (N.D. Cal. Jan. 18, 2018).

Negative trade secrets can be identified several ways. One is to simply identify the trade secret
as the fact that X or Y information did not work. For example, a “positive” trade secret may be a
particular formula that achieves some result; a “negative” trade secret may be the fact that certain
ingredients or proportions, or other experiments did not yield the optimum result. Another way is
to reference documentation about the trade secret plaintiff’s research and development efforts,
following the rules stated above for referencing documents in identifications.

4.4.6 Trade Secret Identifications Should Not Be Conflated with Patent Drafting

Patent claims are drafted in accordance with specific requirements set forth in statutes and case
law. See 35 U.S.C. § 112. Courts should not import those requirements into trade secret litigation
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and require trade secret plaintiffs to identify their trade secrets as though they were patent claims.
The patent system grants a publicly enforceable exclusive right based on a high standard of
disclosure intended to enable the Patent Office to assess the claimed invention’s novelty and non-
obviousness as well as inform skilled artisans how to make and use the invention. Trade secrets,
by contrast, operate as a means to protect information against misappropriation. See § 2.7.1. They
do not confer exclusive protection. Imposing the patent law’s high disclosure requirements upon
trade secret owners would substantially limit trade protection, raise the costs of trade secret
protection, and complicate the litigation process.

4.5 A Two-Part Test for Judging Particularity

There is no easy answer to what constitutes a sufficient identification. As one court observed,
“the case law does not provide clear guidance as to how detailed a plaintiff’s trade secret
disclosures must be.” L-3 Commc 'ns Corp. v. Jaxon Engg & Maint., Inc., 2011 WL 10858409, at
*2 (D. Colo. Oct. 12,2011). Even the two states that require identification by statute do not answer
this question with precision or clear guidance. California requires identification with “reasonable
particularity” and Massachusetts requires “sufficient particularity,” thereby leaving it to the courts
to determine what is reasonable and sufficient.

There is a growing consensus that a sufficient identification is one that achieves two goals: “(a)
put the defendant on notice of the nature of plaintiff’s claims and (b) enable the defendant to
determine the relevancy of any requested discovery concerning its trade secrets.” Givaudan
Fragrances Corp. v. Krivda, 2013 WL 5781183, at *4 (D.N.J. Oct. 25, 2013). The phrase most
often used as shorthand for a sufficient identification is “reasonable particularity.” As another court
similarly notes, “‘[r]easonable particularity’ is a fact specific inquiry that requires, at minimum, a
trade secret plaintiff disclose sufficient information to: (1) put a defendant on notice of the nature
of the plaintiff’s claims and (2) allow the defendant to discern the relevancy of any requested
discovery to its trade secrets.” Arconic Inc. v. Novelis, Inc., 2018 WL 4944373 (W.D. Pa. Mar. 14,
2018) (citing cases); see Structural Pres. Sys., LLC v. Andrews, 2014 WL 12738910, at *2 (D. Md.
Mar. 26, 2014) (same); Babcock Power, Inc. v. Kapsalis, 2015 WL 9244487, at *5 (W.D. Ky. Dec.
17, 2015) (same); DeRubeis v. Witten Techs., Inc., 244 F.R.D. 676, 681 (N.D. Ga. 2007) (same);
Gentex Corp. v. Sutter, 2008 WL 5068825, at *1 (M.D. Pa. Nov. 25, 2008) (same). To be sure,
some courts require more and some require less. But this two-part test is the majority view.

Courts should apply this two-part test with a focus on the specific facts of the case, as some
trade secrets may require more robust identification than others to achieve these two aims. For
example, some trade secrets related to technology in a field rich in patents or printed materials may
require more particularity than some trade secrets related to business information. In all instances,
however, the trade secret plaintiff must identify the specific alleged trade secrets, not merely
general categories. See Knights Armament Co. v. Optical Sys. Tech., Inc., 254 F.R.D. 463, 467
(M.D. Fla. 2008); L-3 Commc’ns Corp. v. Jaxon Eng’g & Maint., Inc.,2011 WL 10858409, at *2
(D. Colo. Oct. 12,2011); Loop Al Labs Inc. v. Gatti, 195 F. Supp. 3d 1107, 1114 (N.D. Cal. 2016).

4.5.1 Reliance on Experts

It is neither common nor advisable to submit expert materials, such as a declaration, with an
identification. The identification is just that—it identifies the alleged trade secrets—and should
therefore stand alone.
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It is, however, common to submit expert declarations if the parties dispute the sufficiency of
the identification and submit that dispute to the court for resolution. This is especially true in cases
involving technically complex trade secrets. Indeed, parties often provide expert declarations to
help the court evaluate the sufficiency of an identification. See Phoenix Techs., Ltd. v. DeviceVM,
Inc., 2010 WL 8590525, at *1 (N.D. Cal. Mar. 17, 2010). This is a sound practice, for experts
qualified in the field are well positioned to opine on the two-part test for identification. In cases
where well-qualified experts are able to ascertain what information is being claimed as a trade
secret, even if they disagree about the merits of whether the claimed information qualifies as a
trade secret, the default rule should be to proceed with discovery. In cases where they are not, the
court can decide between the two.

4.6 Access to the Identification

An identification demands the utmost confidentiality protection. By definition, it contains
alleged trade secrets. Access to an identification should therefore be expressly and narrowly
defined by a protective order or confidentiality agreement. Sections 3.9.2, 6.5.4, 6.5.6, and 6.5.7
address who should get access to the confidential information in a trade secret case, including the
critical question of whether the accused misappropriator should have access to that information.

4.7 Amending an Identification

When a plaintiff wishes to add trade secrets that were not previously identified or to modify or
remove trade secrets that were previously identified, the plaintiff may amend the identification. In
fact, cases commonly have several amendments. Ideally, parties will handle amendments through
a meet-and-confer process instead of requiring court intervention. They should be able to agree on
any amendments and then proceed to litigate the trade secrets in the amended identification.

If the parties are unable to agree, motion practice often follows. Motions come in several forms.
The defendant might move for a protective order against the plaintiff’s amended identification. Or
the defendant might move to compel, arguing that the plaintiff’s earlier identification was
insufficient and should be amended to comply with the identification standard. The plaintiff might
also move for leave to serve an amended identification.

Regardless of the motion’s form, courts usually evaluate it under the good cause standard,
asking whether the trade secret plaintiff has demonstrated good cause to amend the list. See
StoneEagle Servs., Inc. v. Valentine, 2013 WL 9554563, at *5 (N.D. Tex. Jun. 5, 2013); A&P
Tech., Inc. v. Lariviere, 2017 WL 6606961, at *9 (S.D. Ohio Dec. 27, 2017); Powerweb Energy,
Inc. v. Hubble Lighting, Inc.,2012 WL 3113162, at *2 (D. Conn. July 31, 2012); Par Pharm., Inc.
v. QuVa Pharma, Inc.,2019 WL 959700, at *3 (D.N.J. Feb. 27, 2019); Loop Al Labs Inc. v. Gatti,
2015 WL 9269758, at *4 (N.D. Cal., Dec. 21, 2015); Neothermia Corp. v. Rubicor Medical, Inc.,
345 F. Supp. 2d 1042, 1044 (N.D. Cal. 2004).

While there are some similarities between amending a trade secret identification, on the one
hand, and amending a complaint under Fed. R. Civ. P. 15(a) or supplementing discovery under
Fed. R. Civ. P. 26(e), on the other hand, the unique considerations at issue in trade secret
identification counsel against the wholesale use of either Rule 15(a) or Rule 26(e). Instead, when
deciding whether a plaintiff has good cause to amend a trade secret identification, courts often
consider the relevant circumstances, including the following:
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* Was the moving party diligent in discovering the issue and seeking the amendment? If
so, amendment is more likely to be permitted. See AgroFresh Inc. v. Essentiv LLC,
2019 WL 563900, at *3 (D. Del. Feb. 4, 2019).

*  Will the opposing party be unduly prejudiced by amendment? If not, amendment is
more likely to be permitted. See Swarmify, Inc. v. Cloudflare, Inc., 2018 U.S. Dist.
LEXIS 91333, at *7 (N.D. Cal. May 31, 2018); Source Prod. & Equip. Co. v. Schehr,
2019 WL 4752058, at *6 (E.D. La. Sept. 30, 2019).

» Is the proposed amendment based on facts newly learned, such as discovery showing
that the defendant misappropriated trade secrets the plaintiff previously did not have
reason to believe were misappropriated? If so, amendment is more likely to be allowed.
See Morgardshammar, Inc. v. Dynamic Mill Servs. Corp., 2009 WL 10685154, at *3
(W.D.N.C. Nov. 19, 2009); Dura Glob. Techs., Inc. v. Magna Donnelly Corp., 2011
WL 4527576, at *9 (E.D. Mich. Sept. 29, 2011); A&P Tech., Inc. v. Lariviere, 2017
WL 6606961, at *9 (S.D. Ohio Dec. 27, 2017).

* During what stage of the litigation is amendment being sought? Courts are more likely
to allow amendments if they occur at an earlier stage and less likely if they would
require moving the trial date. See Source Prod. & Equip. Co. v. Schehr, 2019 WL
4752058, at *6 (E.D. La. Sept. 30, 2019).

The considerations described above apply primarily to plaintiffs seeking to add or modify trade
secrets. When a plaintiff removes trade secrets from the identification and thus no longer alleges
them in the case, such removals will almost always be permitted. While winnowing is usually
laudable and a natural consequence of the case narrowing as it proceeds to trial, it could in some
instances reflect litigation misconduct designed, for example, to drive up litigation costs. But any
misconduct should be addressed separately, not used as a basis for denying the removal.

As a final, logistical point, when trade secrets are removed, the numbering in the identification
should not change. For example, if Trade Secret Nos. 3 and 6 are no longer alleged from a previous
list of 10, the removal should not change the numbers of the remaining trade secrets, as doing so
may create problems with previous discovery, orders, or other litigation documents that use the
numbering scheme. The better practice is to keep the number in the amended identification but to
insert something like “This trade secret is no longer being asserted” in place of the previously
identified trade secret. For similar reasons, when new trade secrets are added via amendment, they
should be added as consecutive numbers to the last number in the previous identification. For
example, if three trade secrets are added to an existing list of 10, the new trade secrets would be
Nos. 11-13.

4.8 Identification at Summary Judgment and Trial

Chapters 7 and 10 address issues regarding summary judgment and trial, respectively. This
section addresses how those two stages interact with the issue of identification.

As explained in § 4.2, the sufficiency of a trade secret identification does not implicate the
merits. Whether a trade secret is adequately identified is a question that must be resolved, if at all,
early in the case or during discovery so that the parties can know what they are litigating. In some
cases, where the identification is not in dispute, the parties continue litigating without any dispute
regarding identification.
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Conversely, the merits of a trade secret—e.g., whether the information is secret, derives
independent economic value from not being known, was subject to reasonable security measures,
was misappropriated—does not implicate the adequacy of the identification. Once a case reaches
the merits phase, the question is no longer whether the identification is adequate, but whether the
trade secret as identified meets the statutory or common law definitions for a trade secret. That
question should not turn on the traditional identification disputes, such as vagueness, generalized
information, and other issues. For example, if a trade secret identification is in fact generic, then
the defendant should be able to prove that such information is not secret, therefore entitling it to
summary judgment. See Next Payment Sols., Inc. v. CLEAResult Consulting, Inc., 2019 WL
955354, at *23 (N.D. IlIl. Feb. 27, 2019) (granting defendant’s motion for summary judgment on
all but one trade secret because the other identifications were “too broad and generalized” and do
not allow the court or a fact finder to assess whether the information is a trade secret).

While identification issues should be resolved before summary judgment or trial, there are
examples in which courts have addressed the issue of identification at those later stages. See
Givaudan Fragrances Corp. v. Krivda, 639 F. App’x 840, 843 (3d Cir. 2016); IDX Sys. Corp. v.
Epic Sys. Corp., 285 F.3d 581, 583—-84 (7th Cir. 2002); Kuryakyn Holdings, LLC v. Ciro, LLC,
242 F. Supp. 3d 789, 798-800 (W.D. Wis. 2017); Sit-Up Ltd. v. IAC/InterActiveCorp., 2008 WL
463884, at *11 (S.D.N.Y. Feb. 20, 2008). Some of these examples involve situations where the
identification issue could (and perhaps should) have been raised earlier. Others involve situations
where the identification issue comes to the fore throughout discovery.

A final point is that the trade secrets a plaintiff identifies early in the case, and perhaps amends
as the case proceeds, should be the same trade secrets the parties litigate on the merits at summary
judgment or trial. In other words, the plaintiff should not be permitted to change the text of the
alleged trade secrets (except through the amendment process) once the trade secrets get to the stage
of merits resolution. This does not mean that a plaintiff is required to present all of its identified
trade secrets at summary judgment or trial, as alleging only a subset is common when, for example,
only partial summary judgment is sought. The point is that for those trade secrets the plaintiff does
identify, the text of the trade secret should not normally change at this late stage.

4.9 Exceptions to the Identification Requirement

The exigencies of trade secret litigation occasionally demand exceptions to the identification
requirement. The primary exception is when a plaintiff has evidence that a defendant downloaded
or otherwise took documents or information from the plaintiff and seeks an early court order (i.e.,
temporary restraining order or preliminary injunction) requiring only that the defendant preserve
evidence or return what was allegedly taken. A purloined thumb drive, for example, may contain
trade secrets, public information, and personal information of the defendant. In these time-sensitive
instances, it may not be possible or feasible to prepare formal and full identifications of the alleged
trade secrets at issue. It may instead be sufficient to identify the categories of documents or things
or even the specific drive to be preserved or returned.

This exception is narrow and relates to preservation and return orders, not others, such as those
prohibiting disclosure or use of information. In all other cases, a trade secret plaintiff should be
required to provide the identifications described throughout this chapter.

4-12



Chapter 5
Pre-Trial Equitable Relief

5.1 Introduction 3
5.2 Legal Standard: To Prevent Imminent Actual or “Threatened” Misappropriation 3
5.2.1 Imminent Actual Misappropriation 3
5.2.2 “Threatened” Misappropriation 4
5.2.3 General Equitable Principles 4
5.2.3.1 Affirmative and Prohibitory Equitable Relief 6
5.2.3.2 Equitable Relief in Aid of Arbitration 7
5.2.4 Special DTSA Limitations on Injunctive Relief Affecting Employee Mobility 8
5.3 Managing Requests for Early Equitable Relief 8
5.3.1 Pre-Trial DTSA ex parte Seizure Order Requests 9
5.3.1.1 Technical Guidance on Crafting ex parte Seizure Orders 10
5.3.1.2 Facts that Have Been Found to Warrant the Grant of DTSA ex parte Seizure Orders 11
5.3.1.3 Facts that Have Been Found to Warrant Denial of DTSA ex parte Seizure Orders 12
5.3.1.4 Court-Ordered Alternatives to Requested ex parte Seizure Orders 12
5.3.2 Managing Temporary Equitable Relief Requests Absent Notice 13

5.3.3 Managing Early Requests for Record Preservation and Forensic Inspection and Injunctions
Against Document Destruction 13

5.3.4 Managing Other Requests for Temporary Restraining Orders 15
5.4 Managing Preliminary Injunction Requests 15
5.4.1 Expedited Discovery Requests 17
5.4.1.1 Standards for Authorizing Expedited Discovery 17
5.4.1.2 Managing Expedited Discovery 18
5.4.2 Managing the Preliminary Injunction Hearing 19
5.4.3 Consolidating the Preliminary Injunction Hearing with Trial on the Merits 20
5.5 Evidence the Court May Consider on a Pre-Trial Equitable Relief Request 21
5.6 Movant’s Burden 22
5.6.1 Identifying the Alleged Trade Secret at Issue 22
5.6.2 “Fears” Alone Do Not Typically Justify Equitable Relief 23
5.6.3 Reliable Circumstantial Evidence Can Be Probative 23
5.7 Defendant’s Burden 24
5.8 Evaluating Movant’s Showing of Likelihood of Success on the Merits 24
5.8.1 The Nature of the Claimed Trade Secrets 25
5.8.1.1 Information that Is Described Only Broadly 25

5.8.1.2 Information Revealed in a Published Patent Application, Patent, or Other
Public Source 26

5.8.1.3 Specifically Identified Documents or Files 26
5.8.2 The Accused Party’s Prior Wrongdoing and Lack of Credibility 27

5.8.3 The Accused Party’s Refusal to Cooperate in Returning Information or to Provide
Assurances Regarding the Protection of Trade Secrets 28

5.8.4 The Accused Party’s Need for and Ability to Use the Trade Secrets 28

5-1



Trade Secret Case Management Judicial Guide Chapter 5: Pre-Trial Equitable Relief

5.8.5 Unexplained Evidence of Sudden or Impending Breakthroughs by Defendant Relating to
the Trade Secrets 29

5.8.6 The Accused Party’s Timely Attention to Developing and Executing Voluntary Measures to
Reduce the Risk of Misappropriation 30

5.8.7 Unsupported Assertions that Misappropriation of Trade Secrets Is “Inevitable” 30
5.9 Evaluating Movant’s Showing of Irreparable Harm 32

5.9.1 Any Asserted Presumption of Irreparable Harm Must Be Supported by (and Can Be
Rebutted by) Evidence 32

5.9.2 Contractual Presumptions of Irreparable Harm Are Usually Not Dispositive 33
5.9.3 Facts Supporting or Negating a Finding of Irreparable Harm 34

5.9.3.1 Evidence that Accused Party Retains Trade Secrets and Has Not Returned Them
Despite Request 34

5.9.3.2 Evidence of the Difficulty of Reversing the Effects of Any Ongoing Misappropriation 35
5.9.3.3 Evidence of the Difficulty of Quantifying Damages Caused by Misappropriation 35
5.9.4 Impact of Plaintiff’s Delay on Claim of Irreparable Harm 36
5.10 Assessing and Balancing the Comparative Hardships on the Parties 36

5.10.1 Establishing a Fixed Commencement Date or Termination Date for Interim Equitable Relief
or Advancing the Trial Date 37

5.10.2 Ordering Compensation to an Employee Whose Activities Are Enjoined During the Period
of the Injunction 38

5.11 Evaluating the Public Interest 39
5.12 Determining the Proper Scope of Injunctive Relief 39

5.13 Crafting the Injunction Order: Identifying with Particularity the Trade Secrets as to Which
Injunctive Relief Is Granted in a Sealed Attachment 41

5.14 Crafting Findings of Fact and Conclusions of Law to Support Pre-Trial Injunctive Relief 41
5.15 Injunction Bond 42
5.15.1 Need for and Amount of a Bond 42
5.15.2 Factual Findings on the Bond 44
5.15.3 The Impact of Bond Waivers 44
5.15.4 Coordinating Effective Date of the Injunction and Posting of the Bond 44
5.16 Specifying Who Should Receive Notice of the Injunction Order 45
5.17 Stays, Appeals, and Requests to Modify Pre-Trial Injunctive Orders 45
5.17.1 Requests to Stay a Pre-Trial Injunction 45
5.17.2 Appeals 46
5.17.3 Applications to Modify Pre-Trial Equitable Orders 46
5.18 Conducting a Case Management Conference After the Preliminary Injunction Decision 47

Appendix 5.1 Early Orders and Stipulations Directing Forensic Preservation of Evidence or Investigation
Examples 49

Appendix 5.2 Joint Proposed Expedited Discovery Order Template 58
Appendix 5.3 Redacted Orders Granting Expedited Discovery: Examples 60

Appendix 5.4 Non-Exclusive Illustrative Factors Potentially Supporting or Weighing Against a Finding
of Likelihood of Success on the Merits 63

Appendix 5.5 Preliminary Injunction Order Template 65

W
1
N



Trade Secret Case Management Judicial Guide Chapter 5: Pre-Trial Equitable Relief

5.1 Introduction

Trade secret disputes often begin with an urgent request for immediate equitable relief. The
plaintiff seeks to prevent defendant from using or disclosing a trade secret that is allegedly
galloping away from the legal “barn” the trade secret owner has built to protect it. The movant
may contend that absent immediate judicial intervention to stop it, defendant’s unauthorized
disclosure or use of a trade secret will effectively and permanently divest its owner of control over
the information—the sine qua non of a trade secret. See Ruckelshaus v. Monsanto Co., 467 U.S.
986, 1011 (1984).

Importantly, however, requests for relief in trade secret disputes are often made before either
party has had the opportunity to conduct a full investigation. Initial assertions advanced by both
parties may, with further factual development, prove to be inaccurate or incomplete, based more
on speculation than on facts and reasonable inferences. Purported “trade secrets” may prove not to
be trade secrets at all, may not actually be at risk, or, conversely, may be at even greater risk than
the trade secret owner initially perceived. Defendants’ initial denials may prove to be well-
founded, naive, or part of a calculated cover-up leaving the trade secret in jeopardy.

Resolving early requests for equitable relief calls for early and often continuing management
by the court. Courts are often called upon to develop procedures to address the claimed need for
speed and the special evidentiary challenges of requests for pre-trial equitable relief (most often,
temporary restraining orders or preliminary injunctions), manage discovery, evaluate evidence,
make initial judgments on an incomplete record, and, if required, develop and enforce
appropriately tailored orders.

This chapter discusses the legal standards for evaluating requests for pre-trial equitable relief
and expedited discovery to inform the process, provides examples of evidence that has been found
to weigh in favor of or against pre-trial equitable relief, and offers guidance in framing orders and
in managing the entire process. It includes templates, tables illustrating relevant evidence, and
illustrative orders.

5.2 Legal Standard: To Prevent Imminent Actual or “Threatened”
Misappropriation

Assessing requests for pre-trial equitable relief in trade secret cases involves balancing two
major considerations. On the one hand, the value of trade secrets, which can be considerable, can
be easily lost as a result of leaks. The harm might not be compensable or able to be undone. On
the other hand, the factual record is often inchoate at this early stage, before parties have developed
a full evidentiary record and often before they have conducted any discovery at all. Yet ruling on
a request for early equitable relief requires the court to assess the facts that each party has been
able to marshal outside of court, evaluate their significance, and, where appropriate, deny or grant
relief that may have a profound impact on the case and on the parties. It is for this reason that relief
is limited to circumstances in which imminent actual or “threatened” misappropriation can be
reasonably established.

5.2.1 Imminent Actual Misappropriation

Pre-trial equitable relief is granted by the court, not the trier of fact, before the completion of
discovery. It is a departure from the ordinary course of adjudication, and is thus an “extraordinary”
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remedy. It is not intended to be a substitute for or shortcut to trial and is available only when the
harm to be prevented absent relief is likely to occur before trial. An assertion that a trade secret
may be at risk at some point in the future does not necessarily justify pre-trial equitable relief; the
risk to be avoided must be “imminent,” not “remote and uncertain.” Courts have held that
“irreparable harm that may occur, if at all, years in the future, and certainly not before a trial on
the merits, does not warrant pre-trial injunctive relief.” See, e.g., Loxo Oncology, Inc. v. Array
Biopharma Inc., 2019 WL 10270263, at *6 (D. Colo. June 26, 2019) (denying injunctive relief
where potential irreparable harm was “remote and uncertain” and would not occur before a trial
on the merits); MEMC Elec. Materials v. Balakrishnan, 2012 WL 3962905 (S.D. Ohio Sept. 11,
2012) (denying preliminary injunctive relief since, among other reasons, while the two
organizations might someday compete, they did not do so now); Synergy Advanced Pharm., Inc.
v. CapeBio, LLC, 2010 WL 2194809 (S.D.N.Y. June 1, 2010) (denying preliminary injunction
where there was no evidence that defendants threatened to disclose the allegedly confidential
information and it was uncertain whether any product allegedly made through the use of the
information would ever be released).

5.2.2 “Threatened” Misappropriation

Other intellectual property regimes permit courts to enter equitable relief before trial primarily
to halt ongoing actual infringement. Given the potentially evanescent nature of the trade secret
right—namely that unauthorized exposure to others before trial may make it public and forever
destroy the trade secret owner’s ability to regain control over the information—trade secret law
permits equitable relief before actual misappropriation has occurred, if it is highly likely, or
“threatened” to occur before trial. Both the Defend Trade Secrets Act (DTSA), 18 U.S.C. § 1836
(®)(3)(A)(1), and the Uniform Trade Secrets Act (UTSA), § 2(a), (c), provide that equitable relief
may be available to prevent not only “actual” but also “threatened” misappropriation of trade secrets.

A “threat” to information need not be explicit; it may be inferred from credible evidence. For
example, “[t]hreatened misappropriation may be demonstrated by showing either that the
defendant possesses trade secrets and has misused or disclosed those secrets in the past, that the
defendant intends to misuse or disclose those secrets, or that the defendant possesses trade secrets
and wrongfully refuses to return them after a demand for return is made.” Clorox Co. v. S.C.
Johnson & Son, Inc., 627 F. Supp. 2d 954, 968—69 (E.D. Wis. 2009). Cf. Lasen, Inc. v. Tadjikov,
2018 WL 6839454, at *6 (N.M. Ct. App. Dec. 21, 2018) (concluding that the term “threatened” as
used in the UTSA includes the communication of an explicit intent to harm, but it is also defined
as “[a]n indication of approaching menace; the suggestion of an impending detriment,” and as ‘[a]
person or thing that might well cause harm.”) (alterations in original, citation omitted).

In determining whether misappropriation is “threatened” the court, the parties, and at times
experts will often be asked to consider both “historical” facts about the conduct of the parties and
“technical” facts comparing the claimed secret information with, on the one hand, information
alleged to be known or readily ascertainable by the relevant public and, on the other, information
allegedly being used by the defendant. Marshalling both kinds of information on an urgent basis
can present challenges both for the parties and for the court.

5.2.3 General Equitable Principles

Requests for injunctive relief under the UTSA and DTSA as well as under New York common
law are subject to the general rules of equity. See Mallet & Co., Inc. v. Lacayo, 16 F.4th 364, 380
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(3d Cir. 2021); JTH Tax, Inc. v. Freedom Tax, Inc., 2019 WL 2062519, at *13 (W.D. Ky. May 9,
2019) (collecting cases); Capstone Logistics Holdings, Inc. v. Navarrete, 2018 WL 6786338, at
*33-34 (S.D.N.Y. Oct. 25, 2018), aff’d in part and remanded for entry of revised order, 796 F.
App’x 55 (2d Cir. 2020) (summary order).

Cases throughout the country emphasize that preliminary injunctive relief is an extraordinary
remedy, never awarded as of right. Winter v. Nat. Res. Def. Council, Inc., 555 U.S. 7, 20 (2008),
cited in JTH Tax, 2019 WL 2062519, at *4 (trade secret case); Nichols v. Alcatel, Inc., 532 F.3d
364, 372 (5th Cir. 2008) (“A preliminary injunction is an ‘extraordinary remedy’ and should only
be granted if the plaintiffs have clearly carried the burden of persuasion in all four requirements.”),
cited in, inter alia, McAfee LLC v. Kinney, 2019 WL 4101199 (E.D. Tex. Aug. 29, 2019) (trade
secret case); Radiant Glob. Logistics, Inc. v. Furstenau, 368 F. Supp. 3d 1112, 1123-24 (E.D.
Mich. 2019) (trade secret case); Brightview Grp., LP v. Teeters, 441 F. Supp. 3d 115 (D. Md. 2020)
(trade secret case); Packaging Corp. of Am., Inc. v. Croner, 419 F. Supp. 3d 1059, 1072 (N.D. Ill.
2020) (trade secret case); Admor HVAC Prods., Inc. v. Lessary, 2019 WL 2518105 (D. Haw. June
18, 2019) (trade secret case); In re Document Techs. Litig., 275 F. Supp. 3d 454, 460-61 (S.D.N.Y.
2017) (trade secret case). Courts generally focus on the following four factors:

*  Whether the moving party has established a likelihood of success on the merits.

*  Whether the moving party has established that absent relief, it will suffer immediate
(or imminent) and irreparable harm. This factor is sometimes phrased as whether the
movant has “an adequate remedy at law.”

*  Whether the balance of the hardships favors (some jurisdictions say “strongly” favors)
the moving party and the impact of particular proposed relief on the nonmoving party.

*  Whether the public interest will “not be disserved.” Some jurisdictions phrase this
factor as whether the public interest will be harmed by reason of the grant or denial of
the injunction.

The same standards apply to requests for temporary restraining orders, see Maxlite, Inc. v. ATG
Elecs., 2020 WL 6260007, at *1 (C.D. Cal. July 13, 2020); Earthbound Corp. v. MiTek USA, Inc.,
2016 WL 4418013, at *7 (W.D. Wash. Aug. 19, 2016), recognizing, however, that narrow relief
to preserve the status quo may require less demanding review than more intrusive relief.

Some jurisdictions weigh the importance of these factors differently, with some finding, for
example, that “the single most important factor is irreparable harm,” see, e.g., First W. Cap. Mgmt.
Co. v. Malamed, 874 F.3d 1136, 1143 (10th Cir. 2017) (stating, in a trade secret case: “No Showing
of Irreparable Harm, No Preliminary Injunction”) and others applying “sliding scales” in weighing
the various factors, see, e.g., Citigroup Glob. Mkts, Inc. v. VCG Special Opportunities Master
Fund Ltd., 598 F.3d 30, 35 (2d Cir. 2010) (discussing the Second Circuit’s “sliding scale” approach
requiring movant to establish irreparable harm and “either (1) a likelihood of success on the merits
or (2) sufficiently serious questions going to the merits to make them a fair ground for litigation
and a balance of hardships tipping decidedly toward the party requesting the preliminary relief”);
Abrasic 90 Inc. v. Weldcote Metals, Inc., 364 F. Supp. 3d 888, 896 (7th Cir. 2019) (trade secret
case citing cases discussing a “sliding scale” approach”); Life Spine, Inc. v. Aegis Spine, Inc., 8
F.4th 531, 53940 (7th Cir. 2021) (approving sliding scale approach in trade secret case but
holding that “a plaintiff must demonstrate that its claim has some likelihood of success on the
merits, not merely a better than negligible chance” (citing Mays v. Dart, 974 F.3d 810, 822 (7th
Cir. 2020)). The requirement that plaintiff establish a likelihood of success does not require that
plaintiff establish that it “will” win at trial; rather, that it must provide evidence that it “can” win.
The specific current formulations followed in the relevant circuit should be assessed.
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The fact that a request for equitable relief is made in a trade secret case does not override these
general equitable principles. The special nature of the trade secret right may affect how these
principles are applied and weighed in particular cases, however, where the evidence shows that
absent early relief the secret is likely to be destroyed.

5.2.3.1 Affirmative and Prohibitory Equitable Relief

Pre-trial equitable relief in trade secret disputes can come in many varieties. It may include
“affirmative” measures to protect trade secrets, DTSA 18 U.S.C. § 1836(b)(3)(A)(i1); UTSA §2(c),
such as orders directing the return or quarantine of specific documents or digital files, auditing and
monitoring procedures, or directions to participate in forensic inspections. See UTSA, Official
Commentary. It most often includes prohibitory injunctions preventing the enjoined party from
engaging in activities that may jeopardize the trade secret. DTSA 18 U.S.C. § 1836(b)(3)(A)(1);
UTSA § 2(a). In some cases, it can also include mandatory verification procedures to confirm that
court-ordered prohibitions are being honored. See Cool Runnings Int’l v. Gonzalez, 2021 WL
5331453 (E.D. Cal. Nov. 16, 2021); Cook Med., Inc. v. Griffin, 2008 WL 858996 (S.D. Ind. Mar.
25, 2008).

While the party seeking equitable relief always bears the burden of showing that it is warranted,
the weight of that burden and the need for both parties to develop a robust evidentiary record in
relation to the request may vary depending on when the request is made and the nature and scope
of the relief sought.

General principles of equity have spoken of a heightened burden on parties seeking mandatory
injunctions that force a change to the status quo, as opposed to prohibitory injunctions that prevent
the defendant from taking certain future actions. See SRS Acquiom Inc. v. PNC Fin. Servs. Grp.,
Inc., 2020 WL 3256883, at *3 (D. Colo. Mar. 26, 2020) (finding that a mandatory preliminary
injunction requires movant to make an especially “strong showing” that the likelihood of success
and balance of the harms factors weigh in its favor); Brightview Grp., LP v. Teeters, 441 F. Supp.
3d 115, 128 (D. Md. 2020) (same). However, not all mandatory relief is equally intrusive. The
impact on an ongoing operation of a mandatory order to preserve or segregate particular documents
at the start of a dispute may be relatively modest if the documents are narrowly defined, their
ownership by movant is clear, and their location can be readily identified. At a later phase, the
information in particular documents may have become intertwined with information allegedly
independently developed by or rightfully in the possession of defendant. At that point, assessment
of the mandatory vs. prohibitory distinction may need to become more nuanced. See SRS Acquiom,
2020 WL 3256883, at *3 (observing that “[t]he Court admits that in many cases trying to resolve
what constitutes a mandatory injunction versus a prohibitory one, or which side is seeking to alter
the status quo feels more metaphysical than legal or factual,” but concluding that the party’s request
for a preliminary injunction enjoining defendant’s continued possession and use of documents more
than one year after defendant’s departure from plaintiff’s employ “undermines whatever argument
[plaintiff] might have had that it was on the side of preserving, rather than upsetting, the status quo”;
holding, that under the circumstances plaintiff must make a “particularly strong” showing that it is
likely to succeed on the merits and that the balance of harms is in its favor).

As for “prohibitory” relief, neophytes often argue that the whole point of trade secret litigation
is to obtain an order backed by the power of contempt saying simply “don’t use or disclose trade
secrets” and assume that such relief is uncontroversial. In fact, prohibitory injunctive relief is not
automatic or statutorily required in trade secret disputes. Courts have cautioned that both the DTSA
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and the UTSA authorize, but do not mandate, injunctive relief to prevent or, ultimately, remedy
misappropriation. See First W. Cap. Mgm’t v. Malamed, 874 F.3d 1136, 1140 (10th Cir. 2017)
(citation omitted), followed in JTH Tax, Inc. v. Freedom Tax, Inc., 2019 WL 2057323 (W.D. Ky.
Mar. 15, 2019), subsequent determination, 2019 WL 2062519 (May 9, 2019); DLMC, Inc. v.
Flores, 2018 WL 6682986 (D. Haw. Dec. 19, 2018). Cf. Cap. Tool & Mfg. Co. v. Maschinenfabrik
Herkules, 837 F.2d 171 (4th Cir. 1998) (holding the text of Virginia’s Uniform Trade Secrets Act
permits but does not require entry of a preliminary injunction even on a showing that the statute
has been violated).

Moreover, not all “prohibitory” injunctive relief is the same. The law gives courts substantial
discretion to frame orders granting early injunctions in trade secret disputes that are tailored to the
specific needs of the case. In each case the relief ordered should be clearly stated and supported
by the available evidence. Some orders may simply prohibit the use or disclosure of particular
information. Even these apparently limited orders require drafting care: a “simple” “don’t use or
disclose” order may well be unenforceably vague for its failure to specify the trade secrets at issue.
Without further detail, it provides little operational guidance to the party to be enjoined or to the
court in evaluating future assertions that its order has been violated. See, e.g., Mallet & Co., Inc.
v. Lacayo, 16 F.4th 364, 380 (3d Cir. 2021) (vacating and remanding preliminary injunction that
failed to adequately identify information defendants were not to use or disclose). Other
“prohibitory” relief may prohibit more acts and be more “extraordinary.” Relief that may have the
effect of essentially shutting down a party’s business or product line or barring an employee from
engaging in particular activities, although potentially available in some cases on a proper showing,
requires particularly strong justification. Mallet, 16 F.4th at 390 (emphasizing that any preliminary
injunction is “extraordinary relief” and that the particularly broad injunction the trial court had
entered prohibiting an individual not bound to a non-compete agreement and new employer from
competing or engaging in movant’s field would require “a truly extraordinary showing—one not
made here”). Cf. Life Spine, Inc. v. Aegis Spine, Inc., 8 F.4th 531 (7th Cir. 2021) (after a nine-day
hearing, enjoining defendant, its employees, and its business partners from making, marketing,
selling, or obtaining intellectual property rights in its competing product which the court found to
have been designed through the use of plaintiff’s trade secrets pending trial).

5.2.3.2 Equitable Relief in Aid of Arbitration

Trade secret litigants are often parties to agreements requiring their disputes to be arbitrated.
If the arbitration provision encompasses claims for misappropriation of trade secrets as well as for
breach of contract, the trade secret owner may be concerned that it needs immediate relief to
protect its trade secret before an arbitration can be convened. As described in § 3.8, the contract
itself or applicable law, state or federal, may permit the trade secret owner to apply to a court for
interim relief in aid of arbitration.

Courts asked to review requests for an injunction pending arbitration have observed that
“[a]rbitration can become a ‘hollow formality’ if parties are able to alter irreversibly the status quo
before the arbitrators are able to render a decision in the dispute.” Blumenthal v. Merrill Lynch,
Pierce, Fenner & Smith, Inc., 910 F.2d 1049, 1053 (2d Cir. 1990). Requests for equitable relief
“in aid” of arbitration are typically governed by the same standards governing equitable relief in
court proceedings. Faiveley Transp. Malmo AB v. Wabtec Corp., 559 F.3d 110, 117 (2d Cir. 2009)
(remanding grant of injunction in aid of arbitration for consideration of whether movant would
suffer irreparable harm absent relief); S.G. Cowen v. Messih, 224 F.3d 79, 85 (2d Cir. 2000)
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(affirming denial of injunction in aid of arbitration); Proofpoint, Inc. v. Boone, 2021 WL 5194724,
at *3 (W.D. Tex. Sept. 21, 2021), report and recommendation accepted, 2021 WL 7184208 (W.D.
Tex. Nov. 4, 2021) (entering injunction in aid of arbitration to protect trade secrets and enforce
non-compete agreement); Tesla, Inc. v. Khatilov, 2021 WL 624174, *2 (N.D. Cal. Jan. 22, 2021)
(applying traditional factors and entering injunction in aid of arbitration to protect trade secrets).
For further discussion of considerations pertaining to a request for injunction relief in aid of
arbitration, see § 3.8.3.

5.2.4 Special DTSA Limitations on Injunctive Relief Affecting Employee Mobility

Trade secret disputes frequently arise between a trade secret owner and its former employees
who are moving to a current or prospective competitor and can or will allegedly put those trade
secrets to use. Recognizing the potential impact of some injunctions on the free movement of labor,
the DTSA, unlike the UTSA, includes three important limitations on equitable relief against
departing employees. First, an order may not conflict with an applicable law prohibiting restraints
on the practice of a lawful trade or business. 18 U.S.C. § 1836(b)(3)(A)(1)(II). Thus, for example,
the DTSA does not preempt or alter California’s strong statutory prohibitions on many forms of
restrictive covenants embodied in Cal. Bus. & Prof. Code § 16600. In the same vein, the DTSA
prohibits injunctions to “prevent a person from entering into an employment relationship.” 18
U.S.C. § 1836(b)(3)(A)(1)(I). And third, the statute specifies that “conditions placed on such
employment shall be based on evidence of threatened misappropriation and not merely on the
information the person knows.” Id. This last point was intended to emphasize that an injunction
limiting an individual’s employment activities must not be based merely on the abstract risk
potentially attendant to a very knowledgeable employee’s taking the same job with a direct
competitor. Rather, misappropriation may be found to be “threatened” or even “inevitable” only
when the defendant’s behavior or other specific evidence has made that conclusion a reasonable
inference. See §§ 2.5.9, 2.6.1.1.

As discussed in § 5.8, these rules have not prevented the grant of injunctions enforcing non-
compete agreements to protect trade secrets or placing conditions on engaging in particular
competitive employment where courts are presented with sufficient evidence of threatened
misappropriation and imminent irreparable harm. These requirements simply underscore that the
assessment of whether to afford equitable relief should be guided by evidence rather than by the
invocation of mantras.

5.3 Managing Requests for Early Equitable Relief

Requests for equitable relief in trade secret disputes typically proceed in phases. Many cases
begin with the filing of a complaint accompanied by sworn affidavits and a motion seeking a
temporary restraining order on short notice (or even, in rare cases, ex parte) and a request to
schedule a hearing on a request for a preliminary injunction. Such initial requests are frequently
considered by the court first at a conference with both parties and then at a hearing not long after
the case is filed, before the parties have conducted any, or much, discovery. Many courts find it
productive at an initial conference concerning a request for immediate relief to engage in the
overall case management discussion described in chapter 3 to plan immediate steps and discovery
and to consider the overall needs and direction of the case of the case, as well as the likely time to
trial. At such a conference, the court may be able to obtain the parties’ agreement to some form of
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“standstill” without prejudice that will enable the parties to prepare for the preliminary injunction
hearing and avoid the need for a hearing on a temporary restraining order.

In some jurisdictions, if the judge assigned to preside over the case is not available at the time
the suit is filed and the trade secret claimant seeks immediate relief, an “emergency judge” is
assigned to address an initial request for relief. The involvement of the emergency judge may be
primarily to preserve the status quo and establish a schedule for the parties to follow until the
assigned judge becomes available. In other cases, where found to be warranted, the emergency
judge may order more robust substantive relief. The assigned judge may upon further application
and the receipt of further evidence later determine that a refinement or even vacature of an early
order is appropriate.

5.3.1 Pre-Trial DTSA ex parte Seizure Order Requests

While most requests for early equitable relief in trade secret disputes are made on notice
pursuant to Fed. R. Civ. P. 65, Congress enacted as part of the DTSA a self-contained “civil
seizure” provision, patterned on similar language in the Lanham Act, permitting the trade secret
owner to seek an ex parte seizure order without notice to the other side to prevent the “propagation
or dissemination” of the trade secret in “extraordinary circumstances.” 18 U.S.C. § 1836(b)(2)(A).
This longest portion of the DTSA was also the issue most heavily debated and redrafted in the
years leading up to its enactment. The provision imposes express requirements on the movant and
the court which must be followed precisely. Key aspects are discussed below, with the statute itself
providing exacting detail.

Before issuing such an order, the court must find that it clearly appears from specific facts
that—

(I) an order issued pursuant to Rule 65 of the Federal Rules of Civil Procedure or another
form of equitable relief would be inadequate to achieve the purpose of this paragraph
because the party to which the order would be issued would evade, avoid, or otherwise not
comply with such an order;

(I) an immediate and irreparable injury will occur if such seizure is not ordered;

(IIT) the harm to the applicant of denying the application outweighs the harm to the
legitimate interests of the person against whom seizure would be ordered of granting the
application and substantially outweighs the harm to any third parties who may be harmed
by such seizure;

(IV) the applicant is likely to succeed in showing that—
(aa) the information is a trade secret; and
(bb) the person against whom seizure would be ordered—
(AA) misappropriated the trade secret of the applicant by improper means; or
(BB) conspired to use improper means to misappropriate the trade secrets of the
applicant;
(V) the person against whom seizure would be ordered has actual possession of—
(aa) the trade secret; and
(bb) any property to be seized;

(9]
1
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(VD) the application describes with reasonable particularity the matter to be seized and, to
the extent reasonable under the circumstances, identifies the location where the matter is
to be seized;

(VII) the person against whom seizure would be ordered, or persons acting in concert with
such person, would destroy, move, hide, or otherwise make such matter inaccessible to the
court, if the applicant were to proceed on notice to such person; and

(VIII) the applicant has not publicized the requested seizure.
18 U.S.C. § 1836(b)(2)(A)(ii) (emphasis added).

If seizure is granted, the seizure order must “provide for the narrowest seizure of property
necessary” to achieve the purposes of the order and to minimize any interruption of the business
operations of third parties and, to the extent possible, the legitimate business operations of the
person accused of misappropriation of the trade secret. The party seeking the ex parte seizure order
“shall” be required to post security to pay damages that any person may be entitled to recover as a
result of a wrongful or excess seizure or attempted seizure. After a seizure hearing, to be held at
the earliest possible time and no later than seven days after the order has been issued (absent
consent to a later date), the party who obtained the order shall have the burden to prove all facts
supporting the findings of fact and conclusions of law necessary to support the order. If the party
fails to meet the burden, the seizure order shall be dissolved or modified. Any person who suffers
damages by reason of a wrongful or excessive seizure may recover damages that shall not be
limited by the security posted as a condition to receiving the order. 18 U.S.C. § 1836(b)(2)(B).

The statute includes additional detailed safeguards, including protecting the party against
whom an order is directed from publicity about the order and seizure at the behest of the person
obtaining the order, protecting the seized storage medium, protecting the confidentiality of seized
materials that are unrelated to the seized trade secret information and, where appropriate, appoint-
ting a special master and technical experts not controlled by or associated with the moving party
or its counsel to assist in taking control of the seized material. See 18 U.S.C. § 1836(b)(2)(C)—(D).

5.3.1.1 Technical Guidance on Crafting ex parte Seizure Orders

Recognizing the potential need for courts to have technical guidance in responding to some
requests for ex parte seizures, the uncodified provisions of the DTSA required the Federal Judicial
Center to recommend best practices for (1) the seizure of information and media storing the
information and (2) the securing of the information and media once seized. Pub. L. No. 114-153 §
6 (May 11, 2016). Less than a year after the DTSA was enacted, the Federal Judicial Center
released a 53-page assessment of “Trade Secret Seizure Best Practices Under the Defend Trade
Secrets Act of 2016, available at https://www.fjc.gov/content/323518/dtsa-best-practices-june-
2017. The report, which, given its timing, was not yet informed by material practical experience
with the ex parte seizure order remedy, does not have the force of law. It addresses potential ways
to manage certain practical issues that may arise in response to some requests for a seizure order,
such as choosing a federal law enforcement officer for the service and execution of the seizure
order; nominating technical experts to assist in execution of the order and establishing expert
disclosure obligations; obtaining “locksmith” and “transportation” expertise; nominating
custodians and substitute custodians; appointing technical experts; crafting seizure instructions;
framing steps for investigation and search; using electronic storage media and tools such as
Faraday enclosures to prevent seized devices from being connected to computer networks;

5-10
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documenting seizure activities; conducting pre-seizure briefings; using special masters; and
calculating security. The report includes a variety of sample forms and orders for consideration by
the moving party and courts.

If followed, many of the techniques addressed in the report would prolong the process of
ordering and implementing ex parte relief. In that sense, the report itself may discourage movants
from seeking and courts from granting such relief ex parte rather than proceeding in another
fashion. Notably, the specific requirements for ex parte seizures apply only to that procedure, and
not to traditional noticed injunctive relief pursuant to Fed. R. Civ. P. 65.

5.3.1.2 Facts that Have Been Found to Warrant the Grant of DTSA ex parte
Seizure Orders

Despite the substantial focus on the ex parte seizure remedy during discussion of the DTSA
prior to enactment, very few such ex parte seizure orders have been reported or even appear to
have been sought.

Courts have granted ex parte seizure orders under the DTSA only based on a clear showing
that the defendants were unlikely to comply with a noticed request for a temporary restraining
order, such as evidenced by prior lies, evasions, exportation of data to the cloud or other devices,
and efforts to conceal prior bad acts. In Solar Connect, LLC v. Endicott et al., 2017 WL 11309521
(D. Utah Dec. 4, 2017), amended and superseded by 2018 WL 8786166 (D. Utah Feb. 16, 2018),
and Axis Steel Detailing, Inc. v. Prilex Detailing LLC, 2017 WL 11309520 (D. Utah May 23,
2017), amended and superseded by 2017 WL 8947964 (D. Utah June 29, 2017), for example, the
defendants had previously provided false and misleading information, hid information and moved
computer files, and were shown to have sophisticated computer technology skills they could use
to thwart a Rule 65 order or other equitable remedy. See also Shumway v. Wright, 2019 WL
8137119, at *6-10, amended, 2019 WL 8135311 (D. Utah Aug. 26, 2019) (granting ex parte
seizure order as supplemented in light of similar facts). In Blue Star Land Services v. Coleman,
2017 WL 11309528 (W.D. Okla. Aug. 31, 2017), defendants had previously downloaded
thousands of company files to their Dropbox, deleted emails and other files to cover their tracks,
and lied about their actions to solicit other employees. In A VX v. Kim, 2017 WL 11307180 (D.S.C.
Mar. 8, 2017), amended and superseded by 2017 WL 11316598 (D.S.C. Mar. 13, 2017), the
defendant was shown to have downloaded trade secret information, accessed a co-worker’s
computer, and lied in the company’s investigation. In Mission Capital Advisors v. Romaka, 2016
WL 11517104 (S.D.N.Y. July 29, 2016), defendant had previously failed to appear at a court
hearing to show cause why he should not be restrained from accessing, disclosing or copying his
prior employer’s client and contact lists.

Courts granting seizure orders have exercised restraint in fashioning their scope. See, e.g.,
Solar Connect, 2018 WL 2386066, at *3 (limiting the seizure to the imaging of the computer files
under controlled circumstances stating that “[n]o physical property, such as computers, tablet com-
puters, smartphones or documents, will be seized, other than for the period required to image the
computers and computer devices, including copying of files from any associated networks. . . .
Law enforcement officials will proceed with the seizure . . . [at the specified time and place] in the
most efficient manner possible to minimize disruptions to Defendants’ legitimate business oper-
ations and to any third parties.”); Ruby Slipper Café, LLC v. Belou, 2020 WL 1674157, at *5 n.2
(E.D. La. Apr. 6, 2020) (limiting seizure to alleged secret recipes bearing plaintiff’s identifying
marks located in a specific container and interleafed among pages in specified cookbooks and
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permitting the U.S. Marshal to copy specified data from two computers but denying a request to
seize the computers. When the Marshals executed the order, they seized no items).

5.3.1.3 Facts that Have Been Found to Warrant Denial of DTSA ex parte
Seizure Orders

Courts have denied requests to enter an ex parte seizure order where movant failed to show
why a Rule 65 injunction on notice would not be adequate to protect trade secrets or how an ex
parte seizure order would help avoid the threatened harm. See, e.g., DermSource, Inc. v.
CityMedRx, LLC, 2023 WL 265905, at *5-6 (E.D.N.Y. Jan. 18, 2023) (finding an absence of
specific facts warranting issuance of an ex parte seizure order in light of court’s issuance of a
temporary restraining order barring use, disclosure, or destruction of information and defendant’s
obligation under the Federal Rules to preserve evidence); Hundred Acre Wine Grp. v. Lerner, 22-
cv-07305-JD, at *1 (N.D. Cal. Dec. 9, 2022) (finding no evidence-based risks warranting entry of
an ex parte seizure order where there was no evidence to indicate that defendants would ignore a
Rule 65 order; the fact that defendants ran their business from a personal laptop computer did not
itself heighten the risk of “untoward conduct”; and complaint asserting misappropriation had been
publicly on file prior to application and plaintiff proffered no evidence that defendants would
“misbehave” upon learning of the allegations); ARB Labs, Inc. v. Woodard, 2019 WL 332404 (D.
Nev. Jan. 25, 2019); Dazzle Software I, LLC v. Kinney, No. 2:16-cv-12191-MFL-MLM, Dkt. No.
3 (E.D. Mich. June 15, 2016).

Courts have emphasized that that even absent a court order, litigants are obligated to maintain
and preserve evidence and that absent a showing of irreparable harm early court intervention is not
warranted to protect alleged computer files in the custody of defendant. See, e.g., Henry Schein,
Inc. v. Cook, 191 F. Supp. 3d 1072 (N.D. Cal. 2016) (denying request for ex parte temporary
restraining order directing defendant to preserve evidence and permit plaintiff to obtain mirrors of
data on defendant’s personal devices); DermSource, 23-CV-281(JS)(JMW), at n.3. Courts have
denied relief where the applicant’s allegations are simply conclusory. See, e.g., Jones Printing LLC
v. Adams Lithographing Co., No. 1:16-cv-442, Dkt. No. 8 (E.D. Tenn. Nov. 3, 2016) (denying
relief where plaintiff could not demonstrate why Rule 65 is inadequate and where alleged facts
were largely conclusory). At least one court has imposed sanctions on a movant and counsel upon
a finding that an ex parte seizure order had been sought in bad faith on a meritless claim as part of
a pattern of “litigation shenanigans.” Magnesium Mach., LLC v. Terves, LLC, 2021 WL 5772533,
at *5-6 (6th Cir. Dec. 6, 2021) (affirming sanctions and dismissal of misappropriation claim).

5.3.1.4 Court-Ordered Alternatives to Requested ex parte Seizure Orders

Courts denying requests for ex parte seizure orders have at times ordered alternatives including
(1) directing the movant to serve a noticed application and order directing defendant to preserve
specific evidence, see, e.g., OO0 Brunswick Rail Mgmt. v. Sultanov, 2017 WL 67119 (N.D. Cal.
Jan. 6, 2017) (directing corporate defendants to preserve evidence); (2) convening a hearing with
all parties present and granting a temporary restraining order directing defendants not to destroy
evidence or to access movant’s proprietary software or information but denyin