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{N THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF NEW JERSEY
CAMDEN VICINAGE

. ’ u R WY
UNITED STATES OF AMERICA : o
: »
v. .

MOHAMAD [BRAHIM SHNEWER,  :  Crim. No. 07-459(REK)
DRITAN DUKA, : .

a/k/a “Distan Duka,"” .

%: WMD% . SUPPLEMENTAL OPINION
ELIVIR DUKA, :

a/k/a “Elvis Duka,”
a/k/s “Sulayman,”
SHAIN DUKA, and

SERDAR TATAR

KUGLER, United Statex District Judge:

‘mmmwmwwmmmmw
(“Sbnewe™), Dritass Duka (“Dritax"™), Eljvie Dulos (“Elfvir”), Shain Duks (*Sbain), and Sevdae \

tatar (“Tatar™ to suppress svidencs obeained pursuazk to the Foreiga lutelligence Surveillance
MfﬂAﬁ;hMmﬁH&Whﬁmmmdwdmmdfﬂmmm
mﬂaﬁrmﬁmmmm;mwmmmHSAmomﬁm
* This sapplemental clascified Opinicn provides tho basis for the Court's denial of Defendants’
motions by Order dated August 4, 2008,
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L CKGROUND
wuﬂmﬂwmmmwmmefmus. military in
violation o 18 U.S.C. § 1117 and atiempt o murder mezmbers of the U.S. military in violation of

18US.C. §51114&2, Shnewuandﬂnﬂ:mmkumﬂlochlrpdwhhv pus firearms

| wnmmll,m,uwmnmdiummm-mm
MoWMMWMFMWmSWMMﬂIWS,Bm 50
USS.C. § 1801 g 22q, (2006). This evidence coneists of throe things: o Decenber 3, 2006
elephone conversation between Stmewer and Tatar; the week-long sudio-video surveillance of
theroec, the Dka brotbers, and others during a February 2007 rip o the Pooanos; sed a0 Apil

llmmwmmmmjﬁmtamdmﬁuhﬁﬁm i “FISA-
obtained gvidence™). The government may also offer additional items of evidenoe
at trial, including in rebuttal, Aﬂm&hkmmthahﬂhofﬁnmﬁﬂmmmohu
MW&WM.MMnMNmMMW
and produced to Defendants.

“}nmw.mmn.m.mmmwm,m
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motions tosappress some ot all of the FISA-obtainad evidence.' The government filed its

opposition'to Defendants’ motions to suppress the FISA-obtained evidence on July 18, 2008, in

both classified and redacted, inclassificd forms., Oral atgument on these motions was bald

August 1, 2008,

n. QR ANALysis '
A astory Overview

.ﬂSAmmummbywhinhtbuEumlmBrmhmgﬂhﬂ Teign mlhgmce

secaity of the Uited Staes; o (B) the conduct of the foreign afirs of the Urited States.” 50

U.S.C. §§ 1801(c)(2), 1821(1).
.JmmmmmmoMEuﬁum:judgedﬁumth

Intelligence Surveillance Court (“FISA Court™) prior 1o engaging in electrenic survelllance of

n

TMmtylmofmﬂbmdememmdinaMMhth
» 2006 interception of a telephone conversation between Ttar snd Tatar

was not presentt during the Febraary 2007 trip to the Poconos nor was be a paxty to Eljvir's Apeil
12, 2007 conversation.

3
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]

physical searches to colloct foreign intelligenos information, 50 U.S.C. §§ 1804(s), 1805(D,

1823(a), 1824(c). To do 0, the govermmerst files with the FISA Court an ex pacte,

mdmwmm...mmwm&hmm D
required for an original arder.” 50 U.S.C. §§ 1805(e)2), 1824(dX2).
.tmwwmmmﬂmlmﬂudminﬂﬁﬂm

: defines “United States pecson” tn include citizens of the United States and
aliens admitted for parmansnt residence. 50 US.C. § 1801(D.

1 actinlly states grders may be valid for these specified tims periad:
to achisve its purpose,” 50 U.S.C. § 1805(e)1); however, courts routin
ignore that alterostive, presumably becxuse the FISA Court adheres to the 50 and 12
restrictions,
;nmuﬂmmwﬁm*mmwm :
pern the target of an electronic surveillance or any other parson whoso core
br activities fvers subject to electronia surveiliance.” 50U.S.C. § 1801(k). With roge
physical sedrches, FISA defines an “aggrieved person” as & *‘parson whoso premise
infioemation, or material is the target of piysical search or amry other person whose

property, information, or material was mubject to physical search.” 50 U.8.C, § 1821(2).
é

-'
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«e_

SOUS.C. §§ 1806(c), 1825(5. In response, tiec Attomey General can file an affidevit certifying
that “disclosure of an adversary hearing would harm the national security of the United States,”

theroby invoking & peivilige. 50 U.S.C. 8§ 1806(f), 1825(g). In that casc, FISA requi

(1) the President has authorized the Atiomay General to appeove applica
slectronic surveillance [or physical searches] for foreign imtelligence i

(i)theappliﬂﬁmhuhmmdlbyaFeduﬂoﬁwdeedby the
Attorney Cenexal; |

(3) on the basis of the facts submittad by the applicant there is probable cause
believe tha-

(A) the target of the electronic surveillance for physical search] is 4 foreign
power o an agent of & foreign power; Provided, That no United States may
be congidered a foreign power or an agent of a foreign power solely upon the basis
of antivities protocted by the first amendment o the Constitation of the 1
States: and

* (B) each of the facilitles or places at which the electronic is
directed is being used, or ix about to be used, by a foreign power or an ofa
forsign power {or the premises or property to be searchad is owned, used,
posstased by, or is in transit to or foom an agent of a foreign power or a foreign
power];

(4) the propased minimization procedures meet the definition of minimization
friffecures under section 1301(h) of this title; and

(5)h¢plmtmwhwhhnhemﬁhdmnmﬂlmmnd
required by section 1804 of this titls and, if the targes is » Unitad Stxios
the certification or certifications are not clearly erromectis on the basis of

5
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statement made mnder section 1804(8)(7XE) of this title and any other information
furnished under section 1804(d) of thixs title.

50 U.S.C. § 1805(a) (regarding electronic surveillance); ge¢ glgo 50 U.S.C. § 1824(a) (conceming
physical searches),
-mmﬂn"ﬁr&pmu”u:{l)lfmdpwmmmmpm
thereof, whether or ot recogniized by the Unlted States; (3) & faction of a fareign nation or
nations, not substantlally composed of United States persons; (3) an entiry that is openly
acknowlaiiged by a foreign government or govermments to be directed and coatrolled
foreign govemment or govemuments; (4) & group engaged in international terrarism o
in prepayation therefor; (5) a foreign-based political organization, not substamtially co
United States peracns; oz (6) an entity that is dirscted and controtied by a forcign governmer

govanments. 50 U.8.C. § 1301(a).
W “ageat of 2 foreign power” ix:
(1) any peron other than a United States person, who-

(A) acts in tho Usited States &2 an officer or amployee of # forcign §
urunmmhuahfhmippow...;

(1) acts for or on behalf of a foreign power which cogages in clandas
imelligence activitics in the United States contrery to the inferests of the United
Stases, when the circamstances of such person’s pressnce in the United State
indicate that such person may engage in such activities in the United States, or
when such peavon knowingly aids or abets any person in the conduct of

~ ativities or knowingly conspires with any person to engage in such ; OF

(C) engages in international terrorism or activitios in preperation therefore;
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¥
£

or on behalf of a foreign power, which activities involve or may involve 2
violation of the criminal statutes of the United States;

(B)pnmﬂtuﬁud:rmumofmmmﬂigmmmiummﬂrkof_ _
foreign power, knowingly meoﬁuﬁdﬂhﬂﬂﬂﬂwm
for or on behalf of yoch forcign power, which activities involve or are about
involve a violation of the criminal statates of the United Steteg;

(C) knowingly engages in ssbotage or intzmational terrorism, or
thuminmpmﬁmm.fomrmbmohﬁnisnpowm

(D) knowingly entees the United States under & fuise or fraudulent i
for or on behalf of a foreign power or, while n the United States,
assumes & Talse or frandulent identity for or on behalf of & foreign powes;

(E) knowingly aids or abets any person in the conduct of activitics
desctibed in subpevagraph (A), (B), or (C) or knowingly conapires with any
person 1o engage in activities degcribed in subparagraph (A), (B), or (C).

50 U.8.C. § 1801(b).
.lfdu‘hnthemmt’lmiw,lh:judpdadduhe‘cmutmkemm

detormination of the egality of the mrveillance in camers and ex pate, he “may disciose to the

applicstion, onder, or other materisls relating o the surveillance only where such ¢
necessary to make g0 accurste determination of the logality of the sarveillance.” 50 U.S.C. §§
1806(f)." Hthe judge decides any of the surveillance of searsh was unlawfully &
condusted, FISA calls for suppreszion of all fruits of that sizveillance or search. 50 U.S.C. §§

disclose WMMWMMM

phyzical search.” 50 U.8.C. § 1825(g).




Case 1:07-cr-00459-RBK Document 457 Filed 12/29/09 Page 8 of 42

1806(g), 1825(h). I the surveiltanca or search is dsemed to have been Iawfial, howeet, the
mmwmhmwmmmmmnummm&mm
disclosure.” 50 U.8.C. §§ 1806(g), 1825(h).

B. -Mnmmcmdnwum

-Ea:hwmdeuhCommmdemnfthBW‘sFl&A
applications, warrania, onders, and other sapporting maserials, Defendants asport fotr arguments
in support of their mation to compel. Fire, they argue the adversary process is necessary for the
court to make an Accursie sssessmant of the legality of the surveillance. They argue further that
there is no evidence they were agents of s foreign power. In addition, they maintain there is no
mm-mmmamammmﬂmmm
considering all fruits of the surveillsnce that has been declansified, the identities of two
Gooperating witnesaes are known, and the Inveatigation into Deflndants has ended. Finully,
Defencanty argue they should be given access to the FISA application materials their

mﬁ:ﬂylﬂehtuwmndtynlm
'Thlunvummtoppoumymnhdimlme.mhsﬂwmmiuq to make
2 socurste determination of the Jagality of the collection without disclosing the FISA. application
materials. To this end, the government gubmitied a classifind filing to facilitnte the Court's in
camen, ¢ parte review. In responding to Defendants’ arguments, the govemment asserts an in
m;qmmmm--mmjwhwm security
m;&ﬁﬁmmthMMmm&nﬁ that
Judgmest. Moreover, the govamment arguos the Court is capable of reviewing the FISA, Court's
probable cause determination and certification requirernenns without the aid of counsal.
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TvammmbuﬁuthmhnpudﬁimhnﬁsfonheAmmﬁmmlmmuhndskof
harm to national sscurity warranting nondisclosure and that security elearance does not
mmninﬂlymtithde&nnwmﬂ’mmi:wcmﬁndmminh'mthilm.
-mhmmm'mmmwmmuwufm
Am@yum'udndmﬁunmmimnfpﬂvﬂmmwmmmﬁ st becaase
-‘ISA-obuinndcvidmuhubemdmhnlﬂeddmnmmmmﬁak
FISA Court should be. The government argues further tha

s subrmitted

sources whose disclosure would harm national security, and disclosore of the mater,
to the FISA %mmdjwmmmmmmﬁmm
.i!yﬂmdhmm’inwﬁmmﬂnmkm&lm mited States
Abydhand, 531 F. Supp. 24 299, 310 (D. Coan. 2008). In fact, it appeas that no district or
appellate court has cver deemed disclosure necassary. Courts have only addressed instanoes
mmeuwhmwwnwmu
wherels distriot court’s “initial review of the application, ander, ad fruits of the survelllan
indicatas that the question of Jegality may ba complicated by factors such es “indications of
possible misrepresetation of fuct, vaguo identification of the persons 10 be surveilied, or
survaillanes records which includs  sigrifican amouit of noaforeign intelligence information,
calling into question compliance with the minfmization stkndards contained in the onder.™ Sce,
2.8 United States v, Belficld, 692 F.2d 141, 147 (D.C. Cir, 1982) {quoting 5. Rep. No. 95-701,
95 Cong, 2d Seas 64(1978).

.mmﬂdsxmumm. mmmm:hmimdﬂ:&'[&

5
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ot = i

certifications, orders, and other relgted materials, The government has also provided the FISA

coasoe o -
oo NN . e e i

iasue to this case. In addition, the goverament has included the classified dectarati

R s v e

the Attorney Genieral’s unclasaifind doclaration and claim of privilege; the clasified declaration

i

quBIDepwmnmu—wﬁAme'nﬁmf Fy
privikege; and the FBI's standard minimization procedures and standard techniques for elsctronic

surveillance and scarches. These materialy ave well organized and readily undersiandable.

WﬂhmmmmWMmdemmmw
the eloctranic surveillance and searches in this case were lawiully suthosized dnd conducted.

C. mﬂhﬂh&lﬂlﬂn for Faliere to Satirly FTSA’s Stattory

.nhmm&mdﬁum*mﬂmhmmldiﬁmlmdm

ask the Court to suppress the fruits of the FISA swveillance based on the Cownt's own

mmmmmmﬂmmmmmnymmﬁ In

particular, Defendants argne the applications to the FISA Court did not support the
probabls cause. They also contend the certifications by the executive branch official were
inadequats. Lagily, they submit the government fhiled to comply with FISA's mi
requircenents in carrying ovt the arders. The Court will address each of these for
supypression in furn.

of

® ”

10
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wefmdmmthcymnm&fmeippnwur:fr“ngm[ﬂ of a foreign power.”
Based on the government’s perceived concession of that point, Defendants posit that the
* application papers the gvermcn submited 1o the FISA Court could not have dsmorstrated
pmbnblammgd_immmw mﬁdmmwmmﬁuuﬁémm
appﬁmﬁonpupmﬁﬂmdﬂmmmmhnhhmmhﬁﬂrﬂmwhphmumbjmgmg
?G?Memwdﬂmnﬂ;wmﬁcﬂﬁuﬂiﬁnﬂmmbuuedmbmm«wmabom

to be used by a foreign power or an agent of a foreign power. Defeudants argue f

ummmmAWMWﬂmn.m :
At .

d:ﬁnad%ﬂﬂ.ﬂﬂ.ﬁ 1801(e)(4), becmue it qualifies s “a group engaged In international

terrorism or activities in preparation therefor.” In addition, the government argues the FISA

Tatar explores this coention the most thoroughly, relying on the infiwmation
ined 10 the warmnt spplication used in connection with the seerch of his aparta:
and other unclassified or declassified material to guess at the g

) goverment's posatble
basis for suspocting him of being an agent of a foreign power. He cites the sole references to
forsign powers in the totality of the known evidence: Shnewer telling CW-1 that the
them wanted CW.] to help lead the attack based on his experience in the Egyptin ;
Eljvir Duka's suggestion, that the group needed to recaive a fawa before they could attack; and
Dritan Duka’s staiement that AK-47y are cesier to purchase overseas, pacticulary in Lebanoa.
Tatar maintaing none of this evidence sffices as a foundation for probable cause
was tn agenit of a foreign power,

i
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Court appedpriately found probable cause to betiov ere aents of al
Mumammml(mm.mmwmed,mmm

aidnd, abetted, o conspired with sy othe person, in international tezrocism, or activities i
maﬁmthm&mfmmmhuhlﬁofnfmdmm.
‘memmwwmmmwmmmpmmm
FISA Court’s probable cause determinations, Despite the govemment's contention otherwiae, |
the appropeiate: standard of review far this Court's in camens, ax parts review ia de novo. The '
government maintsins this Court should accord dafersnce to the FISA Comt's probeble cause
detenmination, citing United Stetea v. Pelton, 835 F,2d 1067 (4¢h Cir. 1987), and Linite

A Ntates

The defereatial standard of review crployed in Pelian. 835 F.2d st 1076~“[wlhe
statudey pplication was property made and salier spproved by a FISA fudgs, it carie

de navo review), ¥acated op other grounds, 543 U.S. 1097 (2005);
221 F.3d 542, 554 (d¢h Cir, 2000) (samnc). Moreover, Bagis does fiot speak of deference

(quoting HR. Rep. 1283, pt. 1, 95th Cong., 2d Sess, 25 (1978)). In recent yeum, dist
have uniformiy employed de novo review with no deference accorded to the FISC's probable
omo doterminations, Sce United States v, Warsarna, 547 F. Supp. 2d 982, 990 (D. Minn. 2008)
(“Becanse the PISA review is ex parte, the Court rejects the prosecution’s contention that the

12
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FISC's probable canse deteymimations are 10 ' substantial deference.’™);
Mubayvid, 521 F. Supp. 24 125, 131 (D.Mmzoon%‘iﬁm.ﬁismig squired to
conduct the same review of the FISA materials that the FISC itself condusted.); Un
Bozcn, 447 F. Supp. 24 538, 545 (ED. V. 2006) (rejecting governmant’s argtor
mﬁhdffgmumHSACom‘lwubnbhmd:hmﬁmm.
-‘ﬂ]mhbhmiuﬂuidmept—mﬁngmﬂmmafpohblﬂﬁuin
perticular factual oontexts ™ [llinox v, Gates, 462 U.S. 213, 232 (1983). While probable canse
mﬁumhm%ﬂ&ummmmum\i’mﬂw;
reasomable doubt. Orsatti v, N.J, State Polics, 71 F.3d 480, 482-83 (3d Cir. 1995). | The Third
Cirouit instructs that courts should apply a “cotumon sense approach ™ based on the wiality of the
ciroumstances, to determine whether probable causs existed. Paff'v, Kaltenbach, 204 F.3d 425,
436 (3d Cir. 2000). Mareover, in making probable cause determinations under FE
reviewing judge may “consider past activities of the target, a5 well as facts and ci
relating to crirren: or futvre activitles of the target™ 50 U.S.C. §§ 1805(b), 1824(b)

o tisgt ol e i o=
foreign power, naumely af Qaeda. Al Qued is 8 freign power as FISA definos that . Seg 50
U5.C. § 1801(s) lochuling in defniion “s group cagaged ininfernational Yreeiass o activitios
in properation therefor™), Endeed, several courts huve found as mnch. Ses, 5.g, Wetsaroe
- Supp. 24 at99; Uzited Siatma v, Bin Laden, 126 P. Supp. 24 264, 278 (S.DN.Y. 2000), Nex,

mmmmmmammmmmmﬂmm

13
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‘::mmmmormmmmmw
m”mm

16
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I ™

Iy T 17 3 . - 0 | o A i
Whether the facilities at watch 1hé SloCToRE Ve LGS S e
directnd wers bamey 1880 Of WErs SDOUL 10 DS USEC OF LG SRR WL DU il
Hye reises OoF IRUDErHES 10 De SSENed COILINSS horelen el TEnce

X =
1 BAETE W IS DS RORRE]L W, L) [l AR IO O LITHE

.mmlqmdmmmﬂmwﬁduﬁumh dlledand
properties br premises 1o be starched follow from the probabla causo determ

B oot Qo
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Smpmonmayhem;siduulafmdmpowwmmanmtofafw&cnmml ly upon the

basis of activities protected by the first amcndment to the Constitution of the United States.” 50
U.5.C. § 1805(a)X3)(A). Whero “specth is the instrumentality of the critme itself, the First

FISA surveillance and searches based cxclusively on protected specch,

R *maﬂnmmmcm:nﬁm
WA » sccond baais for suppression of the FISA-cbtained evidense, Shmewer, Efjvi,

ﬁmﬁmwrmmmmﬁmumammwm :quirements were

the certifying official deems the information sought to be forvign intelligenoe
thet a significant purpose of the survedllance is to obtain forelgn intelligence
Shuewer, an American titizen, asserts specifically that the certifications submitied with the FISA
upplication papers were clearly erroneous ag to theze assertions, ;
.h%rmmmmmmmmmm-m
Wmmm:mdmuwmwnﬂmuwnma. 2008,
the date Tatar's conversation with Shnewer was intercepted. The government “a
mmmm.'mmm*ammummmm

23




-

Mmhnﬁdﬂmmbﬂuh%mwuww

‘i a critninal and a foreign imelligencs investigation of a target or could anticipate

of the FISA colisction may later be used, as allowed by Section 1806(b), as evidence in a

criminal trial.” Lastly, thers are saveral other certification requiremants that prust
a FISA order is issucd, which are detailed below. Although Defendants have not
challenged the others, this Court must still satisfy itself during its in cdmera reviow

ywere peescat and where necesary, not clearly erroncous. The government maintains that all,
‘mmmwmmmmmwm

the ceiminal investigatinn that grew ot of the FISA-approved surveitance.

(et i the requiveenentsfor an spplication 1 the FISA Court, i suthorized
exscutive branshgfficial must cortify the following: (1) that the certifying official deems the
infornfatiqn sought to b foreign intelligence information; (2) tht « sigaificast parposo of the
mhmmmWM(ﬂﬂﬂwmﬁmm

reasanably be obtained by normal investigative techniques. §§ 1804()TA)M(C),

1823(aXTHAMC). The appiication mst also designate the type of forcign intsiligence
information being sought acoording to the categorios describod in section 1801(c) and include a

staternent of the basix for the certification that (1) the information sought is the type
intelligence information desigaated, and (i) such information cammot reascnsbly be

M*WNWWAH- iQ 1804(A(TXHIN-(B), 1823(xXTHD)E).
.cmmmmmmmmmmmmmﬁﬂum

presumption of validity. United Stetes v. Dugean, 743 F.2d 59, 77 1.6 (24 Clr. 1984) (citing

Franks v, Dalgwars, 438 U.4. 154 (1978)), For US. persons challenging a

24

- * .‘ -I_ e W ———
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L
&,
reviewing court must determine whether it sppears from the spplication as a whols that the

_ certification i not clearly erroncous. Unied States v. Rabman, 861 F. Supp. 247,
1994) (citing 50 U.5.C. §§ 1305(a)(5) and 1824(aX$)); a6z alses In ye Soaled Cass, 310 F.3d 717,
739 (F1S.C. Rev. mozjc%mﬁ target ia  U.S. person, the FISA judge the

certifcation fo clear o). *A finding i clearly eroneous’ whea lthough thers s evidece
to support i, the reviewing court on the eatire evidemce is leR with the definite and firmn
conviction that  mistake has beey commireed.” United States v, 118, G Co,, 333 U.S.

364, 395 (1948),
.rmdmnmm.m.mfmmm snceming norelJ.S,
mﬁlmmmmmmmmmﬂmmm mine the

requist cettifcations wers presect; bowever, Congress arguably intesded tust 8 09n-U.3. person
could prevail on “a prima facie showing of a fiaudulent sistement by a cortifying officer. LR,

Rep. 1283, pt. 1, 95th Cong., 24 Sess. 25 (1975) (ooting further, “procedural regulcity is the only.
detarmination to be made if 8 non-UJ.S, person is the targer™). |
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C. .Mlnhhﬁon

I octoadacts mrgue the govemmen fuilod 10 follow FISA's minimization.ptocedures,
mmmmmmmwﬁm-omammmwmm
relationship to either criminal setivity or ntional security. The govemment advances three
mhwdﬁﬁmﬂmmmmmiuimznﬂmnqﬁrm

mﬁlmuummmmhmwm wh
uddiﬁon.ﬂ:equuﬁonfuﬂnﬂom‘ismwheﬂwmednﬁmmmupwm

ﬂphnﬁmfwammm.mw.ummofwmn "
cvaluzated 25 containing foreign intelligence information or not.™ Lastly, the governmes

wymwmmm&&. case,

‘Eaﬁlmﬁuﬁunwmemmmmmhaﬁmﬁﬁnm osed
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| of noapublicly availabis information conceming nconsenting United States
mmmwﬁhm&hummwomm Ang
disseminate foreign inteiligence information;

fmmwmmmmummmm
idagﬁﬁumyUﬁhdSﬂhmwithmnmhm'ammﬂm sucd

. AzSecE its importance;
i'bjnommmmma)mm).pmmummmm .
and dissamination of information that is svidencs of a crimes which has beex
being, or it ahout to be commitied and that is to be retained or dissemine
luw enforcement purpozes,
See 50 US.C. §§ 1801(0)(1), 1821(4). | .
. |
W s recsonabicncas of the minimization peactices should be evalustéd baséd on the
facts and circumatances of each case. Inre Scaled Case, 310 F.3d st 740. “Less minkmization in

scasibly allowed the governinent some Iatitade in its detrmnination of what s foreign intelligence
infwmation.™). In addition, less minimization at acquisition is reasonable where the targets of

2

e - .
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FISA surveillance speak & foreign language for which there is no contemporensously nvail-nble
translator. Sen In 1z Sealed Case 310 F.3d ut 741.
‘AccmdingtotheFlSAComofR:view,tbenmalpmﬁminmnyingout

cleotronic surveillance persusnt o & FISA order is to leave the surveillance deviess on
continuousty, “and the minimization occurs in the process of indexing and logging the pertinent
W“H.HMO.CMMWMMMW I Seeeg.
WSBIF.MHJHWMMMWWMMWM
mmmmmwwmmmmmm
mmnswp.zdnssz(mmﬂnmbymumm
awmummwmmutmm,m
muﬂed);musmsm.um-ss(ﬂmgmmmmﬂm
memmmmmﬁummw

' mvmlﬁmtowhinhmmmmwapmy)
.mmhmtmmmmmmmmm
presented 1o the FISA Court satisfy the statusory requiremeuts. In the classified declarasion of

DR - - i cacving ot FISA orders t e i e
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this
@mmmmmWMAMmhmm*mﬂumww tv. FISA’
qumﬂuFlSACom‘nordumbawngmﬁﬂmorumhmtnM(l) identity
(mldcudpdonoﬂﬁ:wﬂcmnfﬁnmﬂﬁﬁm;&)ﬂmmmmofm '

b




property to be searched; (3) the type of information ssught to be sequired and the

J'!
]
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fanililyurplnnealwhichdnulmmicmeﬂlmwmbediremdorofeachafth:pmmimor

of

commupications or activities to be subjected to the electronic surveillance, or the type of

informatine, material, or property to be seized, altered, or reproduced through the

: mh;ﬂ)ﬂummshywhithclemmicm&ﬂmuﬁuhaﬁmdandw phymical

mywﬂ!hauudmuﬁmmamﬂm,mnmmofﬁnmmipwmh physical
seurch will be copducted: (5) the pariod of tims during which the electronic
physical search 18 approved; and (6) the applicable minimization procedures. 50 US.C. §§
130S{E)(1XAE), 1824(}(1YA)E). The Court’s finds that each order issued by the FISA.
Court related to this case contained all the necessary information.
ar. . {JFRANKS CHALLENGE ;
Q) - wiciicn t moving for disslosure of the FISA applications and related materials
under the provisions fir such disclosure in FISA, Sknewer also asks for « Eraoka

Shnewer bases this motion on his contention that the FISA. Court application paper

mmmwunmmmmmmm i
offred nolacts in mupport of their ansertion regarding racklass falsehoods. Furthe




Case 1:07-cr-00459-RBK  Document 457  Filed 12/29/09 Page 33 of 42

—‘lmmgﬂm argues there is no basis

for belicving these misstaternents were intentionally or recklessly made.
Wmhvﬁﬁqof;mﬂdmwmmm

affidavit containg material false statcmenits are governad by Franks. Where s has issued,
the supporting affidavit is entitied t & presumption of validity. Id, =t 171, The disputing

the Veracity of the warrmt spplication can challenge the validity of the warrant only by making &
substantial prefiminary showing that the affisnt deliberately or recklessly included
mqﬁﬂdhﬁmﬂu&mmmnﬁhﬁtwmﬂﬁﬂm 10 the

determination of probable cause. Iﬂ.mlSS-SG;W $3BF24 711, 71416
(34 Cir. 19%8) (expanding Franks analysis to omissions), A sabstantial preliminary showing
requirés “an offer of proof™ United States v, Chandig. 514 F-3d 365, 373 (3d Cir. 2008). If e
defendam establishes falrity or material omission by a preponderance of the svidence, the false
statements will be stricken from the affidsvit and the court will determine whether the
information remaining in the affidavit is saficient to wpport & finding of probable cause.
Eomoks, 438 U.8. a1 155-56,
{0 e is 0 binding suthoriy éotablishing that Exaaks applies in the context of FISA;
however, several courts have conducted Frauks analyses in FISA cases either ively ot

srguendo, For example, the Second Circuit fmd that 2 defendant could be to a Fraoks
heating in counection with FISA surveillance. Duggan, 743 F.2d &t 77 n.6; Unitpd

&nmg;nnmh.ﬂz F3d 618, 62425 (6th Cir. 2005) (assyming srguendo applies to
PISA proceedings); Mubavvid, 521 F. Supp, 24 at 130 (assuming Franks or equivalest principles
inbere in FISA cages).

£
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e isinsufficion basi fora Franka hearing i tis case. Becavsr the
no disclosure of the matorials underiying the FISA warrants in this case, itis

impmgibquormfmd:mtomkcthanmny"mbnmﬁﬂshovdna”ofn -
intentional falsehood o cmission “accompanicd by and offer of proof” This catch-22 has not

Hassoun, 2007 WL 1062127, at *4 (S.D, Fla. Ape. 4, 2007) (finding Franks challenge Iacked
merit where no offer of proof and substantial grounds for oot revealing classified
Wﬂmwwwumwm e bean made
intentionally or recklessly. Sce Franka, 438 U.S.at 17 ( (finding allegations of negligence or
innocent mistake sre nsufficient, ¢ are allegations of immaterial
omissions), Furthermore, sven If the Couwrt were to determine there existed a re
incemtional falsehood or omission in the FISA application materials, the evidance o
should not be suppressed unless the Court makes the further finding that the falachood or
omission was traterial to the probable canse determination. Here, none of the inacouracies
jeoperdize the probable cause findings.
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-

IV. ‘cowsmmomuw OF FISA

Fourth Amendment.
b‘BAfuﬂwwdthnMonoﬁhﬂfnihdSﬁuSowin

incd:nimlpwm hmmzloﬂdnm.m-zs. Thus, a
preparing for criminal prosecutions, In 2001, the USA Patriot Act, Pub. L. 107-36, § 218 (2001),
MﬂﬂSAdmﬁmanXﬁXB}meordpMmmMmlmhdmbﬂm
pdmuymofﬂ:mniﬂmuhﬂhﬁudmlyu"ﬁﬂiﬂmm" Inte Sealed
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Case, $10'F 3d at 728-29,
F<fore the Paiot Act amendments, it appoarsthat very court wth the pocasion o
considet FISA's constitutionslity determined FISA was constitutional Se.e.0. Inre Grand Juxv
Prmceesding, 347 F.3d 197, 206 (7th Cir. 2003). ARer the Patriot Acs was passed, the FISA Coust
of Review (“Court of Review”) was convened for the first and oaly time to consider the
gignificant purpose” tast and its comsistency with the Pourth Amendment. I o Ssaled Cage.
310 F.3d 717 (For. ImelL. Surv. Rev, 2002). The groups challenging the conatifutionality of FISA
in that case argued that any government surveillance whose primary purpose is crininal
prosecutidin of whatever kind is per se unreasonable if not based on 8 warrant. Id at 737.

hmw&nmﬁmmmmmmﬂum and a FISA

* opder and noted that “to the extent a FISA order comes close to meeting Titls O, that cetainly

bears on its reasonablouess under the Fourth Amendment.” Id, at 742. The Court of Review
concluded that “while Thie T comtuins some protections that ars act in FISA, in

sigrificant respects the two statutes are equivaleat, and in some, FISA contains additional
protections.™ Jd at 741, The Court of Review also analyzed the Suprane Court's “special
needs” cases, noting that the govermment can sometimes conduct warrantless and susp
semrches when special needs, beyond the normal need for law enforcemetit, call for

Court of Review concluded that “FISA’s general programmatic purpom, to protect the nation
wmwwmmwmmmﬁmiu ataet” been

Jurisprodentinl snswer regarding consistency with the Fourth Amendment, the Court decided that
it “believe[d] firmly™ that FISA, as amended by the Padriot Act, is constitutional “be

3




Case 1:07-cr-00459-RBK Document 457 Filed 12/29/09 Page 37 of 42

surveillances it authonizes are reasonable.” Jd. o 744. |
WP the courta aked to rule on the constitutiovality of FISA sinee [n.1g Sealed Care,

most have adopted its conclusions. Sso, e.g., Mubayvid, 521 F. Supp. 2d at 139-40 (holding that
FISA does not violate the probabla canse requirsment of the Fourth Amendment

probable cause determination uses a lesser standard and explicitly agresing with

(noting pre-Patriot Act Second Ciruit rule in upholding the constistionality of
mmﬁmﬂm&mummdudh potwrtitutional).
.p:‘lyummmhuwtfomdﬂ&ismmsﬂnﬂm Set: Mavfield

Review ignored “congressional concern betwoen intelligence gathering and erd
enforcerncat.” I, st 104142, mw@mmﬁmammmnm'
that “the constitutionally required inderplay betwaen Executive actian, Judicial decision, and
Congressianal snactment™ was eliminated by the Patriot Act smendments. The court held FISA
as ameaded by the Patriot Act to be unconstimeional becange surveillance to & FISA
watrant could “have ag its *programmatic’ wmwamﬁl
Mwhmﬁmmmmmmaw- K s
1042,
.mwmuhmmmmﬁﬁmmwwmmmW
has expressed doubts abowt FISA's consistency with the Fourth Amendment while npholding the
FISA-obtsined materials st issue in that case, kﬂmmr.s@pz:j&m-hm

37




Case 1:07-cr-00459-RBK Document 457 Filed 12/29/09 Page 38 of 42

the concerns expeessed in Mavficld thar the significant purpose test violates the Fourth
Amendmerit, but not reaching the issue becauss of finding that the primary purpose of the
swrveillance in that case was to gather foreign intelligence and not to prosecute the defendant for
crimina] activiry).
iﬂsCuwtdiwmﬁthlheholdiuguﬁ?uMﬂﬂdmuﬂmdﬁndsMHSA's
“significant purpose™ tesi is consistent with the Fourth Amendment’s requirement of

reasonablencss. Moreovaz, the Court agress with the discusxion of the FISC of F
the differences between law enforcement in ordinary investigation and law enfurcement in the

netional security comtext. Defendants additionally argue that additional aspects of FIS
in violstion of the Constitution. These arguments will be discussed in turn.
Wi, Detendants argue FISA s mnconstitmional bocause i Iscks & recquizement that
the government show that 8 crime has been ot is being committed. The probable cause
requirement under FISA is diffierent than the peobable canse to sock  Title I wi
by Judge Eastsbrook in Unitad Stas v, Ning We, 477 P.34 896 (7h Cie. 2007), however, “the
mmumamufmmmmhmmﬂymm I
believe that amy Iaw is being violated.” i, at 898, The court in that case analogized the probable
canse required by FISA, to the probable cause requirements for administrative search warmnis,
which may issue on probable canse to believe that the government has adopted a reasonable
symam of regulations and inspections and is not targeting individualy for mproper reg
Supwelize Court in Keith recognized that Congress is constitutionally permitted to set different
standards for probable canse in the context of foreign intelligence surveiliance than in ordinery
criminal surveillanca, This different probeble cause requirement does not render FISA in
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violation of the Fourth Arnendrment.
$<coctants aiso contend that FISA impeemissibly allows the government to aatisfy
the FISA application requirements without explaining to the FISA Court how they are mat, This
argument is incomrect; the FISA Court and later the district eowrt in a eriminal prosscution must
find that the statutory requirements were met after ex parte, in camera review of the
government’s application. Neither court simply accepts the govemnment's certification that the
requiraments are met without evaluating whether probable cause, as defined by the FISA, sxists,
and whether the othar sututory requirements, as detailad above, have been met.
mmmmmm“dmbmm”moﬁeﬁw the
govemment to avoid teaditional judicial oversight Eveninmeeommwn:ﬁ;mm
Title HI, dtitements roade in a warrant application sce given deforence and under the
Fronks stendard. Sec Franks discustion, supra. The Court hiss already applied the
standard to the staiements underlying the FISA applications in this case,

onder. ‘This 18 a challenge to the e parle, in camern roviw conteasplated by FISA. Defondants
seck disclosure of the curenily lassified applications so that they may mare
challenge the FISA orders. Asnoted above, whils other courts have sympathized
difficulty of Defendants’ poition and the uphill battle they face in challenging arders of which
Mymmmmamm:mhpmwmmmmmﬁfmin
intelligence gathering. See, 0.9, Mubayvid, 521 F. Supp. 2d at 131.
‘Wmmﬁﬂuthﬂvﬁﬂmumimhﬂpmumimmmﬁuhwuﬂm
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10 a target that FISA-approved surveillancs has ommed,md&enuﬁnepxoﬂﬁmingmﬁu
impenﬁisﬁiblybrmd. The government argues, and the Court agrees, that Defendints do not have
stanuding to raise this ismie because a criminal prosecution was initisted in this case and the
Defendants were given notice.

#§l coreover, Defondnts mitain FISA violates the Fourth Amendment becanse no
showing of particularity is required, esulting in an impermissibly general warrant.| This
argument is linked t0 Defendants’ argument that the probable cause requirements of the FISA are
impermisaibly leax than the probabie canse requireraents of a Title 1T warrant. E
findl Jhat FTSA’s lesser probeble cause standard is contitutional, the resulting
classified ax an impermissible ganeral warrant.

s¢ tha Court

der cannot be

security purveillance, which is oftess loag rnge and involves the interrelation of varions sources.
Soc Ksith, 407 U8, m 322,
W Ficatty, thc goverument argues that even if the Court detormioes that FIS
unconstitutional, the evidence obtained pursuant to the FISA orders in this case should
 admissible becsuse the governmea relind on the constitutionality of FISA and the FISA
good faith. BmMMwaMMmgmﬁ:Mﬂﬁmdhyof. in the
context of a civil sait againat the governmen, tha court in that case did not have occarion to
commiiin issues related 1o suppresaina of evidegoe. Because the Court concludes that FISA is

8 -
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constitutional, an inquiry into whether the agents in this case acted in good faith s not required,
MﬁlF.SmMﬂlﬂan("Emif&eMmdmdmmnﬁuﬁmm
appuustubu:noissunstuwhethuthagovemmmtpmaudedingmdfaithandmmsomble
reliance on the FISA orders. The exclusionary rule would thus not appear to pply mder the rule
of Unihdm_lm 468 U._S. 897 (1984).™ |
h‘mm&mqmw’mﬂuﬁmﬂchnﬂmmm At its heart, the
mmmﬂmmmmmmummdmmmm
fmmlmmﬁndfmjuﬁcmwﬁﬁﬁnmhﬂdﬁﬂﬁmnml
wmmmdummuﬂﬁnjtdiﬁdmiﬁwofm“mthuupmmmmmbh,
mﬁmtﬁnmofmmdh&mmwﬁﬂﬁemdm
Mmmmunmmmmhwmfommﬂm. The Court’
mluduﬂutﬂmFISA.Hmﬂatlbythe'PmimAﬂ.hmﬂm
V. .mcmousnommmmousmamm
A ‘Amvahu..m 1306(9)'s Notice Reqmirement
EuvirDuhuguuvaiolntede.&C.§!806(f)byuaingFISA-nhtllnd
Widm;l'lnﬂnﬂidngnoﬁﬂu_nhn(:mt Specifically, he guesses that the uged
FiSA-obtalned evidemice in the grand jury peocesdings for this case and when obesi search
WaITanty, Eljﬁ-hhmuhﬂ:mhnpﬂmmmmhmthmm obtain from
thnCnmudm:mimﬁmthattheFISAwidmmghmhmdw:obnimdhwmnx The
Mmkﬂdm“wmﬂhMMhﬂumﬁmymm
%mubmmhwm Acmdhﬂy.ﬁljv&ﬂuh’ammmmﬂﬂ;pohmhm
relevant, - |
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B. -mqmy General's Authorization Required by § 1806(b)

.uvirmmmeammmmnmmmmmm of the
mwmmmmmmmmmmmmglmm “No

infmmiunuquimdpmmmmthhmbchapwmubediachudfwhwmfmmpmm
Wmmhdimhmhmmicdhyammmmmﬂmﬂimu information
:Ihnd:nnmof

mwm&mmumyuwmnuwwmmmm
the Attorney General™ 5017.5.C. § 1806(h).

G hmuqcuwﬁmmmumu

Fliﬁrmmmvumhummmmwhm that the
mmmuundinﬂupmwm;hbbemdhﬁ-fummumd.mm
wmmwmmmﬂm The government subemitted thiy aMdavit
Mmmhmnmmmmmm s Moot
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